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Abstract— An efficient search technique is required to 

retrieve data from cloud server as data owner outsourced 

their data in encrypted form. Many types of encryption 

techniques used to perform encryption on outsourced data. 

Such data encryption degrades the performance of document 

searching over cloud. Also there is dynamic growth in 

document outsourcing which makes designing of ciphertext 

scheme challenging. Therefore in proposed approach 

hierarchical clustering is applied on outsourced document 

index which support more search semantics and also to meet 

the demand for fast ciphertext search within a big data 

environment. Proposed method preserves the relationships 

between original and encrypted documents. Proposed 

MRSE-HCI architecture adapts requirements of data 

explosion, online information retrieval a. As a part of 

contribution, aggregate key searchable encryption on cloud 

stored data as well as complex logical search is provided by 

in proposed work. 
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I. INTRODUCTION 

Recently, users are attracted towards outsourcing data to 

cloud data to release the burden of heavy data management. 

Data encryption is performed to preserve data from 

unconditional leakages. Cloud server provides many 

benefits at very cheap cost such as, huge data storage, data 

management and maintenance etc. With the lots of benefits, 

cloud also suffered from privacy issues. To retrieve data, 

user preferred keyword search approach. There are some 

challenging issues in data search and retrieval process. Data 

encryption affects on search performance i.e. accuracy of 

searching is degraded. Ciphertext search provides an 

efficient and decent way of online information retrieval on 

volume of encrypted data. Previously, there are several 

techniques have been proposed to avoid information 

leakage. Searching over an encrypted data is becoming 

challenging problem and it required more server-side 

utilization. Undoubted security operations required by them 

which resulting into high time complexity. In huge data 

scenario there is need of data processing. Documents 

properties are represented by relationships between them. 

Document category is also decided by relationships of 

documents. Due to failure of software or hardware and 

storage corruption, data search results returning to the users 

may contain damaged data. Therefore, verifiable mechanism 

is provided in proposed system.  It is used to verify 

correctness and completeness of search results.  

In proposed system, every document is represented 

as a vector hence vector space model is utilized. Due to 

relationship between different documents, all the documents 

are divided into several categories. Points having short 

distance are classified into specific categories. Therefore, by 

selecting category the search time greatly reduced. Small 

numbers of documents are further divided into sub-

categories. Instead of using sequence search document, 

backtracking algorithm is used to search requested 

document. Cloud server first search in main category and 

then move to sub-category. Then cloud server selects top-k 

algorithms from desired sub-category.  If current category of 

document is does not exists in sub-category then proposed 

approach trace back to main category which is recursive 

process travel until k- documents are satisfied or to reached 

to desired root.  Hash tree function is constructed for 

integrity verification of search results. In this process, every 

document is hashed and hash result is used to represent 

document. With the category information hash result of 

document is hashed again. Every category is represented by 

the hash results of information of current category and sub-

category information. To represent data and categories 

virtual root is constructed. During search phase, relevance 

score between user query and documents is calculated. This 

approach is used to retrieve ranked documents. The 

proposed MRSE-HCI approach maintains the relationships 

between different plaintext documents over encrypted 

document in order to enhance efficiency of data search. 

Search speed gets increased due to document relevance 

score calculation.   

II. RELATED WORK 

D.X. Song et al. [2] and D. Boneh et al.[3], discussed about 

public key encryption techniques. They addressed the 

problem of encrypted data searching. Generally data owner 

outsourced their data to the cloud into encrypted format; it 

can be used by other user of cloud. Cryptographic 

techniques are proposed by D. X. D. Song et al. It provides 

the proof of security. They show that their technique 

provides the data confidentiality over searching approach. 

D. Boneh, et al stated public key encryption with keyword 

search (PEKS). They represented two constructions that are 

related to IBE have been discussed. Though proposed PEKS 

utilized IBE scheme but it has converse problem. It required 

extra properties to be exploited. It outputs less efficiency as 

it is based on basic trapdoor permutations. A secure index 

search IND-CKA is proposed by E.-J. Goh. It is also 

referred as, “Z-IDX” using pseudo-random function and 

Bloom filter. The proposed scheme is efficient for data 

searching. An Index construction technique that uses hash 

table seems to be unsuitable for encrypted index documents 

because there may chances of information leak[4]. For 

construction of IND-CKA secure indexes there is 

requirement of analyzing, bloom filters, pseudo random 

functions & pseudo-random generators. A statistical 

measure approach i.e. calculation of relevance score from 

the retrieval of information is proposed by C. Wang. The 

calculated relevance score is then used to construct secure 

searchable index. To protect information of sensitive score 
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order preserving mapping technique is used in this paper. 

Order-preserving symmetric encryption (OPSE) is 

implemented to provide provable security under 

pseudorandom functions of security framework. Another 

technique, RSSE is used for document index 

construction[5]. The relevance score of document is 

attached with index at each entry point. Proposed technique 

required additional mapping cost, bits for encrypted score 

and whole encryption entry cost. In this paper the additional 

encrypted score for bit is the primary issue due to cheap or 

less cost of storage. Order preserving mapping technique is 

based on presampling and relevance score training which is 

not efficient. Binary Search algorithm is used to inherit the 

importance of OPSE. Reverse mapping algorithm is also 

proposed for the completeness of proposed approach. 

Similar approach is discussed by S. Zerr. Zerber+R ranking 

model is proposed by S. Zerr, and A.Swaminathan et al. 

Relevance transformation function can calculate relevance 

score between various undefined terms. It helps to untrusted 

servers to do not reveal the information about indexed data. 

In this paper, IR technique is used to enable fast 

query execution over large indexes which make system 

scalable. Top k retrieval utilized IR technique for accessing 

index control information. Inverted index is introduced in 

this paper as sequence of posting elements. Main aim of this 

paper is to develop Zerber+R ranking model that allows 

retrieving top k inverted index without information 

leakage[6]. A. Swaminathan,al, proposed technique for 

integration of relevance score. A framework to preserve 

confidentiality of ranked search over in large scale 

document collections is developed by them[7]. Protocol for 

conjunctive keyword query on encrypted data is proposed 

by P. Golle. Web searching on conjunctive keywords is the 

crucial task. It does not compass all possible and feasible 

search criteria[8]. 

The proposed protocol is complex server to 

separate out the encrypted keywords of documents. It allows 

small conjunctive search with less capability. A scheme to 

perform conjunctive search on encrypted data is discussed 

by L. Ballard et al. It utilized Shamir Secret Sharing. It 

provides efficient searching. In this approach trapdoors are 

sequential in the large number of documents. Bilinear 

pairing is used as alternative to produced fixed size of 

trapdoors. As it has symmetric settings, it incurs 

significantly less overhead[9]. MTS i.e. privacy preserving 

multikeyword text search approach is represented by W. 

Sun. It supports multi-keyword search and ranked search 

result. In this paper, term frequency and vector space model 

is used to build index. Higher search accuracy is evaluated 

using cosine search similarity[10]. 

To improve search efficiency, tree-based index 

structure and multi-dimensional algorithm is used in this 

paper. Also author explained efficiency and effectiveness of 

the proposed approach through experimental evaluation. In 

this paper, proposed technique avoids the data leak of 

sensitive information. For refinement of search efficiency, 

tree based search approach is used. In this paper three -

efficiency related factors are identified which can improve 

the search algorithm efficiency on index tree based 

approach. MRSE-HCI scheme is described by Chi Chen, 

Xiaojie et al, which is based on computation of secure inner 

product. In this author discussed about Boolean keyword 

search and single keyword search technique. They addressed 

the problem with this technique. The proposed MRSE is 

Multi-keyword Ranked Search Encryption in which they 

established strict policies for securing cloud data. 

“Coordinate matching” is implemented for many search 

matches. Multi-keyword semantic refines the relevance of 

result. This technique is widely used in information retrieval 

community. For secure inner product computation KNN 

algorithm is used by them[1]. 

III. PROBLEM FORMULATION 

“To design a system which maintain the relationship 

between original and encrypted documents, also to provide 

complex logical search over cloud environment”.  

IV. PROPOSED SYSTEM 

Multi-keyword ranked search over encrypted data based on 

hierarchical clustering index (MRSE-HCI) techniques is 

used to preserve the relationship between various plain text 

documents over an encrypted documents. In this technique 

there is a continuous growth with an exponential growing 

size of data collection. From existing system analysis, user 

needs to focused on specific type of category. To speed up 

searching process by evaluating relevance score between the 

query and documents which belong to the same specific 

field with the query. User gets only category specified in 

query. It neglacts irrelevant fields therefore, search speed is 

enhanced. Clustering method is used to maintain 

relationship among various documents. Documents are 

categorised into into different clusters, subcategories are 

also created. MRSE-HCI speed ups server side searching. 

Rank-privacy is provided to improve search stratergy.  For 

correctness and completeness Merkle hash tree and 

cryptographic signature to authenticated tree structure are 

also utilised. 

V. SYSTEM FLOW 

 
Fig. 1: System Architecture 

The different modules of system architecture are as 

follows: 

Before interacting with system, user has to register 

and then login to system. Then rest procedure to interacting 

with each module of the system is given as follow: 

A. Module-1: Master Key Generation: 

 Give any random input key 
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 Submit it 

 Generate master key 

 Save master key 

B. Module-2: File Encryption: 

 Specify input file path 

 Encrypt file using AES algorithm 

 Specify class or folder in which file get saved on cloud 

 Upload file on cloud 

C. Module-3: File Sharing and uploading: 

 Select file sharing option 

 Specify access rights for other users 

 Upload file to clod server 

D. Module-4: Download File: 

 Select file download option 

 User can select folder 

 Select file name 

 Specify class key to get access for file download 

 Download file and save it 

E. Module-5: Search: 

 Add keyword trapdoor 

 Retrieve search results from cloud server 

 Download file 

System contributes complex AND, OR and No operations 

such as, 

1) AND operation: System generates results which 

satisfies both conditions in user query which is formed 

using “AND” operator 

2) OR operation: System generates results which satisfies 

any one conditions in user query which is formed using 

“OR” operator. 

3) No operation: System generates results by filtering 

query conditions. 

VI. ALGORITHMS 

1) Index Generation 

2) Quality Hierarchical Clustering Algorithm 

3) Aggregate Key Generation Process 

A. Indexing Algorithm: 

Input: 

 Dataset D 

 Secret key {Sk,k} 

Processing steps: 

1) Select dictionary from given dataset D. 

2) Construct document vector ‘dv’ for each document 

of D 

3) Construct hierarchical index using QHC 

4) Extend dimension of V in the DV and CCV i.e. 

document vector and cluster collection vector. 

5) ifithof S=0 

then 

6) Vi
’= Vi

’’= Vi
’’ 

else 

7) Vi’is set to any random number 

8) Encrypt index as, {M1
TV’, M2

TV’’,DC} 

Output:  

 Encrypted index. 

B. Algorithm for QHC(Quality Hierarchical Clustering) 

Input:  

 set of documents 

 set of threshold TH 

Processing steps: 

1) Construct cluster set C0 in k-means cluster creation. 

2) While there is new cluster  setCi 

3) For every cluster Ci,j 

4) ifsize of Ci,j>TH 

5) Split this cluster into sub-cluster Ci+1until all cluster 

match the size constraint. 

Output: 

 QHC: quality hierarchical clustering. 

C. Aggregate Key Generation Algorithm: 

Input:-  k1=Master Key, k2=Class, k3=Secrete Code 

Processing steps:- 

1) Initially all keys like k1, K2, k3 are in string format 

then it will convert into bytes i.e. in number using Byte 

Encoder. 

2) Then every string converted in string to number  

3) Combine all K values using numeric separator or 

EMPTY String to generate secret S 

4) Key convolution: we are use the quadratic equation, f(x) 

= (n1x + n2 x2 + S) here the x be any positive integer 

represent sharing file count and n1 and n2 are 2 co-

prime numbers. 

5) Secure Aggregate Key = f(x) XOR S 

Output:-  Secure Aggregate key 

Example: 

Process of Generating the Aggregate Key with Example 

Let k1=234, K2=567, k3=891 

By applying the zero as separator we get one number 

23405670891. 

S=23405670891. 

Key Convolution: use following quadratic Equation 

F(x) = (n1x + n2 x2 + S), 

Where n1=66, n2=192 

Where x=number of files selected for sharing=3 

F(x) = (66*3) + (192*3*3) +23405670891 

Key = f(x) XOR S  

Key = 3658 

MATHEMATICAL MODEL 

S = {O, U, C} System 

Where, 

O = {OI, OO, OF} Data 

Owner 

 U = {UI, UO, UF}Data User 

 C = {CI, CO, CF} Server 

OI = {OI1, OI2, OI3, OI4} 

Data owner system input, 

OI = {OI1, OI2, OI3, OI4} 

Data owner system input, 

 OI2 = Master Key 

 OI3 = Documents 

 OI4 = Sharing Rights 

OO ={OO1, OO2, OO3} 

Output of Owner system 
OO1 = Encrypted document 

 OO2 = Document Index 

 OO3 =Aggregate key 

OF = {OF1, OF2, OF3, 

OF4, 

OF5, OF6, OF7, OF8} 

Functions in Owner 

OF1 = Registration 
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System 

 OF2 = Login 

 OF3 = Upload document 

 OF4 = Index Generation 

 OF5 = Encrypt document 

 OF6 = Generate aggregate key 

 OF7=Share key 

 
OF8 = Save document on 

cloud 

UI = {UI1, UI2, UI3} User 

system input, 
UI1 = User details 

 UI2 = Aggregate key factors 

 UI3 = Search keywords 

UO= {UO1, UO2, UO3, 

UO4} ,Output of User 

System 

UO1 = Aggregate key 

 UO2 = Trapdoor 

 UO3 = Search Result 

 UO4 = Decrypt file 

UF = {UF1, UF2, UF3, 

UF4, 

UF5, UF6, UF7} Function 

in user system, 

UF1 = Register 

 UF2 = login 

 UF3 = Search document 

 UF4 = download document 

 UF5 = Trapdoor key 

 UF6 = decrypt document 

 UF7 = Save document 

CI = {CI1, CI2, CI3, CI4} 

Where, 

CI1 = {D1, D2,...., Dn} Set of 

encrypted document 

 
CI2 ={ DI1,DI2,..DIn} set of 

Document Index 

 CI3 = Access Rights 

 CI4 = Search Keywords 

CO = {CO1,CO2,CO3} 

Where, 

CO1 = {DC1, DC2, DCm} 

Document Cluster where each 

cluster. 

DC1 contains {D1, D2,Dk} 

documents 

 CO2=Index storage 

 

CO3 = Search Result 

containing set of documents = 

{D1, D2,Di} top I matched 

document set 

CF = {CF1, CF2, CF3, 

CF4, 

CF5,CF6,CF7,CF8} 

Function in user system, 

CF1 = Register user 

 CF2 = Validate user 

 CF3=Save Index 

 CF4 = Cluster Creation 

 CF5 = Save document 

 
CF6 = Index search using 

MRSE-HCI 

 CF7 = Validate users rights 

 
CF8 = Apply fine-grained 

search 

VII. EXPERIMENTAL SET UP 

System is implementing on java-jdk 1.7. Mysql 5.3 is used 

to store database. A swing component based desktop 

application is design at the user end. Third party server is 

created using apache tomcat5.7. A RESTful API is using for 

third party web services.  

For Testing, intel core i7-64 bit system with 8GB 

RAM is used on server. And system with 8GB RAM for 

client application. This system is build using netbeans 8.01. 

and eclipse juno IDE. 

A. Dataset: 

IEEE Explore Dataset: To test system performance synthetic 

dataset is generated. This dataset contains 6400 IEEE 

documents in .pdf format, randomly collected from digital 

library of IEEE Xplore [11]. 

VIII. RESULT TABLES AND DISCUSSION 

A. Document Upload: 

 
Fig. 2: Upload Time Efficiency 

Figure 2 represents the graphical form of document 

uploading efficiency. X-axis represents number of uploaded 

document and Y-axis represents the time (in minute) 

required for doc. Uploading. As per observation, the 

uploading time increases linearly with the increased 

documents set. 

While uploading documents to the cloud server, it 

contains document index generation timing, document 

encryption timing & document uploading time. 

An input document set contains miscellaneous 

documents in which a single document may vary from 1MB 

to 15MB. 

B. Cluster creation: 

 
Fig. 3: Document Clustering 

Figure 3, represents the document clustering. X-

axis represents the number of documents and Y-axis 

represents the cluster creation time in seconds. 

The proposed MRSE-HCI approach contains the 

document clustering to efficient retrieval of searched 

documents from cloud server. In proposed system, 

document clustering requires minimum time though there is 
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growth in number of documents. Document clustering 

approach can preserves the relationships between 

documents. 

C. Search time evaluation: 

 
Fig. 4(a):  

 
Fig. 4(b): 

 
Fig. 4(c): 

Fig. 4: Search Efficiency 

Figure 4(a) depicts the graph of document search 

efficiency. Existing system retrieves the search documents 

using OR operation whereas, in proposed system there are 

three types of search strategies are implemented such as, 

AND operation, OR with No operation and AND with NO 

operation. 

Theoretically it is defined as, AND with No-

operation requires more time as return a collection of 

documents with the most matching keywords (i.e., 

coordinate matching).  

AND-operation required less time than AND with 

No-operation due to retrieval of only corresponding 

document set containing the search query keywords & OR 

with No operation requires less timing as compared to 

AND-operations.  

Above all conditions are satisfied by the proposed 

MRSE-HCI system. 

Figure 4(b) depicts the graph of comparative 

analysis of existing and proposed system searched document 

retrieval. As discussed in fig 4(a), existing system can only 

retrieves the OR-operation results whereas, in proposed 

system AND & OR operations are also implemented hence 

it can produced précised results.  

Proposed system gives better search efficiency than 

existing system due to AND & No operation. 

Figure 4(c) depicts the graph of search keyword 

efficiency. To retrieve 500 documents using 2-query 

keywords, 0.29sec are required. 

In given graph(c), X-axis represents the number of 

keywords and Y-axis represents the search time in sec.   

D. Aggregate Key Generation: 

         Fig. 5: Aggregate key generation 

Figure 5. Represents the evaluation of aggregate 

key generation process. In existing approach, the key 

delegation ratio is defined as the ratio of the delegated 

ciphertext classes to the total number of classes. From 

observation, we can predict that with proposed MRSE-HCI 

system, only single key is required for ‘n’-number of 

document set. 

Fig. 6: Precision 

According to observation of figure 6, proposed 

system outputs the more précised results due to involvement 

of complex logistic AND & OR operations.  

From figure 6, it depicted that AND and AND with 

No. operation gives the précised results than existing 

systems. 

IX. CONCLUSION 

MRSE-HCI technique is efficient for searching over an 

encrypted data. It can also refer as co-ordinate matching.  

Multiple matches can be possible by searching more 

relevant data documents to search query. MRSE-HCI 

method provides efficient search result than traditional 

search approach due to complex logisting search operations 

such as, AND, OR and No. To make system more practical 

and efficient, a new approach is introduced in proposed 

work which is known as aggreagate key searchable 
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encryption. To share no. of documents only single key is 

required which tends to better storage efficiency. 
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