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Abstract— Mobile computing as a generic term describing 

ability to use the technology to wirelessly connect to and use 

centrally located information and/or application software 

through the application of small, portable, and wireless 

computing and communication devices In the present 

mobile communications environment, Security is a big issue 

to be considered when a communication channel is set up. 

The Ad hoc networks are a new wireless networking 

paradigm for mobile hosts. In this paper, we discuss the 

importance and challenges in ad hoc network. 
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I. INTRODUCTION 

Mobile computing requires wireless network to support 

outdoor mobility and handoff from one network to the next 

at a pedestrian or vehicular speed. Traveler in car using 

laptop connected with a GSM phone engaged in mobile 

computing. One of the more exciting information 

technologies to come about in the last several years was 

wireless computing. Computer users have to be tied to 

massive desktop computers to accomplish their daily tasks. 

Ubiquitous computing or pervasive computing refers to 

access to computer network at any location by any personal 

the time. With the rapid growth in the wireless mobile 

communication technology, small devices like PDAs, 

Laptops are able to communicate with the fixed wired 

network. Because of its flexibility and provision of 

providing ubiquitous infrastructure, there is need to provide 

security at any level. As wireless communication takes place 

mainly through the radio signals rather than wires, it is 

easier to intercept or eavesdrop on the communication 

channels. Therefore, it is important to provide security from 

all these threats. There are different kinds of issues within 

security like confidentiality, integrity, availability, 

legitimacy, and accountability that needs to be individually 

taken care off. Mobile Cloud Computing at its simplest 

refers to an infrastructure where both the data storage and 

the data processing happen outside of the mobile device. 

Mobile cloud applications move the computing power and 

data storage away from mobile phones and into the cloud, 

bringing applications and mobile computing to not just 

Smartphone users but a much broader range of mobile 

subscribers. Nowadays, microprocessors and wireless 

adapters are embedded in many devices, as cell-phones, 

PDAs, Laptops, digital sensors, and GPS receivers. These 

well-equipped devices allow the creation of wireless mobile 

networks, which make the vision of nomadic computing 

with its ubiquitous access more and more attractive.  Fig 1 

illustrates both the architectures as: 

 
Fig 1: WLAN Architectures 

The corresponding two architectures commonly 

referred to as infrastructure less and infrastructure-based 

network. Ad hoc network is a collection of wireless mobile 

hosts forming a temporary network without the aid of any 

support services regularly available on WAN [2]. Due to 

self-organizing properties and inherent infrastructure-less, 

an ad-hoc network provides a method for establishing 

communications in situations where the constraints are 

geographically or terrestrial in a distributed network system. 

II. CHALLENGES REGARDING MOBILE COMPUTING 

Mobile computing affects entire spectrum of issues in 

computing. First of all it is distributed and mobile 

computing. Distributed computing as we know works on 

static wired network. Node may initiate computation 

somewhere and migrate to another place. So two major 

problems that arise due to mobility are searching for current 

location of a mobile node and to impose a communication 

structure among nodes. Physical location of mobile is not 

the network address, so how do we route the message to a 

mobile host. This question is being addressed by two 

different communities: Internet community and cellular 

community. Work of Internet community involves Mobile 

IP which works as assumes connection-less, packet 

switching scenario. Cellular community's effort based on 

location management of cellular phone users. It deals with 

connection oriented communication, since it is motivated by 

issues in call-setup in telephony. Main problem in mobility 

management is to find an appropriate trade-off between 

searching and informing. Searching is performed when 

address of themessage recipient is not known or at least not 

known precisely. Informing is a responsibility of the mobile 

unit when it migrates.  

A. Wireless Networks Architectures 

The architecture of Wireless LAN is designed to serve small 

low powered terminals capable of wireless access. It can be 

further connected to fixed network such as LAN and WAN. 

It has limited range and is designed to use in local 

environments. Wireless networks communicate by 

modulating radio waves or infrared light. Wireless 

communication is linked to the wired network infrastructure 

by stationary transceivers. The area covered by an individual 

transceiver’s signal is known as cell. Cell size can vary 

widely. Fig 3 demonstrates the architecture of Wireless 

network. 
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Fig. 3: Architecture of Wireless Networks 

B. Problems in Wireless Networks 

1) Disconnection- Due to high degree of noise and 

interference as well as inter-cell handoffs, wireless 

communications can suffer from many disconnections. 

2) Heterogeneous Network- To achieve wireless 

communication, a mobile host must be connected to 

different and heterogeneous network. 

3) Bandwidth and Interface Variability- When the user 

moves from indoor to outdoor, from infrared to radio. 

4) Security Risks- the security of wireless communication 

can be compromised easily than wired ones. 

C. Challenges in Wireless Networks 

Since wireless devices need to be small and wireless 

networks are bandwidth limited, some challenges are data 

rate enhancements, minimizing cost, low power networking, 

user security, and Quality of Service. 

1) Signal Fading- signals transmitted over wireless 

medium can be distorted or faded as they propagate 

over open and unprotected medium. The same signal 

can travel different paths due to reflection, diffraction, 

and scattering many obstacles before they reach the 

destination. The resulting signal at the receiver cannot 

be same one as original signal and the transmitted data 

cannot be received properly. Due to the unreliability of 

wireless medium, there can be substantial number of 

loss in packets. 

2) Mobility- all devices in wireless network are free to 

move. An on-going connection should be kept alive as 

user roams around. A handoff occurs when the mobile 

host moves from coverage of the base station to another 

one.  

3) Disconnection:-Wireless communications suffer from 

frequent disconnections due to a higher degree of noise 

and interference as well as the process of inter-cell 

hand-offs. Disconnections can be hidden by 

asynchronous operation.  

4) Heterogeneous network-To achieve wireless 

communication a mobile host must get connected to 

different and heterogeneous networks. The general 

problem of heterogeneity can be addressed by 

exploiting emerging distributed systems. 

5) Bandwidth and Interface Variability- Bandwidth can 

shift one to four orders of magnitude, depending on 

whether the system is plugged in or using wireless 

access or switching interfaces, e.g. from infrared to 

radio when the user moves from indoors to outdoors. 

Mobile applications have to adapt their behavior 

properly.  

6) Security Risks- Precisely because connection to a 

wireless link is so easy, the security of wireless 

communication can be compromised much more easily 

than that of wired communication. 

7) AD HOC NETWORK : An ad hoc network is a 

collection of mobile nodes equipped with wireless 

communication adapters; these nodes dynamically form 

a temporary network without the need of any existing 

network infrastructure. A mobile ad hoc network, or 

MANET, is a temporary infrastructure less network, 

formed by a set of mobile hosts that dynamically 

establish their own network, without relying on any 

central administration. Mobile hosts used in MANET 

have to ensure the roles that were ensured by the 

powerful fixed infrastructure in traditional networks. 

This is a challenging task, since these devices have 

limited resources such as CPU, storage, energy, etc. 

Moreover, the network's environment has some features 

that add extra complications, such as the frequent 

topology changes caused by nodes' mobility, and the 

unreliability and the bandwidth limitation of wireless 

channels. Security requirements of ad hoc network The 

security services of ad hoc networks are not different 

than those of other types of network communication. 

The goal is to protect the information and the resources 

from attacks and misbehavior. In working with network 

security, there are many requirements that an effective 

security must ensure:  

 Availability: ensures that the desired network 

services are available whenever they are expected, 

in spite of attacks. Systems that ensure availability 

seek to combat denial of service and energy 

starvation attacks that we will present later. 

 Authenticity: ensures communication from one 

node to another is genuine. It ensures that a 

malicious node cannot masquerade as a trusted 

network node.  

 Data confidentiality: is a core security primitive for 

ad hoc networks, It ensures that a given message 

cannot be understood by anyone else than its (their) 

desired recipient(s). Data confidentiality is 

typically enabled by applying cryptography  

 Integrity: denotes the authenticity of data sent from 

one node to another. That is, it ensures that a 

message sent from node A to node B was not 

modified by a malicious node, C, during 

transmission.  

 Non-repudiation ensures that the origin of the 

message is legitimate. i.e. when one node receives 

a false message from another, no repudiation 

allows the former to accuse the later of sending the 

false message and enables all other nodes to know 

about it.  

III. AD-HOC APPLICATIONS  

1) Tactical networks : Military Communication automated 

Battle fields  

2) Sensor Network : Remote weathers for sensors, earth 

activities  

3) Emergency Services : Disaster recovery, earthquakes, 

crowd control and commando operations 

4) Educational Applications : Setup virtual class & 

conference rooms  
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5) Entertainment : Multi-user games, robotics pets. 

6) Location Aware Services : Automatic Call forwarding, 

advertise location specific services, Location–dependent 

travel guide. 

A. Vulnerabilities in Ad hoc networks  

In Ad hoc networks, mobile hosts are not bound to any 

centralized control like base stations or access points. They 

are able to move freely with arbitrary speed and direction. 

The topology can change; information is transferred in 

multiple hops. Each node can act as host or router 

forwarding packets for those nodes that are not in direct 

transmission range with each other. They are prone to more 

security threats. The weaknesses are as follows:  

1) Lack of infrastructure 

the network functions by cooperative participation of all 

nodes in a distributed fashion, but the network can be prone 

to attack that are designed to break the cooperative 

algorithm. A malicious user can simply block or modify the 

traffic traversing it by refusing to cooperate and break the 

cooperative algorithm. Key management cannot be applied 

as there are no trusted entities.  

2) Dynamically changing topology 

the attacker can update routing information maliciously 

pretending that the route is a legitimate route. For Ad hoc 

networks, nodes must exchange information about the route 

so that the routes can be established between nodes for 

communication. The intruder may give false routing 

information. 

3) Energy consumption attack 

nodes are forwarding packets of other nodes. The intruder 

may overload the network by sending old messages to a 

node and deplete the node’s resources. An attack called 

rushing attack can be created by sending many routing 

request packets with high frequency in an attempt to keep 

other nodes busy with the route discovery process.  

Node selfishness- all the nodes in the ad hoc network carry 

out routing and network management tasks. But some nodes 

can become selfish nodes as they want to save their 

resources such as battery power, memory and CPU.  

B. Advantages of Ad hoc network 

Ad hoc technology is widely used in portable devices such 

as laptop, mobile phone to access web services; telephone 

calls when the user is in travelling. This self-organizing 

network memory decreases the communication cost. Ad hoc 

network is simple to design and install. The following are 

the advantages:  

 Self-configuring nodes are also routers.  

 Separation from central network administration. 

 Self-healing through continuous reconfiguration.  

 Scalability incorporates the addition of more nodes. 

 The nodes in ad hoc network need not rely on any 

hardware and software. So, it can be connected and 

communicated quickly. 

 Flexible ad hoc can be temporarily setup at any time in 

any place. 

IV. CONCLUSIONS  

In this paper we have studied the different challenges 

regarding Wireless LAN, its modes Ad hoc network and 

infrastructure as well as requirement regarding security. As 

with every Information technology project, security must be 

a primary consideration. For security to effective, it must be 

deployed proportional to risk. In coming years, mobile 

computing will keep flourishing, and an eventual seamless 

integration of wireless networks, and the fixed Internet 

infrastructure, appears inevitable. Ad hoc networking is at 

the center of the evolution towards the 4th generation 

wireless technology. Its intrinsic flexibility, ease of 

maintenance, lack of required infrastructure, auto-

configuration, self-administration capabilities, and 

significant costs advantages make it a prime candidate for 

becoming the stalwart technology for personal pervasive 

communication. The opportunity and importance of ad hoc 

networks is being increasingly recognized by both the 

research and industry community. There are security 

solutions available for WLANs to mitigate those most 

conceivable risks we think securing ad hoc networks is a 

great challenge that includes many opened problems of 

research, and receives more and more attention among ad 

hoc networks community. 
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