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Abstract— The users from the social networks like Facebook, 

Twitter etc. expecting that social networks can able to 

preserve their privacy. To address this, recently PRIGUARD 

framework introduced in which meta model and description 

logic used for describing the social network commitments 

and domain in order to specify the privacy needs of end users. 

This approach is able to detect the violations of privacy in 

both sound and complete. However the still there is scope of 

improvement in PRIGUARD method and limitations. One 

such limitation of PRIGUARD does not supporting the 

proactive violations of its commitments whenever it’s 

required to provide the context dependent privacy 

management. In this paper we are presenting the Automated 

PRIGUARD (APRIGUARD) which is based on existing 

PRIGUARD method. APRIGUARD method not only 

supports the functionality of existing PRIGUARD but also 

enabling the approach of proactively violates its 

commitments. This achieves more efficiency and security to 

end users privacy. The proposed approach will be used before 

taking a particular action for checking whether it will lead 

violation and hence it will results in its prevention before it 

happens. Conversely, it will be used to do sporadic checks on 

the system to see if any violations have occurred. 
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I. INTRODUCTION 

Various privacy violations examples on social networks 

resemble access control violations. A single authority (i.e., 

administrator) can grant accesses as required in typical access 

scenarios. However, there are multiple sources of control in 

social networks. That is, each user can contribute to the 

sharing of content by putting up posts about herself as well as 

others. Further, audience of a post can re-share the content, 

making it accessible for others. These interactions which are 

difficult to detect by users, lead to privacy violations. Two 

important axis for understanding privacy violations are 

revealed by our review of privacy violations. The first axis is 

the main contributor to the situation. This could be the user 

herself putting up a content that reveals unwanted 

information or it could be other people sharing content that 

reveals information about the user. The second axis is how 

the information is revealed; if the information was unwanted 

or new information revealed by it. (i.e., through inferences). 

Four types of privacy violations are identified 

according to these two axis. In first type with some privacy 

settings, a user shares some content, the system acts against 

these settings and shares the content with people that it was 

not supposed to. In second type another person shares an 

information about a user. In online social networks, 

information about a user can easily propagate in the system, 

without a user’s consent. In third type without realizing that 

more information can be inferred from her post, a user puts 

up a content on the social network; e.g., giving away location 

information through a landmark. In fourth type privacy 

leakage is caused by a friend’s action but only with references 

in place the leakage can be understood; e.g., a friend’s tag 

revealing friendship status. Moreover, because of its 

semantics a content may lead to privacy violations. A post 

may offensive for user or insult the user, or it can include 

private information; e.g., sharing a post that reveals the user’s 

politic affiliation. This thesis develops an approach for 

managing users’ privacy constraints in online social networks 

for detecting privacy violations and guide the user to protect 

her privacy. 

Privacy has long been accepted as an important 

concept in developing and running software. Typically, the 

software publishes its privacy agreement and the user accepts 

the agreement to use it. In online social networks a similar 

pattern applies, to customize various parts of the policy with 

additional handles. For example, a user can opt to share 

content only with her friends, since a second user may choose 

to share a content with everyone in the system. However, 

many times users’ privacy requirements or expectations do 

not agree with each other. Adverse to typical software, in 

social networks, by tagging users, users can manipulate the 

contents, re-sharing content, and so on. Thus, content could 

become available to various audience without the consent of 

some of the users involved. Consider a user who wants to post 

a picture of herself with one of her friends. For the user, the 

posting could be harmless but her friend may be unhappy 

about it because the picture violates her privacy. One 

common way of dealing with this in current social networks, 

such as Facebook, is to report the picture as inappropriate and 

acknowledge user that the person is unhappy about the 

content and would want it to be removed. 

Thus, the user is free to decide what to do about it. 

This requires a lot of human interaction online. More 

importantly, by this time, the picture has already been 

uploaded and might be viewed by many social network users. 

This simple example is luminous as it suggests various 

interesting attributes for privacy protection:  

 Automation: Privacy protection calls for automated 

methods. Taking into consideration the volume of social 

media transactions that are done every hour, to discuss 

every content that is related to them in person is not 

plausible for humans. Hence, an agent that represents a 

user is needed to keep track of its user’s preferences and 

policies and act on behalf of them, accordingly. 

 Fairness: If a post is deemed private for a user, one 

approach is to take it down from the system completely. 

This all-or-nothing method is easy but leaves the party 

who wants to keep the post up in a disadvantaged 

position. Instead, it is best if the users identify what is 

wrong with the post (in terms of privacy) and improve 

those standpoints only. For example, the text can be 

removed while keeping the picture, if the text of a picture 

post is causing a privacy violation. Concealment of 
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privacy concerns: Privacy preferences may reveal 

personal information that should be kept private from 

others. That is, a user might say that she does not like the 

text of a post, but she does not need to identify why that 

is the case. Ideally, a proposed approach to privacy 

protection should keep users’ privacy concerns private, 

without revealing users’ privacy concerns.  

 Protection before exposure: Adverse to existing systems, 

such as Facebook, where a privacy violation is caught 

after it happens, the fact that a content is private should 

be identified before putting the content up online. 

Otherwise, there is a hazard that the content reaches 

undesired audience. Hence, a proposed approach should 

be in place before the content is put up rather than after.  

Accordingly, this proposes an agreement platform 

for privacy protection that addresses the above properties. 

One recent study has shown that many times invading a 

friend’s privacy on a social network is accidental and the user 

invading the privacy is not aware of it. When the user is 

notified for the situation, many of them choose to put down a 

content rather than breaching their friend’s privacy. This 

naturally suggests that if the users may have agreed on the 

content before it went up, then many privacy leakages could 

have been avoided to deal with. We prowess this idea by 

implementing a platform where the agents interact to reach 

an unanimity on a post to be published. We pretend that each 

user is helped by a software agent to handle her privacy. The 

agent is aware of the user’s privacy concerns and demands 

but also knows about the user’s social network, such as her 

friends. When a user is about to post a new content, she 

delegates the task to her agent. The agent reasons on behalf 

of the user to decide which other users would be affected by 

the post and contacts those users’ agents. The negotiation 

protocol we implement make agents able to discuss their 

users’ constraints and agree on a proper way to post the 

content such that none of the users’ privacy is violated. We 

show the applicability of our approach on example scenarios 

from the literature. 

II. LITERATURE SURVEY 

 In [2], author Zhou et al. show that by processing public 

information about social network users, one can identify 

various personal traits such as whether the person is 

introvert or not.  

 In [3], author Golbeck and Hanson show how one can 

detect political preferences of users on a social network 

users, again based on what they have exposed so far.  

 In [4], author Heatherly et al. use inference attacks using 

social networking data to predict private information and 

propose sanitization techniques to prevent inference 

attacks. This direction of work aims to discover personal 

information about users when that information was not 

explicitly declared by the user herself. 

 In [5], author Akcora, Carminati and Ferrari develop a 

graph-based approach and a risk model to learn risk 

labels of strangers with the intuition that risky strangers 

are more likely to violate privacy constraints. While this 

is useful information, when previous information is not 

available, this would not be an applicable direction to 

pursue.  

 In [6], author Liu and Terzi propose a model to compute 

a privacy score of a user. The privacy score increases 

based on how sensitive and visible a profile item is and 

can be used to adjust the privacy settings of friends. 

These approaches identify risky users in general, rather 

than considering individual privacy requirements of 

users as we have done in this work. Hence, they are not 

targeted to detecting individual privacy violations but to 

form a general opinion of the network. 

 In [7], author Fang and LeFevre propose a privacy 

wizard that automatically configures the user’s privacy 

settings based on an active learning paradigm. The third 

set of approaches learns the privacy concerns of the user 

so that the system can (semi-) automatically suggest 

policies. The user provides privacy labels for some of her 

friends and the proposed privacy wizard automatically 

assigns privacy labels to the remaining set of friends.  

 In [8], author Squicciarini et al. propose an Adaptive 

Privacy Policy Prediction (A3P) system that guides users 

to compose privacy settings for their images. They use 

content features and social features of the users in the 

system. They first classify an image into a category based 

on content and metadata. Then, they find privacy policies 

that are related to this category and recommend the most 

promising one according to their policy prediction 

algorithm. These approaches are complementary to our 

approach. In developing our detection approach, we 

assume that the users have their policies in place. 

However, it would be useful to have a method that can 

recommend users privacy policies.  

 In [9], author Kafali et al. develop PROTOSS, where the 

users’ privacy agreements are checked against an OSN 

using model checking. The number of states that are 

generated even in a small network is huge and may not 

be applicable in large networks. 

 In [10], author presented another approach that uses 

model checking is Fong’s Relationship-based Access 

Control (ReBAC) model, where access control policies 

are specified in terms of the relationships between the 

resource owner and the resource accessor in the social 

network. 

III. PROPOSED APPROACH FRAMEWORK AND DESIGN  

A. Problem Definition 

First, we will work on a formal proof of soundness and 

completeness of our proposed detection algorithm. Second, 

we will use large social networks to see the scalability of our 

approach. Third, we will compare the use of negotiation and 

argumentation techniques in the privacy context. After the 

conference, my plan is to work on common sense reasoning 

to solve some of the privacy examples listed in the literature. 

For example, if an agent is aware that a diamond ring is in a 

picture, and the context is an engagement; then, it can then 

notify its user that the picture can be personal and suggest him 

not to show the picture to his girlfriend. Hence, the user can 

take an action (revise, publish or delete post) to protect his 

privacy. We will use existing common sense reasoning tools 

such as Cyc and ConceptNet. Finally, we will improve our 

model so that it can be used for detecting privacy violations 

in a distributed way since users cannot trust a central entity 

(e.g., the OSN operator) to protect their privacy. This requires 



APRIGUARD: The Automatic and Efficient Method for Privacy Violations Detection in OSNs (Online Social Networks) 

 (IJSRD/Vol. 5/Issue 05/2017/052) 

 

 All rights reserved by www.ijsrd.com 223 

combining proof from other agents in the social network. We 

will develop new methods for agents to combine such proof 

and process it for detecting privacy violations. We will 

evaluate our approach on scenarios from the literature and 

real-world social networks. 

B. Proposed System Architecture 

We are contributing the existing PRIGUARD method with 

proposed algorithm called PROTOSS (name of proposed 

algorithm) in order to overcome the limitation of 

PRIGUARD method.  The proposed approach will be used 

before taking a particular action for checking whether it will 

lead violation and hence it will results in its prevention before 

it happens which is not available with PRIGUARD technique. 

PROTOSS is a run time tool for detecting and predicting 

Privacy violations in Online Social networks. PROTOSS 

algorithm stands for Privacy violations in Online Social 

networks.  

PROTOSS captures relations among users, their 

privacy agreements with an online social network operator, 

as well as domain-based semantic information and 

constraints. It uses model checking to detect if relations 

among the users will result in the violation of privacy 

agreements. It can further use the semantic information to 

infer possible violations that have not been specified by the 

user explicitly. In addition to detection, PROTOSS can 

predict possible future violations by feeding in a hypothetical 

future world state. 

 
Fig. 1: System Architecture 

IV. MATHEMATICAL MODULE 

Here, we present an ABSN model that conforms to the 

following OSN template: 

 
teFB is an OSN template that represents a subset of 

Facebook. In this template, teFB:Rtype is the set of sub-roles 

of is Connected To and teFB:Ctype is the set of sub-concepts 

of content. 

A. Depth Limited Detection (C, M=Max) 

 Input: C, the commitment to be checked 

 Input: m, the maximum number of iterations 

 Output: V , the set of privacy violations 

 Data: KB, the knowledge base (domain + norms) 

S←initView(C:creditor); 

V  ←{}, iterno  ←0; 

vstatement  ← C:antecedent; not(C:consequent); 

while iterno < m do 

KB  ← updateKB(KB; S); 

V   ←V [ checkViolations(KB; vstatement); 

iterno   ←iterno + 1; 

if V = {} then 

S   ←extendView(S); 

Else 

return V; 

return V; 

1) NP-Complete 

A decision problem is NP-complete if: 

 C is in NP, and 

 Every problem in NP is reducible to C in polynomial 

time. 

C can be shown to be in NP by demonstrating that a candidate 

solution to C can be verified in polynomial time. 

Note that a problem satisfying condition 2 is said to be NP-

hard, whether it satisfies condition 1. 

A consequence of this definition is that if we had a 

polynomial time algorithm (on a UTM, or any other Turing-

equivalent abstract machine) for C, we could solve all 

problems in NP in polynomial time. 

2) NP-Hard 

A decision problem H is NP-hard when for every problem L 

in NP, there is a polynomial-time reduction from L to H. An 

equivalent definition is to require that every problem Lin NP 

can be solved in polynomial time by an oracle machine with 

an oracle for H. Informally, we can think of an algorithm that 

can call such an oracle machine as a subroutine for solving H, 

and solves L in polynomial time, if the subroutine call takes 

only one step to compute. 

Another definition is to require that there is a 

polynomial-time reduction from an NP-complete problem G 

to H. As any problem L in NP reduces in polynomial time to 

G, L reduces in turn to H in polynomial time so this new 

definition implies the previous one. It does not restrict the 

class NP-hard to decision problems, for instance it also 

includes search problems, or optimization problems. 

 If P ≠ NP, then NP-hard problems cannot be solved in 

polynomial time; 

 If an optimization problem H has an NP-complete 

decision version L, then H is NP-hard 

 
Fig. 2: NP-hard problems 

B. Hardware and Software Used 

1) Hardware Configuration 

 Processor: -P-IV– 500 MHz to 3.0 GHz 

 RAM: - 1GB 
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 Disk: -20 GB 

 Monitor: -Any Color Display 

 Standard Keyboard and Mouse 

2) Software Configuration 

 Operating System: Windows 7/XP 

 Development End (Programming Languages): Java 

 Database Server: My Sql 

 Web server: Apache Tomcat 

V. RESULTS AND DISCUSSION 

Practical work done is shown in figures given below. 

 
Fig. 3:  

The above figure shows graphical representation of 

security verses algorithms. Performance is computed 

according to the security provided by algorithms. 

 
Fig. 4: Graphical representation of time verses algorithms 

The above figure shows graphical representation of 

time verses algorithms. Performance is computed according 

to the time required for execution of algorithms. 

The following figure shows graphical representation 

of accuracy verses algorithms. Performance is computed 

according to the accuracy achieved by algorithms. 

 
Fig. 5: Graphical representation of accuracy verses 

algorithms 

VI. CONCLUSION AND FUTURE WORK 

We convey here that privacy violations take place not only 

because OSN operators are not protective enough, but also 

from the way an OSN system accommodates various 

relations. PROTOSS uses commitments and model 

inspection to find privacy violations in OSNs. In various 

situations, it can perform semantic reasoning on its existing 

knowledge to signal potentially risky situations, which were 

not initially identified as violations by the user. An important 

aspect of PROTOSS is that it can also predict violations 

before they take place. Hence, it can tell its users that if 

specific relations or activities take place in the world, then 

their privacy will be put at risk. Users can then take necessary 

actions to avoid violations. 

In our future work, we plan to integrate PROTOSS 

into an existing OSN. The Facebook data that we 

experimented with was a useful first step. However, for a 

large scale experiment we would need to integrate our 

agreement structure and behavior constraints with an existing 

OSN. Such an integration will make users able to take the 

results of PROTOSS evaluation into account when deciding 

to upload content. One big task for this integration is the 

performance. We plan to apply reduction methods (e.g., use 

of relations in place of individuals) to diminish the state space 

for model checking so that we can calculate with a large 

number of relations and speculation rules. The second 

challenge is to implement a realistic ontology on which one 

can specify realistic relations between concepts and compute 

accurate similarities so that unspecified privacy expectations 

of the user can be computed more accurately. 

REFERENCES 

[1] Nadin K¨okciyan and Pınar Yolum, “PRIGUARD: A 

Semantic Approach to Detect Privacy Violations in 

Online Social Networks”, IEEE Transactions on 

Knowledge and Data Engineering, 2016. 

[2] M. X. Zhou, J. Nichols, T. Dignan, S. Lohr, J. Golbeck, 

and J. W.Pennebaker, “Opportunities and risks of 

discovering personality traits from social media,” in 

Proc. of the extended abstracts of ACM conference on 

Human factors in computing systems. ACM, 2014, pp. 

1081–1086. 

[3] J. Golbeck and D. Hansen, “A method for computing 

political preferenceamong twitter followers,” Social 

Networks, vol. 36, pp. 177–184, 2014. 

[4] R. Heatherly, M. Kantarcioglu, and B. Thuraisingham, 

“Preventing private information inference attacks on 

social networks,” IEEE Trans. Knowl. Data Eng., vol. 

25, no. 8, pp. 1849–1862, 2013. 

[5] C. G. Akcora, B. Carminati, and E. Ferrari, “Risks of 

friendships onsocial networks,” in IEEE International 

Conference on Data Mining(ICDM), 2012, pp. 810–815. 

[6] [6] K. Liu and E. Terzi, “A framework for computing 

the privacy scores of users in online social networks,” 

ACM Transactions on Knowledge Discovery from Data 

(TKDD), vol. 5, no. 1, pp. 6:1–6:30, 2010. 

[7] L. Fang and K. LeFevre, “Privacy wizards for social 

networking sites, “in Proceedings of the 19th 

international conference on worldwide web. ACM, 2010, 

pp. 351–360. 

[8] A. C. Squicciarini, D. Lin, S. Sundareswaran, and J. 

Wede, “Privacy policy inference of user-uploaded 

images on content sharing sites,” IEEE Trans. Knowl. 

Data Eng., vol. 27, no. 1, pp. 193–206, 2015. 

[9] O. Kafalı, A. G¨unay, and P. Yolum, “Detecting and 

predicting privacy violations in online social networks,” 

Distributed and Parallel Databases, vol. 32, no. 1, pp. 

161–190, 2014. 

[10] P. W. Fong, “Relationship-based access control: 

Protection model and policy language,” in Proceedings 

of the First ACM Conference on Data and Application 

Security and Privacy (CODASPY), 2011, pp. 191–202. 


