
IJSRD - International Journal for Scientific Research & Development| Vol. 5, Issue 05, 2017 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 253 

Frequent Itemset Mining using PFP-Growth via Smart Splitting 
Neha V. Sonparote1 Prof. Vijay B. More2 

1P.G. Student 
1,2Department of Computer Engineering 

1,2MET’s Institute of Engineering Nashik, Maharashtra, India 

Abstract— Frequent itemset mining has been growing 

interest in designing differentially private data mining 

algorithms. Mining frequent itemset is one of the important 

issues in the domain of data mining. In proposed system, 

FIM i.e. frequent itemset mining algorithm is proposed 

which not only mines high data utility, degree of privacy but 

it also offers high time efficiency. To achieve privacy,   

private FIM algorithm is proposed. It is based on FP-growth 

algorithm hence it is known as, PFP-growth algorithm. 

There are two phases involved in PFP-growth algorithm 

such as, preprocessing phase and mining phase. Smart 

splitting method is used in preprocessing phase for 

transformation algorithm which enhances the utility and 

trade off. In mining phase, runtime estimation method is 

used for estimation of actual support of itemset in the 

original database. To reduce the noise added during mining 

process for guarantee of privacy is reduced using dynamic 

reduction method with map-reduced framework. With 

experimental results proposed techniques outputs better 

efficiency in terms of time and memory. 

Key words: Differential Privacy, Frequent Itemset Mining, 
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I. INTRODUCTION 

In data mining domain, frequent itemset mining is one of the 

most fundamental problems. FIM has many application 

areas such as, decision support, Web usage mining, 

bioinformatics, etc. Number of items involved in each 

transaction. The main goal of FIM is to discover more 

frequent itemsets occur in transactions. 

To address the privacy issue during differential 

privacy has been proposed which offers strong theoretic 

guarantee on released data privacy without making any 

premises about an attacker’s background knowledge.  

Previously there are several approaches have been proposed 

for frequent itemset mining such as, Apriori and FP-growth 

algorithms. Apriori algorithm follows breadth first search 

and candidate set generation & test strategy. But it required 

‘l’ number of database scans where, ‘l’ is the length of 

frequent itemsets. FP-growth algorithm is depth-first search 

algorithm; it does not required candidate generation. As 

compared with these two algorithms , FP-growth only 

performs two database scans, which makes FP-growth an 

order of magnitude faster than  

Apriori. A differentially private FIM algorithm 

based on the FP-growth algorithm not only offers high data 

utility and a high degree of privacy, but also offer high time 

efficiency. 

However, in FP-growth algorithm there is no need 

of re-truncate transactions during the mining process 

because it only performs two database scans. Hence, 

transaction truncation is suitable approach for FP-growth 

algorithm [6]. Some volume of noise is added to gain high 

degree of privacy. However, it will definitely produce 

invalid results. FP-growth algorithm contains 2 phases 

namely, preprocessing and mining phase. In preprocessing 

phase some limit is applied to the length of transactions. 

Also irrelevant user specified threshold required to perform 

only once.  Long transactions preferred splitting rather than 

truncation. Transaction splitting is performed using smart 

splitting method. In this weighted splitting is utilized to 

satisfy ε-differential privacy for original database.  

In mining phase of FP-growth, using pre-processed 

database and user-specified algorithm, system can privately 

mine frequent itemsets.  To address such loss in mining 

phase, runtime estimation is utilized to offset such 

information loss. Downward closure property [4], is applied 

before to putting forward a dynamic reduction method, for 

estimation of actual support in the dynamic database. 

II. RELATED WORK 

J. Han et al [1], represented an FP patterns approach for 

mining frequent patterns from transaction database on basis 

of time series databases. They suggested Apriori-like 

candidate set generation. The process of candidate set 

generation is very expensive especially in case of long 

patterns. FP-Growth algorithm extends prefix structure to 

stored compressed and sensitive information of frequent 

patterns. To achieve efficiency of proposed technique three 

types of techniques represented: 1. Compression of large 

database into small data structure therefore, cost will be 

reduced 2. FP based mining to neglect cost of large 

candidate set generation and 3. Partitioned based approach 

to decomposed task of mining. 

L. Sweeney, et al [2], represents the solution for re-

identification data. K-anonymity model is proposed for the 

formal protection to data. It provides k-similar guarantees of 

data privacy protection. Re-identification linking approach 

is the demonstration of re-identification on shared attributes. 

Low level classification information is restricted into higher 

level classification in multi-level database aggregation. 

MDB i.e. multilevel database system gives different security 

classifications and clearances. Also they represented 

elimination of precise inference.  

J. Vaidya et al [3], suggested two-party algorithm. 

It supports efficient frequent itemsets mining with less 

support level. For discovery of association rules from 

vertically partitioned data privacy preserving algorithm have 

proposed. Vertical partitioning is used to find malfunctions; 

conceptually, for constraints of privacy they would gained 

complete zero knowledge but it is acceptable for practical 

solution controlled information disclosure. For vertical 

partitioning of the database between two parties composite 

database approach is also introduced.  

A. Machanavajjhala et al [4] explained two simple 

attacks for the problem of privacy. It can identify sensitive 

attributes value. Attacker is familiar with the background 

knowledge in many cases for which author does not 
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guarantee of privacy against background attacks. L-diversity 

approach is proposed to provide detail analysis of two 

attacks. They represented k-anonymous dataset comprises 

with two attacks such as, homogeneous and background 

knowledge attacks.  

W. K. Wong et al. [5], construct an effective and 

efficient encryption technique specifically for utilization in 

which data owners transform flow of transactions to SP due 

to single pass over the database. It required nominal 

computational resources which help to maintains limited 

resources.  Encryption and data perturbation is proposed for 

security issues. Encryption convert the data into new format 

i.e. encrypted format whereas data perturbation repairs the 

original data randomly.    

W. K. Wong et al. [6] suggested a technique to 

outsource Frequent Itemset from given dataset. They 

analyzed integrity issue in the outsourcing process. Audit 

environment, containing database transformation method is 

proposed. Artificial Itemset Planting (AIP) technique is 

proposed to audit environment. Proposed technique provides 

guarantees of correctness of the process of verification. The 

problem is divided into two subparts such as: 1. Frequent 

itemsets computations and 2. Association rules based on the 

mined frequent itemsets computations. These problems are 

computationally inexpensive that is the reason time 

complexity is exponential. Security and integrity are the 

major issues in outsourcing which satisfactorily addressed in 

this paper. At very first they step towards integrity solving 

approach and then focused on security in outsourcing. 

Proposed AIP provides guarantees that inaccurate FP mining 

results returned through SP will be observed by the owner 

with a controllably high confidence. 

R. Bhaskar, et al. [7], proposed an approach 

discovering the K most frequent patterns in a data set of 

sensitive records. An essential privacy guarantees is 

provided by proposed approach. It results into privacy 

preservation. A notion of utility is also defined by them that 

refine the output accuracy of private top-K pattern mining 

algorithms. FIM framework aims to identify and report the 

patterns that occur most frequently in the data.  The Apriori 

algorithm is the successful techniques in data mining for 

FIM. 

N. Li, et al. [8], represented PrivBasis approach. 

Generally, for dimension reduction they privately 

constructing set and then utilized it to discover most 

frequent itemsets. They studied the problem of how to 

perform frequent itemset mining on transaction databases 

which helps to satisfy differential privacy. The proposed 

approach avoids selection of top k itemsets from huge 

candidate set. The proposed PrivBasis approach projecting 

the input dataset onto a small number of selected dimensions 

to meet the high dimensionality challenges. It uses several 

dimensions for projection and rejects any one set containing 

too many dimensions. 

   C. Zeng, et al[9], studied private frequent pattern 

mining approach. They were aiming to provide good privacy 

and utility. At the beginning they investigate their approach 

by truncating long transactions trade-off errors. Also by 

proposed work they used to resolve the issue of mining 

“classical” frequent itemset. In proposed frequent itemset 

mining they have consider frequent 1-itemset mining.  

 

In 2015, S. Su, S. Xu [10], proposed private FP-Growth 

(PFP-growth) algorithm to address the challenging issues of 

privacy in outsourcing transaction database.  Proposed 

approach consists of two phases such as, preprocessing and 

mining phase. In preprocessing, database transformation 

limit to the length of transaction, it is irrelevant to the user 

specified threshold and it required only onetime database 

scan. Whereas, in mining phase, user specified threshold and 

transformed database is privately extracted for frequent 

itemsets. 

Dawen. Xia, Zili. Zhang [11] proposes parallel FP 

growth algorithm. To improve performance of the system 

map reduce framework in hadoop is used to find frequent 

itemset. This framework helps to reduce input output 

overhead and avoids the memory leaks for bulk dataset. 

Min Chen, XueDong Gao, HuiFei Li[12] proposes 

a projection method and parallel processing for FP 

algorithm, A projection method is used to find candidates 

using parallel processing in FP-Growth algorithm. After 

finding the candidates it generates FP tree. And mining task 

is divided among multiple subtasks on multiple nodes and 

the overall result is aggregated to generate final result. 

R.Chen et al., [13], discussed about sequential data 

which is used in different applications. They have proposed 

variable-length n-gram model to address the privacy 

challenges. The proposed approach extracts the essential 

information from sequential database. They demonstrated 

that, there are requirements of noisy count of all possible 

sequences in order to retrieval of sequential information of a 

dataset. In this n-gram model is based on (n − 1)-order 

Markov model which gives the sequential trade-off between 

storage and accuracy. Frequent sequential pattern mining is 

another data analysis task in which more specific data is 

considered. The most frequent sequential pattern mining is 

to extract top-k positive number of frequent patterns. 

Synthetic sequential database construction method is 

developed which can permits to use n-gram in wider range 

of data analysis. 

A. Ghash, et al., [14], pursue an approach which 

guarantee near-optimal utility to every potential user. The 

term differential privacy is considered with ‘n’ rows from 

database ‘D’. It is referred as, predicate or subset-sum 

queries. The man contribution is to enable strong and 

general utility guarantees for privacy mechanisms.  

Z. Zheng et al., [15],  

III. PROBLEM FORMULATION 

“To develop a time-efficient differentially private FIM 

algorithm based on the FP-growth algorithm” 

IV. SYSTEM ARCHITECTURE 

Figure 1, represents proposed system architecture. It 

contains two phases namely, preprocessing and mining 

phase. Both are explained below: 
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Fig. 1: System Architecture 

The system work is divided in 2 phases: 

preprocessing phased and mining phase. In preprocessing 

phase database is transform to number of transaction subset 

using smart splitting method. For a static given database 

preprocessing of dataset need to be perform only at ones. 

While in mining phase run time estimation method is used 

to check actual support of itemset in a given transactional 

dataset. Along with run time estimation dynamic reduction 

method is used to reduce added noise dynamically.  

A. Preprocessing Phase:  

Preprocessing phase uses smart splitting technique to collect 

some statistical information from the given dataset.  

To provide privacy noise need to add in each 2 

itemset. Afterwards, to remove noise added for the privacy 

tradeoff random truncate transaction technique is used. This 

modified transactional dataset is further used for smart 

splitting. 

B. Smart Splitting:  

To avoid transaction truncation, long transactions are spitted 

using smart spitting technique. In technique divides long 

transactions in to number of subsets. Subsets are created 

using E-differentially private algorithm. This algorithm 

follows the item correlation strategy to divide 

transactions[14].  

Before transaction weighted undirected graph and 

correlation tree structure need to be generated.  

In weighed directed graph item in transaction are 

considered as vertex. And edge between vertex is defined if 

and only if combination of two items vi and vj present in the 

transaction. Edge weight is defined as the number of traction 

in which combination of two items is present. and 

correlation tree structure is generated using Louvain 

method[13]. In this method 2 steps are included In first step 

to each vertex it generates different community and in 

second phase it rebuilds the graph with communities as 

vertex.  

After constructing the CR-Tree, splits are created 

of transaction of  length p to q subset such that each split 

satisfies the length constraint. 

Q can be defined as p/Lm where Lm is the length 

of transaction dataset. 

C. Runtime estimation method: 

In smart splitting method despite of the potential advantages 

there have some limitations such as, it might causes 

information loss. There two types of conditions, in which 

information loss occurs, the first is the time of assigning 

weights to the itemsets and the other is the time of 

transaction splitting which is inspired by double standard 

method. Runtime estimation method consists of two steps 

given as below: 

1) To estimate actual support in the transformed database 

2) Further, actual support in original database is calculated 

For every itemset, its ``average” support is determined 

to check it is frequent``maximal” support is estimated to 

decide whether to use it to generate candidate frequent 

itemsets 

D. Mining Phase:  

In mining phase initially candidates are generated for 

frequent itemset. Candidate creation process includes the 

calculation of average support. It uses run time estimation 

method which includes the calculation of actual support of 

original dataset D, actual support of transformed D’ dataset .  

The calculated average support is greater than the 

threshold value then itemset is defined as the frequent 

itemset candidate.  

These candidates are further processed using 

Dynamic Reduction method. This method is designed 

reduce computational overhead. It calculates maximal 

support of itemset. If maximal support is less than threshold 

value then  itemset is treated as infrequent itemset and  is 

removed from candidate list. 

V. ALGORITHMS 

A. Preprocessing Phase Algorithm:  

Input: Original database D; Percentage ŋ=0.85; Privacy 

budget ε1, ε2, ε3; 

Output: Transformed database D’  

1) α = get noisy number of transactions with different 

lengths using ε1;  

2) Lm = get maximal length constraint Lm based on a and 

ŋ;  

3) B= get noisy maximal support of itemsets of different 

lengths using ε2; 

4) Z = compute a r *n matrix using the ʯ-vectors of 

itemsets;  

5) D1 =enforce length constraint Lm on D by random 

truncating;  

6) Set2 = compute the noisy support of all 2-itemsets in 

D1 using ε3;  

7) Create an undirected weighted graph G based on Set2 

8) CR-tree T = Louvain(G, Lm); 

9) D’ set AS EMPTY 

10) for each transaction t in D do 

11) if |t| > Lm then 

SubTransactions ST= Split_One_Transaction (t, T, Lm); 

Add each subset in ST with weight 1/|ST| into D’ ; 

else  

Add transaction t into D’ ; 

end if  

end for  

12) return D’ ; 
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B. Mining Phase Algorithm:  

Input: Transformed database D’; ʎ Threshold; Privacy 

budget ε4, ε5; maximal length constraint Lm; Array b; 

Matrix Z; Output: Frequent itemsets F;  

1) Lf = estimate maximal length of frequent itemsets based 

on b and ʎ ; 

2) For Each itemnet in Lf  

{z’i}’= get noisy result of row i in Z using ε4=Lf ;  

end for  

3) SET F, HT as EMPTY ; ε’=ε5/Lf; 

4) for each item c in the alphabet do   

5) C.supn = c:sup + Lap(Lm/ε) 

6) c.supm = max_supp (c.supn, 1);  

7) c.supα= avg_supp (c.supn, 1); 

8) if c.supm> ʎ  then  

insert (c, HT);  

end if  

9) if c.supa >ʎ  then  

insert (c, F);  

end if  

end for 

10) upArray= Initialize an up-array using |HT|; 

11) Sort items in HT in estimated maximal support 

descending order; 

12) Generate FP-tree FPtree based on HT; 

13) for j decreasing from |HT| to 2 do 

14) Item cj = the j-th item in HT; 

15) Listcj = Copy the first (j-1) items in HT; 

16) Dcj = Generate conditional pattern base of cj using 

FPtree, Listcj ; 

17) F’ Mining_Conditional_Pattern_Base (Listcj , Dcj , cj, 

ε’, ʎ, upArray); 

F+= F’; 

end for  

18) return F; 

For system implementation we have used divide 

and conquer strategy. it splits the mining task into number of 

independent sub-tasks. Every subtask executes in parallel 

model using multiple nodes and then aggregates the results 

back for generation of final result.  

Mining Phase is divided on multiple nodes to 

transform dataset. For this map reduce technique is used.  In 

the reduce work final revised D’dataset is generated. The 

dataset is then divided in k- parts to host on k nodes. Each 

node calculates the FP tree and merge the selected itemset in 

reduce method. 

The overall system Flow Can Be defined As: 

1) Phase 1: Pre-processing Phase:  

1) Add Noise For Privacy Tradeoff 

2) Apply smart splitting method 

3) Get transformed dataset 

2) Phase 2: Mining FI: 

1) Compute noisy support 

2) Apply Runtime estimation method 

3) Create header table(HT) of frequent itemset 

4) Sort itemsets of HT in descending order 

5) Construct FR-tree 

6) Create conditional pattern base using HT and FP-

tree 

7) Apply training conditional pattern base algorithm 

8) Get frequent itemsets 

9) Display analysis report 

VI. EXPERIMENTAL SET UP 

For parallel PFP growth algorithm two Node systems is 

developed based on hadoop2.7 platform. System is 

implemented on ubuntu 15.04. mysql database is used to 

store intermediate results. Using java platform algorithms  

A. Dataset: 

Accidents [15]: This data set of traffic accidents is obtained 

from the National Institute of Statistics (NIS) for the region 

of Flanders (Belgium) for the period 1991-2000. This 

dataset contains 340,183 instances having  468 attributes. 

Pumsb-star[16] :  prepared by Roberto Bayardo from the 

UCI datasets and PUMSB. It contains 49,046 instances with 

2,088 attributes. 

VII. RESULT TABLES AND DISCUSSION 

No of 

Transaction 

File 

Size 

CR tree Gen Time(in 

Milli seconds) 

Memory Usage 

In MB 

Chess 71 1100 18.60889 

pumsb_star 
1102

8 
32724 599.0123 

accidents 
3466

8 
95845 919.1773 

Table I represents the time and memory evaluation 

of different datasets such as, chess, pumsb_star, accidents 

etc. Table I contains time required for CR-tree construction 

of each dataset and their memory utilization in MB. 

 
Fig. 2: Graph of time and memory evaluation 

Figure 2 represents the time and memory 

evaluation in graphical format. In this X-axis represents the 

dataset used for testing and Y-axis represents the time in 

milisec 

Datasets Parallel Single 

Accident 3.669 51.262 

Connect 1.263 17.097 

Mushroom 0.077 1.839 

Pumsb_star 0.001081 1.701 

Kosarak 0.991 2.344 

T10I4D100K 0.331 0.27 

T40I10D100K 0.859 2.034 

Chess 0.051 0.123 

Table 2: Time Evaluation 

In table II, comparative time analysis between 

parallel and single system is given. According to analysis, 

Chess dataset required less time as compared to other 

datasets. 
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Fig. 3: Table of time evaluation 

In figure 3, graph of comparative analysis of timing 

between parallel and single system is shown. 

Datasets Parellel Single 

Accident 239.97 256.9774 

Connect 130.367 178.634 

Mushroom 219.176 316.962 

Pumsb_star 79.2372 103.2721 

Kosarak 82.7399 58.88886 

T10I4D100K  (IBM DATASET) 117.5081 246.5081 

T40I10D100K 26.3524 : 47.171 

Chess 12.219 211.04 

Table 3: Memory Evaluation 

Table III, represents the comparative memory analysis 

between parallel and single system is given. According to 

analysis, for processing accident dataset more memory is 

required 

 
Fig. 4: Graph of memory utilization 

In figure 4, X-axis represent various datasets used 

for system testing and Y-axis represents the Memory size in 

MB which used to process input dataset. 

VIII. CONCLUSION 

For Frequent itemset mining parallel PFP-growth algorithm 

is proposed. It consists of a preprocessing phase and a 

mining phase distributed on k nodes to improve work 

efficiency of the system. For paprallel work distribution 

hadoop with map reduce framework is proposed.  In the 

preprocessing phase, privacy tradoff and data splitting is 

proposed to avoid high dimensional transaction data 

truncation. In mining phase execution of FP-growth is 

proposed based on parallel  partitioning model and depth-

first search algorithm. With distributed platform it adopts a 

divide-and-conquer strategy to decompose the mining task 

into many smaller tasks for finding frequent item sets in 

conditional pattern bases. For the purpose of privacy, 

parellel platform is utilised. Due parellel processing system 

efficiency is improved as compared to existing system. In 

existing system mining frequent itemsets memory is heavily 

loaded due to huge input data is given to system for 

processing to generate FIM and it directly affects on timing 

of FIM generation. Therefore, we conclude that proposed 

system having parellel is more efficient as well as faster 

than exisitng systems 
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