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Abstract— In this paper WTLS (Wireless transport layer
security) and TLS (Transport Layer Security) is discussed
and analyze using OPNET Simulation. The WTLS is used
for wireless devices security and TLS is used for wired
devices security. This review paper shows that how the end
to end security takes place between wireless clients to web
server using hybrid security.
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. INTRODUCTION

The motivation behind this research work is that in current
wireless telecommunication networks, all the traffic is in the
air is encrypted but end to end security is not provided
between the wireless devices and WWW server[1,2]. In
existing system double encryption and decryption is used for
providing the communication between the mobile devices
and a web server. On the other hand when transaction
arrives at the gateway Through the WAP the data is
encrypted and decrypted for wireless and again it will be
Re-encrypted by gateway when the transaction has to pass
through the wire[3]. At this time of Re-encryption the data
can be hacked by any of the unauthorized user. The use of
the Internet and mobile phones may integrate the satellite,
radio and audio video communication. The main idea behind
this research is to develop a composite security protocol that
will provide a single secure channel for end to end
communication [4]. The research work aims at providing the
new services that will ensure the user privacy, data security
and data integrity when transmitted over the mobile channel,
using the firewall encryption in order to improve the end to
end security in between the hybrid networks
[5].Furthermore; this paper examines the security holes in
between the wireless client and WAP gateway. The results
is used in study is based on OPNET modeler 14.5 which
helps to examine and analyze the security related issues for
wired and wireless networks [6,7,8].

Il. PROBLEM FORMULATION

Sami Jormalainen et al has discussed about the security of
the WTLS is analysed. Firstly, the concept of data security
is provided for the background information. The common
security terms including authentication, privacy, and
integrity are explained [9]. Then the most important parts
from the specification of the WTLS are presented. The
known security threats of WTLS are discussed and their
impacts evaluated [10,11]. Finally the analyze is done based
on the known facts. The WTLS is, finally, found to be quite
a good security solution even with its known security
problems. Some improvements for the protocol are
necessary, but there is no need for any major changes. If the
supported algorithms are combined in an appropriate way it
is possible to guarantee a sufficient security level [12]. The
null ciphers should not be allowed and the anonymous
authentications should be denied [13]. The development

work of the WTLS continues and the next version should be
released in near future [14,15]. If all known security
problems will be fixed then the WTLS provides enough
security level.

The trend of mobile computing has many important
applications for business, telecommunications, defense, real
time control system and in accessing the internet. In future
wireless networks will have two widely accepted
characteristics [16]. Firstly, those will be based on all IP
based network architecture and second those will integrate
the heterogeneity in wireless access technologies [17]. The
wireless application protocol was developed with an
intention to support application programming for the
resource constrained devices as mobile phone and the
personal digital assistant.

The basic blocks of wireless transport layer
security is initialized between the mobile devices and a
wireless gateway and a transport layer security is initialized
between the WAP gateway and web server [18]. In current
wireless telecommunication networks, all the traffic is in the
air is encrypted but end to end security is not provided
between the wireless devices and WWW server. In existing
system double encryption and decryption is used for
providing the communication between the mobile devices
and a web server. When transaction arrives at the gateway
Through the WAP the data is encrypted and decrypted for
wireless and again it will be Re-encrypted by gateway when
the transaction has to pass through the wire. At this time of
Re-encryption the data can be hacked by any of the
unauthorized user.

The use of the Internet and mobile phones may
integrate the satellite, radio and audio video communication.
The main idea behind this research is to develop a
compound security protocol that will provide a single secure
channel for end to end communication. It aims at providing
the new services that will ensure the user privacy, data
security and data integrity.

I1l. RESEARCH METHODOLOGY
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2 V. CONCLUSION

o In this research, the main focus on the simulation modeling
% of wireless devices and wired devices. Today mobile is
- accessed by most of the person in daily life just because of
’; its features like low bandwidth, small in size and limited
power consumption. The WTLS security layer is used for
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Fig. 5: DB query traffic received wireless devices and TLS is security layer used for wired
I e e st devices. During the communication between the wireless
e i St et ™ devices and the gateway the encryption and decryption are
o used for WTLS protocol .Again while communicate through
oo the gateway to web server re-encryption is required. This re-
et encryption leads to the problem of WAP gap. To remove
v this WAP gap the architecture design for the WTLS and
pots TLS need to be modified. In this research we have analysed
e the performance of wireless and wired security model with
o the help of OPNET simulation tool. We the analysed the
P e T o Ty i I e results of both security protocol on the basis of parameters
Fig. 6: DB query traffic sent like delay, throughout, data sent and received etc.
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