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Abstract—Authentication is the act of proving the 

truthfulness of data or entity. But with respect to the 

protocol, authenticating a connection is the process of 

authenticating the mobile station with respect to its Network 

(SN) in mobile telecommunication system. The prime 

objective of this research paper is to propose an 

enhancement to UMTS AKA in order to remove the above 

defined redirection attack and make authentication in 3G 

networks more secure. The main contribution of this 

research paper is to define a secure authentication method 

for communication between Mobile Station (MS) and Home 

Network (HN) and preventing eavesdropping between MS 

and the Serving Network (SN). The proposed protocol can 

minimize number of flows and also it can reduce 

computational overheads to as much as possible. The 

simulation results indicate that proposed ELI-AKA protocol 

can more efficiently provide data security and reliability. 
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I. INTRODUCTION 

The wireless communication system was originated a long 

time ago. Wireless mobile communication system is a part 

of wireless communication system. Wireless systems 

transmit data over vulnerable environment and this data 

need to secure and must be used by authentic user. 

Authentication provides the reliability and faithfulness of 

data or entity. But with respect to the protocol, 

authenticating a connection is the process of authenticating 

the mobile station with respect to its Network (SN) in 

mobile telecommunication system. For this purpose we have 

different authenticating protocols. Some of the protocols 

which are widely used for the authentication purpose are 

Authentication and key agreement (AKA) [1], CAVE-based 

authentication [1], Challenge-handshake authentication 

protocol (CHAP) [1], Extensible Authentication Protocol 

(EAP) [15], Host Identity Protocol (HIP) [1] and Kerberos. 

For completing this research work firstly a review 

has been conducted for the authentication and key 

agreement (AKA) protocols for 3G networks. From the 

review it can be found that even after the introduction of 

mutual authentication concept, the mobile 

telecommunication connection is not fully secure. Figure 1 

below shows the working architecture of UMTS-AKA [3] 

authentication protocol. 

The prime objective of our research is to propose 

an enhancement to UMTS AKA [3] (Figure 1) in order to 

remove the above defined redirection attack and make 

authentication in 3G networks more secure. In this paper a 

secure authentication method for communication between 

Mobile Station (MS) and Home Network (HN) has been 

proposed for 3GPP networks. it can minimize the number of 

flows and computational overhead in the network. 

 
Fig. 1: Working of UMTS AKA Protocol [3] 

II. RELATED WORK 

Authentication for network security has a long way back 

history. In literature we have studied research papers which 

are directly related to our research. Jun Wang, Yongxin Li 

and Jingtao Hu [18] proposed an improved Authentication 

and Key Agreement protocol which was based on the 

Ethernet bus. They focused on providing a secure method 

for not connecting to the unauthorized device by improving 

the Ethernet bus network. Jyoti Kataria and Abhay Bansal 

[8] explored the architecture of GSM and UMTS. They 

focused on the working of both GSM and UMTS 

telecommunication system and also explained about the 

working of Authentication and Key Agreement (AKA) 

Protocol in the UMTS environment. Chengzhe Lai, Hui Li , 

Rongxing Lu , Xuemin Shen [17] proposed a new improved 

and secure protocol for LTE (Long Term Evolution) 

networks. They generally focused their research over EPS-

AKA protocol for the LTE networks. They had proposed a 

secure protocol for LTE networks and named it as SE-AKA 

which was intended to overcome the weaknesses of the 

EPS-AKA such as perfect forward secrecy for key and lack 

of privacy preservation. Chunyu Tang, David A. Naumann, 

and Susanne Wetzel [10] analyzed the Authentication and 

Key Establishment procedure for the inter-operation of 

different mobile telephony. This paper mainly focused on 

the inter-operation of GSM, UMTS and LTE networks.  

In 3G telecommunication [10] systems only user 

device was authenticated by the network. There was no 

Provision or method of authentication of the network by the 

MS (Mobile Station) which was a serious drawback in the 

Second Generation mobile telecommunication system. An 

adversary could easily exploit this limitation of those 
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protocols operating for 3G mobile telecommunication by 

launching an attack named as False Base Station attack [12]. 

We have proposed a secure authentication protocol which 

can remove false base station and redirection attacks. 

III. PROPOSED PROTOCOL 

In proposed approach i.e. ELI-AKA (Figure 2), we have 

used the PSK (Pre-Shared Key) k. This key k is known only 

to the MS (Mobile Station) and the HN (Home Network). 

SN (Serving Network) has no knowledge about this secret 

key k. So we have used a symmetric encryption to encrypt 

our message at the MS side. The only problem in the 

symmetric encryption is in the distribution of it over the 

network. While distributing it over the network it could be 

caught by an adversary who can result in security breaches. 

But in our case the secret key k is not distributed over the 

network. At MS side it is presented in the SIM of the 

client’s device and also HN possess the secret key k. So this 

type of encryption is suitable for the proposed protocol. 

We use function f*
 to produce a session key k′ for 

the current session between the MS and the HN such as k′ = 

f*(k, RAND). The messages from MS will be encrypted by 

this session key k′ using fk′
∗ . At the HN side an inverse 

function fk′
∗ −1 will be used to decrypt the encrypted message 

from the MS using PSK (Pre Shared key) k and the Random 

Number RAND. 

 
Fig. 2: Architecture of ELI-AKA 

A. ELI-AKA Operation 

The detailed operation of the ELI-AKA is explained through 

following steps:- 

1) Preliminary Step:  

In this step we include the handshaking of MS with the SN. 

The MS sends the Connection request to the SN and SN 

replies with the SNID which MS will include in the next 

flow. 

a) Step 1:- Authentication Request message by MS to 

SN 

In first step, the MS forms an encrypted message by using 

the session key k′ and sends it to the SN. The message 

includes  

1) IMSI  

2) Serving Network Identity (SNID). 

b) Step 2:- Authentication Data Request Message by 

SN to HN  

The session key k′ is unknown to the Serving Network (SN). 

After receiving the authentication message from the MS, SN 

sends the encrypted message and its Identity to the HN. So 

the message from this flow includes: 

1)  {IMSI, SNID }k′  

2) SNID 

c) Step 3:- Authentication Data response by HN to SN 

When HN receives an authentication request message by 

SN, it compares the SNID of the Serving Network with the 

Identity from the encrypted packet by decrypting the packet 

using session key  k′ in the inverse function fk′
∗ −1.  

Case1: If the matching of identities is successful, 

then the Authentication Vectors are generated and sent back 

as an Authentication Data Response to SN. The AV packet 

in ELI-AKA contains the following: 

 RAND (Random Number) 

 XRES (Expected Response) 

 CK  (Cipher Key)IK (Integrity Key) 

 AUTH (Authentication Token) 

The RAND, XRES, CK, IK and AUTH are calculated 

in similar way as in UMTS AKA [3]. 

Case 2: If the matching of identities is not successful 

then the connection is terminated. 

d) Step 4:- Authentication Response Message by SN 

to MS 

SN receives the Authentication Vector (AV) array from HN, 

selects AUTH and RAND from one of the AV array and 

sends it to the MS. MS verifies the AUTH to authenticate 

SN and also calculates its RES as done in UMTS-AKA 

detailed under section 1.2. It then sends RES back to SN. At 

SN it compares RES with XRES. IF RES = XRES, then 

verification of MS to SN is also successful. Finally, SN 

sends CK and the IK selected from AV to MS. 

The proposed protocol not only removes the 

redirection attack but also removes the replay attack as the 

IMSI is included in the encrypted message using the session 

key. Any delay in the message from MS to HN will result in 

the expiry of current session which would result in the 

prevention of the replay attack. 

IV. RESULTS AND ANALYSIS 

This section will discuss the results obtained after the 

proposed protocol has been tested. 

A. ELI-AKA Analysis using SVO 

The analysis of ELI-AKA is done in following five steps: 

1) ELI-AKA Initial State Assumptions. 

2) ELI-AKA Received Message Assumptions. 

3) ELI-AKA Comprehension Assumptions. 

4) ELI-AKA Interpretation Assumptions. 

5) ELI-AKA derivation. 
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During the analysis of ELI-AKA we represent MS, SN 

and HN by A, B and S respectively for our convenience 

during formation of equations. 

ELI-AKA Initial State Assumptions:  We have 

following initial Assumptions as our first step towards the 

formal proof of ELI-AKA: 

1) Eq.1: S believes A
k′
↔S 

2) Eq.2: S believes A controls A
k′
↔S 

3) Eq.3: S believes A controls fresh (k′) 

4) Eq.4: S believes fresh (A
𝒌′
↔S) 

Here, Eq.1 is concerned with the quality of the keys for 

the long term. Eq.2 and Eq.3 provide the claim about 

jurisdiction over key. Eq.4 tells us the message is recent not 

replayed. 

1) ELI-AKA Received Message Assumptions 

In this part of analysis the received messages are annotated. 

This part is concerned with the assumptions over the 

messages already received by the Principles. We have 

following received message assumptions based on the initial 

state assumptions from Eq.1 to Eq.4: 

5) Eq.5:    A received (SNID) 

6) Eq.6:    B received {  𝐼𝑀𝑆𝐼, 𝑆𝑁𝐼𝐷 }𝑘′ 

7) Eq.7:    S received {  𝐼𝑀𝑆𝐼, 𝑆𝑁𝐼𝐷 }𝑘′ 

8) Eq.8:    B received { 𝑅𝐴𝑁𝐷, 𝑋𝑅𝐸𝑆, 𝐶𝐾, 𝐼𝐾, 𝐴𝑢𝑡ℎ } 

9) Eq.9:    A received { 𝑅𝐴𝑁𝐷, 𝐴𝑢𝑡ℎ }   

10) Eq.10:  B received {RES} 

We have not included the SNID message part in Eq.7 

because we are only concerned with the delivery and 

confidentiality of the encrypted message and not of the 

unencrypted message.   

2) ELI-AKA Comprehension Assumptions 

This part of analysis is concerned with the comprehension of 

the received message by the principle. Here we are 

concerned with what the principle understands out of the 

received message. The comprehensions of the received 

messages Eq.5 to Eq.10 can be stated as below: 

11) Eq.11:    A believes A received   (SNID) 

12) Eq.12:    B believes B received   ‹{ 𝐼𝑀𝑆𝐼, 𝑆𝑁𝐼𝐷 }𝑘′›∗𝐵 

13) Eq.13:    S believes S received    { 𝐼𝑀𝑆𝐼, 𝑆𝑁𝐼𝐷 }𝑘′ 

14) Eq.14:    B believes B received   

{ 𝑅𝐴𝑁𝐷, 𝑋𝑅𝐸𝑆, 𝐶𝐾, 𝐼𝐾, 𝐴𝑢𝑡ℎ } 

15) Eq.15:    A believes A received   { 𝑅𝐴𝑁𝐷, 𝐴𝑢𝑡ℎ } 

16) Eq.16:    B believes B received   {RES} 

In Eq.12 we have used the SVO notation ‹X›*p, 

which means that the message X is not known to the 

Principle P. Thus based on this notation in Eq.12 the 

principle B cannot open the message received by it. 

3) ELI-AKA Interpretation Assumption 

In this part we assert on the point that how a principle 

intercepts the message received by it by understanding it 

more deeply. This part is more dependent on the protocol 

design which means if the design contains more complex 

equations then this part is very helpful in expanding those 

equations further. However if the equations are self-

explanatory and simple as in our case then this part would 

seem similar to the comprehension phase. Also in this phase 

we will be restricting our proof for only encrypted messages 

as our only concern is about the safe delivery of encrypted 

packet in the protocol. So the interpretation phase for Eq.11 

is omitted. Interpretation of Messages from Eq.12 to Eq.16 

can be explained as: 

17) Eq.17:    B believes B received   ‹{ 𝐼𝑀𝑆𝐼, 𝑆𝑁𝐼𝐷}𝑘′›∗𝐵      

------------------->B believes B received   

‹{ 𝐼𝑀𝑆𝐼, 𝑆𝑁𝐼𝐷 }𝑘′›∗𝐵    

18) Eq.18:    S believes S received    { 𝐼𝑀𝑆𝐼, 𝑆𝑁𝐼𝐷 }𝑘′                                      

-------------------> S believes S received    

{ 𝐼𝑀𝑆𝐼, 𝑆𝑁𝐼𝐷}𝑘′ 

19) Eq.19:    B believes B received   

{ 𝑅𝐴𝑁𝐷, 𝑋𝑅𝐸𝑆, 𝐶𝐾, 𝐼𝐾, 𝐴𝑢𝑡ℎ }               -------------------

> B believes B received   

{ 𝑓𝑟𝑒𝑠ℎ(𝑅𝐴𝑁𝐷), 𝑋𝑅𝐸𝑆, 𝐶𝐾, 𝐼𝐾, 𝐴𝑢𝑡ℎ } 

20) Eq.20:    A believes A received   { 𝑅𝐴𝑁𝐷, 𝐴𝑢𝑡ℎ }                                      

-------------------> A believes A received   

{ 𝑓𝑟𝑒𝑠ℎ(𝑅𝐴𝑁𝐷), 𝐴𝑢𝑡ℎ }      

21) Eq.21:    B believes B received   {RES}                                                      

-------------------> B believes B received   {RES}                  

In Eq.19, fresh (RAND) means the random number 

generated by Home Network is fresh during that message 

flow. Similarly in Eq.20, fresh (RAND) accounts for the 

same. 

4) ELI-AKA Derivation 

In ELI-AKA we are particularly concerned with the safe 

delivery of our encrypted message with the session key 𝒌′ 
from MS (represented here by A) to HN (represented here 

by S) in order to remove the redirection attack. For this 

purpose, we need to obtain the belief that the encrypted 

message received by HN is unaltered and sent by MS. This 

is achieved through following derivation for Home 

Network. 

22) Eq.22: B believes B received   ‹{ IMSI, SNID}k′›∗B  By 

Modus Ponens using Eq.17 and Eq.12 

23) Eq.23:  S believes S received     { IMSI, SNID}k′   By 

Modus Ponens using Eq.18 and Eq.13 

24) Eq.24:  B believes A said           ‹{ IMSI, SNID}k′›∗B By 

Source Association using Eq.22 

25) Eq.25:  S believes A said            { IMSI, SNID}k′   By 

Source Association, Eq.23, Eq.1 and Belief Axioms   

26) Eq.26:  S believes A has k′ By Source Association, 

Eq.23, Eq.1 and Belief Axioms 

This derivation proves that the S believes that the 

messages encrypted with 𝐤′ are from A and are unaltered 

which completes our analysis for the ELI-AKA protocol. 

B. Security Analysis 

In ELI-AKA, the redirection attack by an adversary is 

completely removed. The encrypted message from the MS 

contains the Identity of the Serving Network with which it is 

being connected. This Identity is then matched with the 

identity which Serving Network sends to the HN separately 

in Authentication Data Request by the SN to HN.  

Scenario: This case assumes that the adversary tries 

to trick the user by generating the Identity of the Home 

Network when the user is in its HN boundary.  

 
Fig. 3: Removal of Redirection Attack in ELI-AKA. 
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In such attack the user cannot identify the attack by 

itself as no roaming sign will be shown on the handsets 

because of the HN frequency signals generated by the IMSI 

catcher (adversary in our case). Adversary later can camp 

the user on any of the Genuine Foreign Network (SN) by 

sending the connection request. This SN then sends the 

Authentication Data Request to the HN and demands 

Authentication Vector (AV). HN would reply with AV for 

MS. Thus, the adversary successfully eavesdrop the traffic 

in UMTS–AKA. But in ELI-AKA, the adversary fails to 

make HN to generate the AV because the Identity of the 

Serving Network is included in the encrypted message by 

MS. This can be explained by through figure 3. 

The security analysis of ELI-AKA can be 

explained through an example in which adversary (IMSI 

catcher in our case) tries to trick the MS by generating the 

Identity of the HN. The analysis involves following steps: 

1) Step 1: Adversary tricks the MS by generating HNID 

which makes MS to believe it as its Home Network (HN). 

Thus MS sends the encrypted message to adversary as an 

Authentication request message. The encrypted message 

contains: 

1) IMSI 

2) Identity of the  network (HNID in this case)  

2) Step 2: The adversary forwards the same message to SN 

as Authentication Request Message. SN believes this 

message actually came from MS. 

3) Step 3: SN forwards the encrypted message along with 

its own identity (SNID in this case) as Authentication Data 

request Message as shown in  Figure 4.1 and demands the 

Authentication Vectors for MS. Authentication Data Request 

Message contains following: 

{ IMSI, HNID }k′ 

SNID 

4) Step 4: HN after receiving Authentication Data Request 

Message by SN decrypts the message encrypted with session 

key 𝑘′ and compares the identity from the encrypted packet 

with the identity from the SN. Since two identities are not 

identical (HN
ID

! = SN
ID

) which means SN is not directly 

connected to the MS and there is an adversary operating in 

between MS and SN who might has used a different and fake 

identity for its own sake. Thus, HN considers it as a 

redirection attack and does not generate the Authentication 

Vectors and disconnects. 

The proposed ELI-AKA thus successfully removes 

the redirection attack. The encryption used by the MS makes 

it more secure to safely deliver the identity and the IMSI to 

HN being unaltered.   

C. Computational Analysis 

In this section, we aim to calculate computational overheads 

by calculating the total transmitted bits. Here we compare 

our proposed protocol ELI-AKA with other proposed 

protocols such as EURASIP-AKA [2], AP-AKA [12] along 

with the UMTS-AKA [3].  

Symbol Definition Bits 

IMSI 

International 

Mobile Subscriber 

Identity 

64 

ACC Accumulator 24 

Sr Service Request 8 

ID/idx/Count Identity Number 28 

SQN/XSQN Sequence Number 48 

AMF 
Authentication 

Management Field 
48 

LAI 
Location Area 

Identity 
40 

AUTN/AUTNs/AUTH 
Authentication 

Token 
Variable 

AV/TAV 
Authentication 

Vector 
Variable 

CK Cipher Key 128 

IK Integrity Key 128 

AK/XAK Anonymity Key 128 

SK/K Secret Key 128 

DK Delegation Key 128 

TK Temporary Key 128 

RAND/RN/FRESH/RNidx Random Number 128 

MAC/VAC/XMAC 

Message 

Authentication 

Code 

64 

RES/XRES/PRES 
Response/ 

Expected Response 
64 

PLK/EK 
Payload Encryption 

Key 
128 

T Timestamp 64 

Table 1: Symbols and abbreviations used in proposed 

protocol 

UMTS-AKA [3] Protocol: Calculations of phase1: flow (1) 

+ flow (2) + flow (3) *n = 256+608*n. 

Calculations of Phase2: (flow (4) + flow (5))*n = 352*n. 

Total Number of Transmitted bits: 256+960*n. 

EURASIP-AKA [2] Protocol: Total Number of Transmitted 

bits = (flow (1) + flow (2) + flow (3)) *n = 992*n bits. 

AP-AKA [12] Protocol: Maximum size of the idx is 

assumed as 228 = 32000. 

Calculations of Phase1: flow (1) + flow (2) + flow (3) + 

flow (4) *n = 768+604 *n; 

Calculations of Phase2: (flow (5) + flow (6)) *n = 348 *n. 

Total number of Transmitted bits = 768+952 *n. 

ELI-AKA Protocol: Calculations of Phase1: flow (1)+flow 

(2)+flow (3) *n = 184+608 *n; 

Calculations of Phase2: (flow (4) + flow (5))*n = 352*n. 

All the protocols are divided into two phases. The 

phase1 of each protocol includes the flows from the 

authentication request from MS to the Authentication 

response by HN with AV. Phase2 includes the 

authentication between the MS and the SN. Based on these 

calculations we formulate the following graph to represent 

comparison of different communication overheads of the 

above mentioned renowned protocols. 

1) Computational Overhead 

The ELI-AKA is represented by black line which overlaps 

all other lines having same computational cost as its own. 

The green line indicates the EURASIP-AKA which has the 

maximum computational cost in our case. Thus we can see 

that the computational cost of ELI-AKA is either similar or 

less than the other proposed protocols which make ELI-

AKA acceptable in terms of computational overheads. 
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Fig. 4: Computational overhead analysis of ELI-AKA 

D. Flow Overhead 

In this section, we aim to compare ELI-AKA with other 

protocols with respect to the total number of flows in the 

protocol. Analysis is given in following graph. 

 
Fig. 5: Flow overhead analysis of ELI-AKA. 

The analysis shows that the ELI-AKA maintains 

the number of flows as in the UMTS-AKA. However, the 

EURASIP-AKA provides the minimum flows but its 

communication cost is very high. Thus on the basis of 

computational overheads and the Flow overheads ELI-AKA 

is a better protocol when compared to its fellow proposed 

protocols with a security point of view. 

V. CONCLUSION AND FUTURE SCOPE 

We proposed a protocol ELI-AKA (Efficiently Locked and 

Improved Authentication and Key Agreement) protocol 

which successfully removes the redirection attack by as 

adversary (IMSI catcher). For this we used symmetric 

encryption using the Pre Shared Secret (PSK) key k shared 

between Home Network and the Mobile Station. The 

proposed protocol solves the problems of false billing and 

prevents any sort of eavesdropping in the traffic. The 

simulation results indicate that proposed ELI-AKA protocol 

can more efficiently provide data security and reliability. 

The proposed protocol ELI-AKA could be used over the 

future Generation Mobile Technology to provide the 

security over redirection attack by an adversary. This 

protocol could serve as the basis of the 4G technology as it 

fully retains the framework of the UMTS AKA. ELI-AKA 

could be used to provide security for the 4G networks 

against replay attacks also by including the IMSI in the 

encrypted packet generated by MS. This security can further 

be enhanced by including the LAI (Location Identity) 

identity of the Serving Station in future Generation 

Technologies. 
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