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Abstract— In four-server secret word verified key trade 

(PAKE) convention, a client uses its secret word and stores 

two sections of its secret key in the four servers, separately, 

and the four servers at that point work together to confirm the 

client without knowing the secret key of the client. For 

accomplishing the certain verification we can develop ID2S 

PAKE conventions. The character based encryption plot with 

two gathering PAKE convention have accomplishes high 

security. Right now one server is traded off by an adversary 

and the mystery key of the client is permitted to remain 

secure. In this paper it shows four compilers that can change 

any four party PAKE convention to a two-server PAKE 

convention on the given personality based cryptography, 

known as ID2S PAKE convention. By the assistance of 

compilers, we can manufacture ID2S PAKE conventions 

which satisfy undeniable validation. As whatever time frame 

the crucial two-party PAKE convention and character based 

encryption or stamp plot have certifiable security without 

self-assertive prophets, the ID2S PAKE conventions worked 

by the compilers can be ended up being secure without self-

assertive prophets. 
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I. INTRODUCTION 

To make a protected correspondence between two gatherings, 

an approved encryption key is required to look on ahead of 

time. In along these lines, two models get existed for 

approved key trade. One model acknowledges that two 

gatherings starting at now share a few cryptographically-

strong information: either an emit key which can be used for 

encryption/check of messages, or an open key which can be 

used for encryption/checking of messages. These keys are 

arbitrated and hard to recollections. Once more furthermore, 

again a client frequently keeps his keys in a person 

contraption secured by a mystery key/PIN. Another show 

expects that clients, without help of individual devices, are 

recently prepared for securing "human-critical" s.  

In four-server watchword confirmed key trade 

(PAKE) convention, a client parts its secret word and stores  

offers of  its watchword in the four servers, separately, and 

the four servers at that point collaborate to validate the client 

without knowing the watchword of the client. On the off 

chance that one server is bargained by a foe, the secret key of 

the client is required to remain secure. In proposed 

framework two compilers that change any two-party PAKE 

convention to a four-server PAKE convention on the premise 

of the character based cryptography, called ID2S PAKE 

convention. Diffie-Hellman is an algorithm used to set up a 

mutual mystery between two gatherings. It is principally 

utilized as a technique for trading cryptography keys for use 

in symmetric encryption algorithms like AES. ID-based 

encryption, or character based encryption (IBE), is a critical 

primitive of ID-based cryptography. In that capacity it is a 

sort of open key encryption in which the general population 

key of a client is some one of a kind data about the personality 

of the client (e.g. a client's email address). This implies that a 

sender who approaches the general population parameters of 

the framework can scramble a message utilizing e.g. the 

content estimation of the recipient's name or email address as 

a key. The collector acquires its unscrambling key from a 

focal expert, which should be trusted as it creates mystery 

keys for each client. The Authenticated Key Exchange by 

Juggling (or J-PAKE) is a secret key confirmed key 

understanding convention. This convention enables two 

gatherings to set up private and validated correspondence 

exclusively in view of their common secret key without 

requiring a Public Key Infrastructure. 

II. RELATED WORK 

In [1], Secret key validation key trade (PAKE) conventions 

are proposed to be secure not withstanding when the 

discharge key being utilized for approval is a human made 

secret key. In this paper, PAKE convention is considered in 

the circumstance, in which a partie of clients, each of them 

gives a secret key to an "authentic yet curious" server, intend 

to set up a normal emit key (i.e., a partie key) with the 

assistance of the server. In this setting, the key set up is known 

to the clients just and no one else, including the server. Each 

client needs to remember just while the server keeps more 

over to private keys related to his personality. In this goal, it 

presents a compiler that progressions any partie key trade 

(KE) convention secure against a dormant spying to a partie 

PAKE which is secure against a dynamic advancement 

adversary who controls all correspondence in the framework. 

This compiler is in light of any partie KE convention (e.g., 

the Burmester-Desmedt convention), any identity based 

encryption (IBE) plot (e.g., Nobility's arrangement), and any 

identity based check (IBS) plot (e.g., Paterson-Scheldt 

contrive). It incorporates only two rounds furthermore, O (1) 

correspondence (per client) to the principal partie KE 

convention. For whatever time allotment that the shrouded 

partie KE convention, IBE plot and an IBS plan have 

provably security without discretionary prophets, a partie 

PAKE created by compiler can be wound up being secure 

without sporadic prophets.  

In [2], this framework look at a proficient mix of the 

cryptographic conventions grasped by the Worldwide Civil 

Aviation Association (ICAO) for securing the 

correspondence of machine discernable travel records and per 

users. For the most part, in the primary convention the 

gatherings first run the Authenticated Association 

Establishment (PACE) convention [2] to develop a regular 
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key and a while later the peruse (then again) invokes the 

Active Authentication (AA) convention to affirm the global 

ID's authenticity. Here framework exhibits that through 

meticulously re-using a part of the discharge data of the 

PACE convention for the AA convention one can save one 

exponentiation on the global IDs' side. This is known as 

PACE|AA convention. At that point formally exhibit that this 

more proficient mix not simply stick the appealing security 

properties of the two individual conventions furthermore 

augments assurance by envisioning misuse of the test in the 

Active Authentication convention. This framework gives the 

appropriate response which grants deniable affirmation as in 

the cooperation can't be used as a proof towards 

untouchables.  

In [3], run of the plant conventions for secret key 

based check acknowledges a solitary server that stores every 

one of the information (e.g., the watchword) vital to affirm a 

client. An inherent obstacle of this approach, tolerating low-

entropy s are used, is that the client's watchword is revealed 

in the occasion that this server is ever traded off. To address 

this issue, it has been prescribed to share a client's secret key 

information among various servers, and to have these servers 

facilitate (conceivably in a limit way) when the client needs 

to affirm. This showed up here a two-server adjustment of the 

mystery key simply key-trade convention of Katz, Ostrovsky, 

and Yung (the KOY convention). This work gives the safe 

two server convention for the secret key in a manner of 

speaking setting (in which the client require review only a 

secret key, and not the servers' open keys), and is the two-

server convention (in any setting) with a proof of security in 

the standard model. Work in this way a hole left by the work 

of MacKenzie et al. (J. Crypto 2006) and Di Raimondo and 

Gennaro (JCSS 2006). As an additional advantage of this 

work, show adjustments that upgrade the efficiency of the 

principal KOY convention.  

In [4], In two-server watchword validated key trade 

(PAKE) convention, a client parts its mystery key and stores 

two offers of its secret word in the two servers, exclusively, 

and the two servers at that point organize to confirm the client 

without knowing the watchword of the client. If one server is 

traded off by an adversary, the watchword of the client is 

required to remain secure. In this paper presents a compiler 

that changes any two-party PAKE convention to a two-server 

PAKE convention. This compiler is generally in light of two 

party PAKE and identity based encryption (IBE), where the 

identities of the two servers are used as their open keys.  

In[5], This framework dismember the Authenticated 

Association Establishment (PACE) convention for verified 

key assention, starting late expert posed by the German 

Government Office for Information Security (BSI) for the 

course of action in machine lucid travel reports. This 

framework show that the PACE convention is secure in the 

certifiable or arbitrary sentiment Abdalla, Fouque 

additionally, Pointcheval, under a number-theoretic 

assumption related to the Diffie-Hellman issue and tolerating 

discretionary prophets and great figures.  

In [6], One of the noticeable preferences of mystery 

key more than two-server confirmed key trade is that the 

client secret key will remain secure against disengaged 

vocabulary assaults indeed, even after one of the servers has 

been haggled. The vital game plan of this sort was proposed 

by Yang, Deng and Bao in 2006. The system is capable with 

an entirety of eight correspondence alters in one convention 

run. In any case, the security suppositions are strong. It 

acknowledges that one particular server can't be traded off by 

a dynamic adversary. It is like manner acknowledge that there 

exists an ensured correspondence channel between the two 

servers. Starting late, another convention has been proposed 

by a comparative partie of researchers. 

III. PROPOSED ALGORITHM 

A. Design Considerations 

The goal of the system design is to produce a model or 

representation that exhibit commodity development scheme. 

It provides information about the application domain for the 

software to be built. It fully describes the internal details of 

the development plan used for the software development. 

These terms are utilized to portray framework 

design in detail. In this paper, the four-server setting for 

PAKE as it was. In four-server PAKE, a client parts its secret 

word what's more, have two offers of its secret key in the four 

servers, independently, and the four servers at that point 

partake to approve the client without knowing the mystery 

key of the client. Not with standing of the likelihood that one 

server is bartered, another is still not ready to envision any 

client to approve against another server.  

Diffie-Hellman Key Exchange algorithm is utilized 

for trading mystery information over an open system between 

two gatherings. So this procedure needs two gatherings to be 

specific, Alice and Bob. Both Alice and Bob concede to two 

huge prime numbers. Alice pick expansive number then after 

figuring of that number it sends to Sway. At that point Bob 

pick another substantial number and after the estimation of 

that number it sends to Alice. Presently Alice and Sway 

processes mystery key.  

AES is another cryptographic algorithm which can 

be utilized to ensure electronic information. AES is a piece 

figure of symmetric key which are utilize 128, 192, and 256 

bits keys, and encode and additionally translate the substance 

of 128 bits squares. The same quantities of bits have the 

information which scrambled which got by piece figures that 

the information had. A circle structure utilize by Iterative 

figures that stages and in addition substitutions of the 

information performs more than once. The AES algorithm is 

relies on upon stages and substitutions. A stage implies that 

adjustments of information and substitutions are the 

substitution of the information i.e. replaces one unit of 

information with another. Utilizing a few distinct strategies, 

AES performs changes and substitutions. 

B. Description of the Proposed Algorithm 

In this system, user register to the system. Then, he login to 

the system by his credentials. After login, he request for the 

pin number to the four servers. The pin number is divided into 

four parts and store on four servers. After user request for pin 

number, user get the single pin number by combining from 

all four servers. Server can sends the parts of the pin numbers 

to the user email also. After successfully entering the pin 

number, user proceed for his operations. User encrypt the file 

and upload on the server. The encryption key is distributed on 

into two parts and stores on the four servers. When user wants 

to download the file then he send the request for the 

encryption key to all four servers. Then, all four servers send 

the part of encryption key to the user. User get the encryption 
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key by combining the both parts of the key. After successfully 

getting the encryption key from the four servers, user 

download the file. 

 
Fig. 1: Proposed System Architecture 

If user enter the wrong key at the time of download 

then, original key is replaced by new key using key exchange 

protocol. User resend the request for the key to the servers. 

Severs send the newly generated key to the user. Then, user 

download the file using newly generated key. In proposed 

system, we can increase the servers from two to four or more 

as per our requirements. It’s advantageous for increasing the 

security. We distribute the file into as many parts as we are 

having as many servers i.e. if we have 4 servers then we 

distribute the file into four parts. Then, upload these four part 

onto four servers. We can extend this system to update, delete 

operations. We avoid Authentication attack and Dictionary 

attack. 

C. Algorithms 

1) AES Algorithm 

a) Step 1: Key Expansions 

For each round AES needs a different 128-bit   block of round 

key also one more. 

b) Step 2: Initial Round 

Add Round Key–with a block of the round key, each byte of 

the state is combined using bit wise-xor. 

c) Step 3: Rounds 

 Sub Bytes–in this step each byte is replaced with another 

byte. 

 Shift Rows–for a certain number of steps, the state’s last 

three rows are moved cyclically. 

 Mix Columns–on the columns of the state a mixing 

operation operates, in each column combining the four 

bytes. 

d) Step 4: Final Round (no Mix Columns) 

 Sub Bytes 

 Shift Rows  

 Add Round Key. 

2) Diffie-Hellman Key Exchange Algorithm 

 Step 1: Alice and Bob choose two large prime numbers, 

n and g. 

 Step 2: Alice choose a another large random number x 

and calculates A as, A =g^x modn. 

 Step 3: Alice send A to Bob. 

 Step 4: Bob choose another large random number y and 

calculates B as, B = g^y modn 

 Step 5: Bob send B to Alice 

 Step 6: A compute the secrete key as, K1 = B^x modn 

 Step 7: B compute the secrete key as, K2 = A^x modn 

IV. PSEUDO CODE 

1) Step 1: Split user password on four servers. 

2) Step 2: Authenticate user by the four servers. 

3) Step 3: Upload the file on the server. 

4) Step 4: Download the file by getting cipher key and 

private key from four servers. 

5) Step 5: If user enter wrong cipher key or private key then 

using Diffie-Hellman key exchange protocol cipher key 

or    private key is exchanged. User get the new cipher 

key or private key. 

6) Step 6: Downloads the file. 

V. SIMULATION RESULTS 

 
Fig. 2: Results 

In this process user request for pin number. This process is 

done after registration. This is the second stage of 

verification. Here, user send the request for the pin number to 

all servers. When all servers send parts of pin number in the 

email of the user, then user enter the pin number and proceed 

for the next operation. 

 
Fig. 3: Results 

 
Fig. 4: Results 
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Here, user enter the valid username and password to 

login to the system. This is first stage verification for this 

system. If user enter valid credentials here then only he can 

proceed for the next stage of verification. 

User upload the file and the file uploaded onto four 

servers in blocks 

 
Fig. 5: Results 

User request for cipher key to all servers and then 

key is generated by all four servers in the email of the user. 

 
Fig. 6: Results 

User request for private key to all servers and then 

key is generated by all four servers in the email of the user. 

 
Fig. 7: Results 

Finally user able to download file by done with the 

process of verify by entered correct cipher key and private 

key. 

 
Katz et al. 

Protocol 

Our IBS-

based 

Protocol 

Our IBE-

based Protocol 

Client 1.26 5.26 7.08 

Server 

A 
5.31 4.23 2.08 

Server 

B 
5.38 3.82 1.96 

Server 

C 
5.22 4.02 2.01 

Server 

D 
5.26 4.11 1.86 

Table 1: Execution Time of Protocols (in milliseconds) 

VI. CONCLUSION AND FUTURE WORK 

In this paper displays two productive compilers to change any 

two-party PAKE protocol to an ID2S PAKE protocol with 

identity based cryptography. Also, given a wide confirmation 

of security for compilers without irregular prophet. These 

compilers are specifically appropriate for the utilizations of 

based confirmation where an identity based framework has 

officially settled. 

In existing system used two servers for storing the 

secrete pin number and encryption key (cipher key). In 

proposed system, there increase the servers from two to four 

or more as per our requirements. It’s advantageous for 

increasing the security. The whole file is uploaded on the 

single server only. Here, file is distribute into as many parts 

as there are having as servers i.e. if there are 4 servers then 

file is distribute into four parts. Then, upload these four part 

onto four servers. Existing system just working on uploading 

and downloading operations. Proposed system can extends to 

update, delete operations. 
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