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Abstract— Now in these days the social network becomes a 

daily habit for all. Most of the young and teen agers are 

consuming their time on social media. Due to frequent 

reachability of users the different marketing companies are 

also usages this platform for publishing advertises. But not 

only legitimate users are available in this platform, 

sometimes this platform is also used for abusing someone or 

harshen someone. Therefore, it is need to identify the 

sensitive contents on the social media platforms before 

publishing the contents. A number of different kinds of 

approaches are available for scanning the contents, but all 

these techniques are much time consuming. Therefore, these 

techniques are not directly used with the social networks. In 

order to find an efficient technique an effort is presented in 

this work. The proposed technique is an enhancement over 

the traditional figure print scan method for sensitive content 

evaluation. The proposed technique incorporates the NLP 

(natural language processing) parsers for identifying the 

sensitive features. The sensitive features are considered here 

as the noun words in any twit, because in most of the cases 

the identity of person or places are used for misguiding the 

social network users. Additionally, in place of linear search 

technique, a random index scan method is introduced for 

improving the time consumption of the traditional 

approaches. Because this technique produces the results 

equal as the linear search in worst case. The proposed 

technique is evaluated over the twitter data using the 

Hadoop, Strom and twitter API implementation. After the 

successfully implementation the technique is compared with 

the traditional available technique over the time and space 

complexity. The experimental results show the performance 

in terms of time requirement is three times efficient than the 

traditional approach of sensitivity scan. 

Key words: Data sensitivity, natural language processing, 

linear search technique, Privacy. AES, Hadoop, Big Data 

I. INTRODUCTION 

In this age of internet not only the customer required service 

are delivered using internet, various other kinds of services 

are also offered. The social networking, blogging, music, 

video and other are some attractive features are internet and 

their services. In addition of that some of the applications 

become habit of our daily life such as internet or mobile 

banking, social network, news and updates. Among various 

internet applications a significant amount of time and traffic 

of youngsters and teen agers is attracted by the social 

networks. A rich amount of young, teen agers and old 

persons are actively usages the social networks. As a 

features user here can publish contents, images, video and 

audio, and a number of users like these and share these posts 

to others. In this platform not all the user is legitimate some 

of them are misuse this platform and publishes different 

kinds of messages relevant to terror, hate, or others. 

Identifying such kind of activity and contents from 

such huge network is not feasible through the human efforts. 

In order to deal with such issues in such large amount of 

contents the machine learning or computational algorithms 

are suitable. Additionally, to handle such large size of data 

the big data is an effective technology. Therefore, in this 

presented work a secure scanning methodology is presented 

that help to evaluate the contents of social media before 

publishing and then identify the sensitive contents that can 

harm the privacy of some social media user. This concept is 

taken from the signature based text scanning technique 

which is further extended for improving their scanning 

performing automatic sensitive contents. Therefore, the 

concept of NLP and random walk is implemented for 

improving the method in terms of their efficiency. In this 

section the overview of the proposed work is described, in 

further section the aim and objectives, motivation of the 

proposed work and the detailed background of the work are 

discussed. 

II. LITERATURE SURVEY 

Statistics from security firms, research institutions and 

government organizations show that the number of data-leak 

instances has grown rapidly in recent years. Among various 

data-leak cases, human mistakes are one of the main causes 

of data loss. There exist solutions detecting inadvertent 

sensitive data leaks caused by human mistakes and to 

provide alerts for organizations. A common approach is to 

screen contenting storage and transmission for exposed 

sensitive information. Such an approach usually requires the 

detection operation to be conducted in secrecy. However, 

this secrecy requirement is challenging to satisfy in practice, 

as detection servers may be compromised or outsourced. In 

this paper, Xiaokui Shu et al [15] present privacy-preserving 

data-leak detection (DLD) solution to solve the issue where 

a special set of sensitive data digests is used in detection. 

The advantage of our method is that it enables the data 

owner to safely delegate the detection operation to a semi-

honest provider without revealing the sensitive data to the 

provider. They describe how Internet service providers can 

offer their customers DLD as an add-on service with strong 

privacy guarantees. The evaluation results show that method 

can support accurate detection with very small number of 

false alarms under various data-leak scenarios. 

In Body Area Networks (BANs), big data collected 

by wearable sensors usually contain sensitive information, 

which is compulsory to be appropriately protected. Previous 

methods neglected privacy protection issue, leading to 

privacy exposure. In this paper, a differential privacy 

protection scheme for big data in body sensor network is 

developed by Chi Lin et al [16].Compared with previous 

methods, this scheme will provide privacy protection with 

higher availability and reliability. Authors introduce the 

concept of dynamic noise thresholds, which makes our 
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scheme more suitable to process big data. Experimental 

results demonstrate that, even when the attacker has full 

background knowledge, the proposed scheme can still 

provide enough interference to big sensitive data so as to 

preserve the privacy. 

Using Cloud Storage, users can remotely store their 

data and enjoy the on-demand high quality applications and 

services from a shared pool of configurable computing 

resources, without the burden of local data storage and 

maintenance. However, the fact that users no longer have 

physical possession of the outsourced data makes the data 

integrity protection in Cloud Computing a formidable task, 

especially for users with constrained computing resources. 

Moreover, users should be able to just use the cloud storage 

as if it is local, without worrying about the need to verify its 

integrity. Thus, enabling public auditabilityfor cloud storage 

is of critical importance so that users can resort to a third 

party auditor (TPA) to check the integrity of outsourced data 

and be worry-free. To securely introduce an effective TPA, 

the auditing process should bring in no new vulnerabilities 

towards user data privacy, and introduce no additional 

online burden to user. In this paper, Cong Wang et al [17] 

propose a secure cloud storage system supporting privacy-

preserving public auditing. Authors further extend our result 

to enable the TPA to perform audits for multiple users 

simultaneously and efficiently. Extensive security and 

performance analysis show the proposed schemes are 

provably secure and highly efficient. 

Smart grid has recently emerged as the next 

generation of power grid due to its distinguished features, 

such as distributed energy control, robust to load 

fluctuations, and close user-grid interactions. As a vital 

component of smart grid, demand response can maintain 

supply-demand balance and reduce users’ electricity bills. 

Furthermore, it is also critical to preserve user privacy and 

cyber security in smart grid. In this paper, Hongwei Li et al 

[18] propose an efficient privacy-preserving demand 

response (EPPDR) scheme which employs homomorphism 

encryption to achieve privacy-preserving demand 

aggregation and efficient response. In addition, an adaptive 

key evolution technique is further investigated to ensure the 

users’ session keys to be forward secure. Security analysis 

indicates that EPPDR can achieve privacy-preservation of 

electricity demand, forward secrecy of users’ session keys, 

and evolution of users’ private keys. In comparison with an 

existing scheme which also achieves forward secrecy, 

EPPDR has better efficiency in terms of computation and 

communication overheads, and can adaptively control the 

key evolution to balance the trade-off between the 

communication efficiency and security level. 

Current approaches to enforce fine-grained access 

control on confidential data hosted in the cloud are based on 

fine-grained encryption of the data. Under such approaches, 

data owners are in charge of encrypting the data before 

uploading them on the cloud and re-encrypting the data 

whenever user credentials change. Data owners thus incur 

high communication and computation costs. A better 

approach should delegate the enforcement of fine-grained 

access control to the cloud, so to minimize the overhead at 

the data owners, while assuring data confidentiality from the 

cloud. Mohamed Nabeel et al [19] propose an approach, 

based on two layers of encryption, which addresses such 

requirement. Under given approach, the data owner 

performs a coarse-grained encryption, whereas the cloud 

performs fine-grained encryption on top of the owner 

encrypted data. A challenging issue is how to decompose 

access control policies (ACPs) such that the two-layer 

encryption can be performed. They show that this problem 

is NP-complete and propose novel optimization algorithms. 

Authors utilize an efficient group key management scheme 

that supports expressive ACPs. Given system assures the 

confidentiality of the data and preserves the privacy of users 

from the cloud while delegating most of the access control 

enforcement to the cloud. 

Current applications, from complex sensor systems 

(e.g. quantified self) to online e-markets acquire vast 

quantities of personal information which usually ends-up on 

central servers. Decentralized architectures, devised to help 

individuals keep full control of their data, hinder global 

treatments and queries, impeding the development of 

services of great interest. Quoc-Cuong to et al [20] promotes 

the idea of pushing the security to the edges of applications, 

through the use of secure hardware devices controlling the 

data at the place of their acquisition. To solve this problem, 

we propose secure distributed querying protocols based on 

the use of a tangible physical element of trust, re-

establishing the capacity to perform global computations 

without revealing any sensitive information to central 

servers. There are two main problems when trying to 

support SQL in this context: perform joins and perform 

aggregations. In this paper, we study the subset of SQL 

queries without joins and show how to secure their 

execution in the presence of honest-but-curious attackers. 

Cost models and experiments demonstrate that this approach 

can scale to nationwide infrastructures. 

The wide adoption of smart devices has stimulated 

a fast shift of security-critical data from desktop to mobile 

devices. However, recurrent device theft and loss expose 

mobile devices to various security threats and even physical 

attacks. Yubin Xia et al [21] presents Tin Man, a system that 

protects confidential data such as web site password and 

credit card number (author use the term cor to represent 

these data, which is short for Confidential Record) from 

being leaked or abused even under device theft. Tin Man 

separates accesses of conform the rest of the functionalities 

of an app, by introducing trusted node to store cor and 

offloading any code from amobile device to the trusted node 

to access cor. This completely eliminates the exposure of 

cor on the mobile devices. The key challenges to TinMan 

include deciding when and how to efficiently and 

transparently offload execution; TinManaddresses these 

challenges with security-oriented offloading with a low-

overhead tainting scheme called asymmetric tainting to track 

accesses to cor to trigger offloading, as well as transparent 

SSL session injection and TCP payload replacement to 

offload accesses to cor. Authors have implemented 

prototype of Tin Man based on Android and demonstrated 

how TinMan protects the information of user’s bank account 

and credit card number without modifying the apps. 

Evaluation results also show that TinMan incurs only a 

small amount of performance and power overhead. 

Android phones often carry personal information, 

attracting malicious developers to embed code in Android 

applications to steal sensitive data. With known techniques 
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in the literature, one may easily determine if sensitive data is 

being transmitted out of an Android phone. However, 

transmission of sensitive data in itself does not necessarily 

indicate privacy leakage; a better indicator may be whether 

the transmissions by user intention or not. When 

transmission is not intended by the user, it is more likely a 

privacy leakage. The problem is how to determine if 

transmission is user intended. As a first solution in this 

space, Zhemin Yang et al [22] present a new analysis 

framework called AppIntent. For each data transmission, 

AppIntent can efficiently provide a sequence of GUI 

manipulations corresponding to the sequence of events that 

lead to the data transmission, thus helping an analyst to 

determine if the data transmission is user intended or not. 

The basic idea is to use symbolic execution to generate the 

aforementioned event sequence, but straightforward 

symbolic execution proves to be too time-consuming to be 

practical. A major innovation in AppIntent is to leverage the 

unique Android execution model to reduce the searchspace 

without sacrificing code coverage. Authors also present an 

evaluation of AppIntent with a set of 750 malicious apps, 

aswell as 1,000 top free apps from Google Play. The results 

show that AppIntent can effectively help separate the 

appsthat truly leak user privacy from those that do not. 

The increasing number of mobile device users 

indicates the expansion of personalized location-based 

services (LBS). Despite their proliferation, the risk of 

violating users’ privacy by exposing user’s location 

information remains. For this reason, many studies have 

researched to prevent privacy violation in LBS. However, 

previous researches only focused on protecting users 

‘location information without considering semantic location 

privacy violation through contextual information. In this 

paper, Yuna Oh et al [23]explain the process of inferring a 

user’s behavior using semantic information which includes 

spatial and temporal information.They also suggest a 

privacy preserving technique to prevent exposure of 

sensitive behavior in semantic LBS. We implement 

anandroid application to validate the proposed technique. In 

accordance with the experimental results, the proposed b-

diversity technique is validated to prevent exposure of 

sensitive behavior and also minimizing data utilization 

degradation. 

David (Yu) Zhu et al [24] present Taint Eraser, a 

new tool that tracks the movement of sensitive user data as it 

flows through off-the-shelf applications. Taint Eraser uses 

application-level dynamic taint analysis to let users run 

applications in their own environment while preventing 

unwanted information exposure. It is made possible by 

techniques we developed for accurate and efficient tainting: 

(1) Semantic-aware instruction-level tainting is critical to 

track taint accurately, without explosion or loss. (2) 

Function summaries provide an interface to handle taint 

propagation within the kernel and reduce the overhead of 

instruction-level tracking. (3) On-demand instrumentation 

enables fast loading of large applications. Together, these 

techniques let us analyze large, multi-threaded, networked 

applications in near real-time. In tests on Internet Explorer, 

Yahoo! Messenger, and Windows Notepad, 

TaintErasergenerated no false positives and instrumented 

fewer than 5% of the executed instructions while precisely 

scrubbing user-defined sensitive data that would otherwise 

have been exposed to restricted output channels. Our 

research provides the first evidence that it is viable to track 

taint accurately and efficiently for real, interactive 

applications running on commodity hardware. 

III. PROPOSED WORK 

In this digital world the data has much importance and 

securing the data privacy and sensitivity is a new research 

area in large domain of data access and preservation. In this 

presented work the sensitivity of data is the key area of 

investigation and analysis. This chapter provides the 

detailed understanding about the proposed privacy 

preserving technique of data exposer. 

A. Domain overview  

In order to deal with the sensitive data contents in an 

organization an effective data model using DLD (data 

leakage detection) is presented in [1]. This data model is 

considered for an organization to client communication for 

prevention of data leakage. But in this presented work this 

concept is extended for improving the data sensitivity in a 

public domain i.e. social media. The concept is to analyse 

the twitter data and identify the possible sensitive contents 

form available post to be published. Therefore, first the data 

is pre-processed and then the NLP parser is applied to 

identify the NOUNs in different posted strings. The noun 

content may be any person’s name or the target. Thus, 

finally the data is normalized with the cryptographic 

technique to reduce the sensitivity of contents. This section 

provides the basic overview of the proposed sensitive data 

exposer technique in further the proposed system 

architecture is discussed. Additionally, the system functional 

flow diagram is designed and discussed for improving the 

performance of automatic sensitive data identification and 

exposer. 

B. System Architecture  

The function aspect of the proposed privacy preserving 

sensitivity identification and reduction technique is 

demonstrated using figure 3.1. According to the given data 

model the concept is utilized before publishing the data on 

any social media platform. Here for demonstration and 

experimental purpose the twitter is considered as the source 

of data and as social media platform. According to the 

considered scenario, when a twitter’s user after 

authentication wants to publish any post on twitter. The data 

is first submitted to the server for the data sensitivity 

analysis. The sensitivity analysis component analyse the 

content of user’s post. If the user post contains not any 

sensitive information, then the post is directly published on 

twitter.   
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Fig. 3.1: Proposed system 

Otherwise the data is forwarded to the next phase 

where first the sensitive part of user’s post is identified and a 

cross check on sensitive content data base is made. Using 

the different processes, the search is made efficient and 

using the cryptographic technique the data is reduced which 

is not suitable for become public. 

C. Methodology  

In order to replicate and simulate the proposed concept of 

sensitive data scanning and removal the model is 

implemented in two major modules as: 

1) Collection or extraction of experimental data  

2) Handling sensitive data 

1) Experimental data extraction  

The main aim of the proposed model is to use with the 

social media platform for scanning the contents which are 

going to be published. This technique may help to improve 

the efficiency of the traditional sensitivity scanning 

technique. Here the considered or targeted social network is 

twitter. Thus for experimental purpose twitter account data 

is extracted and utilized with the proposed system. 

 
Fig. 3.2: Experimental data extraction 

The figure 3.2 shows the used technique for 

extraction of experimental data from twitter, the used 

components and APIs are reported as: 

Twitter: twitter is one of the most popular micro-

blogging sites. This platform offers to write a limited 

amount of post, upload video, audio or images to publish. 

The published post by a user can viewed by their followers 

additionally here user can re-twit, share or comment on any 

twit. Because of the proposed work is intended to reduce the 

text based data sensitivity therefore only text twits are 

considered for experiments and data extraction. 

Twitter API: twitter services offer to develop and 

design applications using the twitter data. Therefore, twitter 

has an API (application programming interface) service for 

utilizing the twitter data. Using this API twitter accounts are 

verified, authentication performed, and also enable this API 

to extract data from the twitter service. 

Apache Strom: that is a third party API which is 

used to extract data from the twitter account. Thus this API 

is working as platform for creating queries from the twitter 

records and by using these queries the data is extracted from 

twitter account. Here this service is deployed using the local 

Hadoop installation. 

Local Hadoop: in order to host the twitter data 

extracted from the above process a local Hadoop installation 

is performed. After extraction of twits the data is aggregated 

and kept in HDFS directory. Additionally, using proposed 

data model, the individual twits are evaluated and new 

corrected twits are generated. 

The next section provides the understanding about 

how the proposed security model works for improving 

sensitivity on data. 

2) Sensitivity scanning  

The proposed data model for securing the identity or 

refining the sensitive contents on social media is 

demonstrated using figure 3.3. The given model contains a 

number of different intermediate components these 

components are work to gather for completing the combined 

task. The component of given model is described as:  

 
Fig. 3.3: Proposed sensitivity removal 

Local Hadoop: in order to download and utilize the 

experimental data, a local big data environment is created by 

installing the Hadoop locally. The extracted data using the 

twitter and Strom is hosted first on the HDFS directory. 

During download this data can be used as stream of text data 

and after offloading the data it can be used as dataset. This 

data can be browsed and utilized with any kind of program. 

Additionally, the system can work in both the modes online 

and offline as required. 

Pre-processing: the data direct downloaded from 

the twitter account can be noisy in nature. Therefore, 

refinement on data is required to reduce the noisy 
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contents.Basically the pre-processing an initial step of data 

processing by which the data is transformed, mapped or 

manipulated for making it clean and easy to understand by 

the algorithms. Therefore, in order to refine the available 

information extracted from is pre-processed first. During 

pre-processing the hash tags and other unwanted character 

and symbols are reducing from data. Additionally, the 

different participating stop words are also removed. The 

remaining data is used in next step for extraction of 

information and sensitive contents. 

POS Tagger: the part of speech tagging is 

frequently termed as POS tagger. Extraction of the part of 

speech information from the given text string is performed 

in this phase. In order to perform such task, the NLP (natural 

language processing) tools can be used. These tools help to 

parse the input string into the part of speech of each word. 

According to the nature and content of a string the parse tree 

is developed. 

Noun Extraction: after parsing a given twit into 

their part of speech information, only the noun tags are 

extracted from each twit. Because in most of the 

observations the sensitive contents are the noun such as any 

person’s name, place, or any subject, therefore only the 

noun is selected and a list of noun words are prepared here. 

Sensitive database: that is a kind of database which 

contains a collection of sensitive words, which can be name 

of any person or any other sensitive information. Basically 

for security and privacy point of view only the hash of the 

target word is preserved on database. Not the complete data 

or words are placed on it. But for providing the hint for 

efficient search the length of word is also associated with 

the hash data. 

Keyword Search (scanning):in this phase the 

extracted noun words are search from the data base. In this 

context the previous method usages the sliding window 

technique by which each word of document is scanned and 

their signature is compared with the database hash. This 

technique consumes a significant amount of time. Therefore, 

in order to improve this first, the NLP parsing is performed 

to find most likely words from the text document and then 

for more speedup a random search index based technique is 

used. In this context first the similar length of tokens is 

prepared using the extracted noun words. For example: 

A word “ROBINHOOD” is available in twit, but 

the sensitive database contains the information as given in 

table: 

Word (not specified in database) Hash Length 

HOOD ######### 4 

Table 3.1: Example database 

Using the word “ROBINHOOD” which has the 8 

characters is first processed and generated a 4 length tokens 

as: 

{ROBI, OBIN, BINH, INHO, NHOO, HOOD} 

By which the following indexing is prepared in a 

data structure: 

ROBI OBIN BINH INHO NHOO HOOD 

0 1 2 3 4 5 

Table 3.2: indexing example 

Now the system selects a random index between 

the total generate number of tokens, in this example between 

0-5 a number is selected randomly and their hash code is 

extracted using MD5 hash generation algorithm. This hash 

code is compared with the database hash code which having 

the length of 4. If the hash of word is available in sensitive 

data base, then the system needs to process the given word. 

Cryptography: the captured word from the database 

is now needed to be normalizing for non-exposer it, from the 

outside of world. Therefore, the AES algorithm is used to 

encrypt the given words. The AES algorithm can describe 

as: 

AES is based on a design principle known as a 

substitution-permutation network, combination of both 

substitution and combination, and is fast in both software 

and hardware. Unlike its predecessor DES, AES does not 

use a Feistel network. AES is a variant of Rijndael which 

has a fixed block size of 128 bits, and a key size of 128, 192, 

or 256 bits. By contrast, the Rijndael specification per se is 

specified with block and key sizes that may be any multiple 

of 32 bits, both with a minimum of 128 and a maximum of 

256 bits [25]. 

AES operates on a 4×4 column-major order matrix 

of bytes, termed the state, although some versions of 

Rijndael have a larger block size and have additional 

columns in the state. Most AES calculations are done in a 

special finite field. The key size used for an AES cipher 

specifies the number of repetitions of transformation rounds 

that convert the input, called the plaintext, into the final 

output, called the cipher text. The numbers of cycles of 

repetition are as follows: 

1) 10 cycles of repetition for 128-bit keys. 

2) 12 cycles of repetition for 192-bit keys. 

3) 14 cycles of repetition for 256-bit keys. 

Each round consists of several processing steps, 

each containing four similar but different stages, including 

one that depends on the encryption key itself. A set of 

reverse rounds are applied to transform cipher-text back into 

the original plaintext using the same encryption key. 

Data replacement: after getting the cryptographic 

word from the system to replace the sensitive content. A 

find and replace function is need to implemented. This 

function works on the entire text data and replaces all the 

content of document. 

Data exposer: the completely altered document is 

published or available for data discloser or for the public 

use. 

IV. RESULTS ANALYSIS 

This section provides the understanding about the computed 

performance and their comparative analysis. In addition of 

that for defining the clear lines between both the system’s 

performances the mean performances are also computed and 

compared. 

A. Memory usages 

In order to execute the processes an amount of main 

memory space is required. This memory block contains the 

frequently used data and instructions. This area allocation 

for any program is termed as the memory usages or space 

complexity. In java technology the memory usages are 

computed using the following formula: 

used memory = total space alloted − free space 
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Fig. 4.1: Memory usage 

Figure 4.1 and table 4.1 shows the memory 

requirements of both the algorithms for preserving privacy 

and sensitive contents from a given text blocks. In order to 

show the performance of proposed technique blue line is 

used and for traditional approach the red line is used. In this 

figure the X axis represents the different number of 

experiments performed with both the systems and the Y axis 

shows the corresponding memory consumption of the 

algorithms. According to the observations the proposed 

algorithm needs less amount of memory as compared to 

traditional approach for computing the sensitive information 

from a given twit. 

Experiments Proposed Traditional 

1 23892 24111 

2 24128 24925 

3 24951 25619 

4 25539 26415 

5 26018 27138 

6 26713 28005 

7 27117 28819 

Table 4.1: memory usages 

But for making clearer results the mean 

performance of both the algorithms are also computed. To 

compute the mean performance, the following formula is 

used. 

mean memory usage =
1

N
∑ Memoryi

N

i=1

 

The figure 4.2 shows the mean memory 

consumption of both the algorithms. In this context the X 

axis shows the methods which are compared and the Y axis 

shows the mean memory consumption of the algorithm. 

According to the measured performance the proposed 

technique outperforms as compared to the traditional 

approach thus the proposed technique is more adoptable 

than the previous approach of privacy preserving data 

exposer. 

 
Fig. 4.2: Mean memory consumption 

B. Time complexity 

For any computational algorithm, the time complexity is the 

amount of required time which is required to compute the 

required outcomes. In this context the time complexity can 

also be termed as the time required or consumption for the 

algorithm. The required time for computation is measured 

using the following formula: 

time consumption = end time − start time 

Experiments Proposed Traditional 

1 11.30 28.13 

2 13.28 32.72 

3 15.22 38.83 

4 18.06 45.28 

5 20.57 55.81 

6 22.34 62.29 

7 24.37 71.05 

Table 4.2: Time complexity 

 
Fig. 4.3: Time consumption 

The comparative time consumption of both the 

techniques namely traditional signature based technique and 

proposed technique is given using figure 4.3 and table 4.2. 

In this context the blue line graphs show the performance of 

proposed approach and the red line demonstrate the 

performance of traditional approach. For developing the 

performance graphs the X axis contains the number of 

different experiments with increasing amount of twits for 

sensitivity removal. Additionally, on Y axis the 

corresponding the amount of time required is reported in 

terms of milliseconds. According to the obtained results the 

proposed technique requires fewer amounts of time then the 
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traditional approach. In addition of that the mean time 

consumption of the algorithms are also computed and 

reported using figure 4.4. 

 
Fig. 4.4: Mean time consumption 

According to the obtained results of the mean 

performance the proposed technique required more 3 times 

less time to execute the given twits. Thus the proposed 

approach is less time expensive than traditional approach. 

V. CONCLUSION 

In this presented work a text analysis tool is introduced for 

the social media text scanning and detection of sensitive 

contents. This technique is an automated technique that 

identifies all the possible sensitive information among the 

given text. The proposed technique works in the four major 

modules first the extraction of twitter data. Therefore, first 

the twitter account is created and using the twitter API and 

Apache Strom API the experimental data is collected from 

the twitter account. In further the noun words are computed 

for that task the NLP (natural language processing) tool is 

used that parse the input text and generate the POS (part of 

speech) tagging for the text sentences. Using this approach, 

the noun words are identified and extracted. In next the 

scanning of words over the sensitive database is performed, 

for that purpose the random indexing based processes is 

utilized for speeding up the scanning process of sliding 

window technique. Finally, the identified sensitive contents 

are encrypted using AES algorithm and the entire document 

is again regenerated by replacing the given contents. This 

content only contains the legitimate text which is not 

disclosing identity of any person or place, and only the 

suitable contents are remain in the document for publishing 

purpose. 

The proposed technique is implemented using the 

JAVA technology and with the help of Hadoop big data 

environment. In addition of that the twitter account and the 

API (application programming interface) is used for 

extraction of experimental data. Finally, the performance of 

the proposed technique is evaluated and compared with the 

figure print scan technique on the basis of time and space 

complexity. The traditional technique utilizes the sliding 

window approach for scanning all the contents from the 

given document which is a time consuming process. 

Therefore, the proposed technique is an extension over the 

available technique which improves the speed of document 

scanning and identification of sensitive text. The obtained 

results show the proposed technique is efficient and 

adoptable according to the summary table 5.1. 

S. No. Parameters Proposed Traditional 

1 Time requirements 18 MS 47 MS 

2 Space complexity 25479.71 KB 26433.14 KB 

Table 5.1: performance summary 

According to the computed mean performance of 

the proposed and traditional privacy preserving scanning 

technique it is found that the proposed technique is an 

efficient and adoptable technique for large amount of data 

scanning. Additionally, it requires less than one third part of 

time for completing the given task. 
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