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Abstract— In communication, data can be in any form. There 

are many programs that continuously keep watch on the 

secret information while transferring the messages from one 

place to other. In many cases such secret messages attacked 

by opponents and could be misused. So there is need to send 

data in concealed form. Steganography means Covered 

Writing. Cryptography means secret writing. Steganography 

conceals the data or information in such a way that nobody 

can see the hidden message or even its existence can’t be 

predicted. There are several existing techniques of data hiding 

like RDH-EI and LSB but all these techniques have limited 

amount of data hiding capacity. BPCS (Bit Plane Complexity 

Segmentation) Steganography is a technique that provides 

high data hiding capacity. In BPCS data is hidden into the bit 

planes of the cover image. Basically Bit Plane Complexity 

Segmentation algorithm is depends on the characteristics of 

HVS (human vision system ) in which a human not able to 

see any information in more complex blocks/binary patterns, 

So that secret data is placed into all complex blocks/binary 

patterns. For cryptography purpose this paper uses standard 

AES algorithm. The main aim of this paper is to provide the 

robust system which embed the secrete data into multimedia 

file using BPCS and gains security which avoids the attention 

of hackers and hacking tools from secret information which 

is concealed into multimedia file. 
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I. INTRODUCTION 

Today’s world is computational. In a computational world 

information is any format, it can be in image, text, video, 

audio or information can be in a single dot also. In today’s 

internet world there are many programs are available which 

continuously keep watch on information transferred from one 

place to another. So there is need to send the data in hidden 

and encrypted and in more secure way. Two techniques 

Steganography and cryptography provides this facilities. 

Basically steganography term is derived from two Greek 

word ‘stega’ which means ‘covered’ and ‘nography’ means 

‘writing’ and cryptography is also derived from two Greek 

word ‘Krypto’ means ‘secret’ and ‘graphein’ which means 

‘writing’. Steganography is the process of concealing the 

information in such a way that prevents the detection of 

hidden messages. Data is unreadable by a third party in 

cryptography. But the goal of steganography is to hide the 

data from third party.  In the proposed system reversible 

transformation is performed on data and then reversed data is 

encrypted by using standard encryption algorithm AES and 

further this encrypted data is concealed into multimedia 

document by making the use of powerful BPCS 

steganography algorithm and it will creates stego file. To 

increase the hiding capacity of BPCS this stego file is 

encoded with the help of standard AES algorithm. Also, it 

applies turn around operations at the recipient’s side. 

Generally these turn around operations will give a 

productivity and strength to the overall proposed framework. 

A novel RIT-based structure permits the user to transform the 

content of unique image into the content of another objective 

image with a similar size. The transformed image, which 

looks like the objective image, is utilized as the encoded 

image, and is outsourced to the server. Existing framework 

proposes a structure for RDH-EI based on reversible image 

transformation (RIT). Existing framework RDH-EI was 

proposed only for images not for multimedia data. In the 

proposed system implementation on audio and video is 

carried on. The secrete data will be hidden in the audio and 

video like image and will upload on the server. Receiver will 

get the audio and video files from server and get the secrete 

message from it. Prior there are some traditional techniques 

are used for steganography like LSB in which data hidden by 

using Last 4 significant bits. Disadvantage of the existing 

system is less secures, Compression overhead and LSB is not 

efficient. Also LSB has less data hiding capacity 10 to 20 

percent. 

II. RELATED WORK 

A. Minimum rate prediction and optimized histograms 

modification for reversible data hiding [1] 

The way toward recovering the cover or host image with no 

harm after the mystery information extraction is known as 

information stowing away. The novel method pixel forecast 

for PP (Pixel Prediction) based information hiding plans in 

light of the base rate standard, which sets up the consistency 

fundamentally between the two stages of PP based 

information covering up plans. Prior PEE techniques watch 

over the two stages autonomously first it is possible that they 

concentrate on pixel forecast to acquire a sharp PE histogram, 

or second go for histogram adjustment to upgrade the 

inserting execution for a given PE histogram. 

B. Separable Reversible Data Hiding in Encrypted Image 

[2]  

The proposed scheme is made up of image encryption, data 

embedding and data-extraction/image-recovery phases. The 

content owner produces an encrypted image by using an 

encryption key over original uncompressed image. Then, 

Least Significant Bits (LSB) of encrypted image compressed 

by data-hider by using data-hiding key to generate a sparse 

space to accommodate the extra data. At the receiver side, the 

data concealed in the generated space can be easily retrieved 

from the encrypted image containing additional data 

according to the data-hiding key. Since the data inserted only 

affects the LSB, a decryption with the encryption key can 

result in an image similar to the original version. When using 

both of the encryption and data-hiding keys, the inserted extra 
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data can be successfully extracted and the original image can 

be perfectly recovered by exploiting the spatial correlation in 

natural image. 

C. Local-prediction-based difference expansion reversible 

Watermarking [3] 

In the computerized data age, advanced content (audio, image 

and video) can be effortlessly replicated, controlled and 

circulated. Duplicate right security and content verification of 

advanced content validation of advanced content has turned 

into a critical issue to content proprietors and wholesalers. 

Reversible Watermarking gives valuable answer for this issue 

in light of its application situation. Albeit gigantic advance 

has been completed on this vise-versa in the previous years. 

There still exist countless in the routine plans.  

D. Reversibility improved data hiding in encrypted images 

[4] 

A novel reversible information hiding system in encoded 

images is exhibited in this paper. Rather than implanting 

information in encoded images straight forwardly, a few 

pixels are assessed some time recently encryption so that 

extra information can be inserted in the evaluating mistakes. 

A seat stamp encryption calculation (e.g. AES) is connected 

to the rest pixels of the image and a unique encryption plan is 

intended to scramble the assessing mistakes. Without the 

encryption key, one can’t access the first image.  

E. Reliable Detection of BPCS Steganography [5] 

Image steganalysis has pulled in expanding consideration as 

of late. BPCS steganalysis is at present a hot research theme. 

Albeit some BPCS steganalysis strategies have been 

proposed, these techniques have their constraints. In this 

paper, we propose another way to deal with recognize BPCS 

steganography. The approach, in light of factual components, 

can recognize the presence of mystery message in spatial 

area, as well as in change space. To assess the proposed 

steganalytic system, two cases of identification are 

performed. It is demonstrated that the exactness of 

identification of the presence of mystery message in images 

is generally high. Test comes about and hypothetical 

examination demonstrates that the proposed technique is a 

viable steganlytic strategy for BPCS-steganography. 

F. A Secure BPCS Steganography against Statistical 

Analysis [6] 

Factual investigation in light of unpredictability histogram is 

a capable steganalytic procedure for distinguishing the 

nearness of mystery message installed in the advanced 

images utilizing bit-plane multifaceted nature division 

(BPCS). This paper proposes an enhanced BPCS calculation 

that can successfully oppose factual examination. We set 

distinctive edge values at various piece planes, joining many-

sided quality with the attributes of human visual framework 

whereby a human is less touchy to the areas with higher or 

lower dim qualities, to choose obstructs for inserting. Trial 

comes about demonstrate that receiving the enhanced 

calculation can viably oppose factual examination in view of 

the multifaceted nature histogram, and the stego- image has 

preferred quality over BPCS Steganography. 

III. PROPOSED ALGORITHM 

The Entire process of the system can be summarized as 

follows:  

 Data owner select the multimedia file and secrete text 

file. 

 Encrypt the secrete file by reversing its contents. 

 Hide the encrypted secrete file into multimedia file. 

 Upload the stego multimedia file onto server. 

 Data user downloads the stego multimedia file from 

server. 

 Extract the encrypted secrete file from stego multimedia 

file. 

 Decrypt the encrypted secrete file. 

 Reverse the decrypted contents and get original secret 

file. 

BPCS is a Bit Plane Complexity Segmentation 

algorithm. BPCS provides a good visual imperceptibility. In 

BPCS, data hides in MSB plane along with the LSB planes. 

In BPCS an image can be divided into bit planes like 

informative segment and noise like patterns. In informative 

segments portion consists of simple information easily seen 

by human. And in noise like patterns complex patterns are 

used to hide information. BPCS increases the capacity of 

images for data hiding. BPCS works on different bit planes. 

It is the most secured technique & provides high security. It 

divides bit planes in 8x8 blocks. Let A is an 8-bit grayscale 

image, therefore A= [A7 A6 A5 A4 A3 A2 A1 A0] are the bit 

planes of the image where A7 is the most significant bit plane 

and A0 is the least significant bit plane. AES is a new 

cryptographic algorithm which can be used to protect 

electronic data. AES is a block cipher of symmetric key 

which are use the keys of 128, 192, and 256 bits, and encrypts 

as well as decrypts contents in blocks of 128 bits. The same 

numbers of bits have the data which encrypted which 

obtained by block ciphers that the input data had. A loop 

structure use by Iterative ciphers that permutations as well as 

substitutions of the input data performs repeatedly. The AES 

algorithm is depends on permutations and substitutions. A 

permutation means that rearrangements of data and 

substitutions are the replacement of the data i.e. replaces one 

unit of data with another. Using several different techniques, 

AES performs permutations and substitutions. 

A. AES Algorithm 

1) Step 1: Key Expansions:  

For each round AES needs a different 128-bit block of round 

key also one more. 

2) Step 2: Initial Round 

Add Round Key–with a block of the round key, eachbyte of 

the state is combined using bit wise xor. 

3) Step 3: Rounds 

 Sub Bytes–in this step each byte is replaced with another 

byte. 

 Shift Rows–for a certain number of steps, the state’s last 

three rows are moved cyclically. 

 Mix Columns–on the columns of the state a mixing 

operation operates, in each column combining the four 

bytes. 

4) Step 4: Final Round (no Mix Columns) 

 Sub Bytes 

 Shift Rows  
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 Add Round Key. 

B. System Analysis 

In this paper, the reversible process is applied on the user 

data. In this system, there are three main parts: 

 Data owner (DO) 

 Data Hider (server) and 

 Receiver. 

DO first select the input multimedia file. Then, 

selects the secrete data file which user wants to send to the 

receiver. Then, DO reverse the contents of secrete data file 

and encrypt this reversible contents using AES algorithm and 

embed this encrypted reversible secrete data file into the 

multimedia file using BPCS steganography algorithm and it 

will generate a stego file. User will upload this stego file onto 

the server. At receiver side, receiver will download the stego 

file from server then extract encrypted data from stego file. 

After that, user will decrypts the encrypted contents and get 

original data.Fig.1 shows the overall flow of proposed system 

in detail. 

 
Fig. 1: Block diagram of proposed system 

IV. PSEUDO CODE 

 Input= secrete text data; multimedia file 

 Output=encrypted stego file; original secrete data 

User=Sender  

Consider, X, Y, Z, P, S and Enc_S where, 

X= a secrete text file 

Y= a reverse text of X 

Z =encrypted text file. 

P= multimedia file 

S= Stego file 

Enc_S = encrypted stego file 

Let, Y=reverse(X) 

If(true)   then, 

Z=AES.encrypt(Y); 

If(true) then, 

S=BPCS.hide(Z, P); 

If(true) then, 

Enc_S= AES.encrypt(S); 

If(true) then, 

Upload Enc_S on server 

User=receiver 

Get Enc_S from server 

If(true) then, 

S=decrypt(Enc_S) 

If(true) then, 

Z=BPCS.extract(S); 

If(true) then, 

Y=AES.decrypt(Z); 

If(true) then, 

X=reverse(Y); 

If(sender.X==receiver.X) then, 

Receiver get original secrete file successfully. 

Else 

Receiver does not get original secrete file. 

V. EXPERIMENTAL RESULTS 

 
Fig. 2: File Encryption 

 
Fig. 3: Embed File 

 
Fig. 4: Upload File 

 
Fig. 5: Extract File 
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Fig. 6: Decrypt File 

 
Fig. 7: Histogram of original and stego image 

Following table shows comparison between existing 

algorithm LSB and proposed system algorithm. 

Feature LSB BPCS 

Invisibility Low High 

Payload Capacity High Medium 

Robustness against 

image manipulation 
Low High 

PSNR Medium High 

MSE Midium Medium 

Table 1: Comparison between existing algorithm 

LSB and proposed system algorithm 

VI. CONCLUSION 

In the existing system RIT is developed only for images. And 

for the Steganography purpose it uses less secure algorithms 

like LSB so by using the proposed system these drawbacks 

will be eliminated. Proposed system is used to develop 

efficient and robust system which embed the secrete data into 

multimedia which gains security and avoids the attention of 

hackers and hacking tools from secret information which is 

concealed into multimedia file.  
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