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Abstract— Inter-Vehicle communication provides 

enthusiasm to many researches and innovative automobile 

industries. As introduction of inter-vehicle communication, 

it might be possible for vehicles to communicate with each 

other and this will provide intelligent transportation system 

as well as enhance the services for drivers and passengers. 

Thus by a Mobile Ad-hoc Network (MANET), it is an 

infrastructure less, decentralized multi-hop network where 

the mobile nodes are free to move anywhere, thus making 

the network topology dynamic. Blackhole attack is a serious 

hazard in malicious node add spoof route & advertise 

shortest path to destination node & absorb all data packet in 

it. In this paper we have survey and compare the existing 

solution to blackhole attack on AODV protocol using 

different TCP variant. Simulation based analysis of the 

protocols have also been done using NS-2.35. 
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I. INTRODUCTION 

In MANET, network structure continuously changes 

drastically, because of mobility of nodes. Thus, it would to 

be organizing by them self and they have to configuring 

their wireless network. Hence, nodes make use of random 

access wireless channel to direct the data. The nodes in 

MANET act as hosts as well as routers that routes data it to 

others nodes in network. If the destination node is not in the 

range, then a routing procedure is always required to trace 

the effective path between source and destination so that the 

forwarded packet must reach to its correct destination. 

MANET has no fixed infrastructure and it play a 

role as in end-points or routers in the network. This type of 

network, has very useful self-intelligence in existing 

scenario of the costly fixed infrastructure and somehow it 

physically not possible. MANET has great capability where 

setting fixes establishment networks is not possible, hence it 

also helpful in natural calamities and disaster. During such 

situations communication and sharing of information in 

emergencies are possible via ad-hoc networks, which take 

full advantage of the features of wireless communication 

including fast and temporary setup, portability and mobility. 

Ad-Hoc networks can establish communication by 

temporarily without depending on the conventional 

communication infrastructure setup.  This gives us sufficient 

time to restore damage setup or communication 

infrastructure. 

Mean while due to heavy traffic and large number 

of road accidents concept of intelligent transportation 

system (ITS) has introduce. It provides enhanced features to 

automobile industries. Vehicular ad-hoc network (VANET) 

is a name given to ITS. VANET is an advance mobile ad-

hoc network, where vehicles are communicating nodes. 

With the help of this, vehicle can transmit and receive the 

data with nearest node. 

IEEE has also approved IEEE 802.11p standard for 

wireless access in vehicular transportation system. Here 

only major issue with VANET is design an effective routing 

protocol to get rid off the complexity with it like mobility, 

volatility, network scalability. Thus it is a challenging task 

to the researchers to introduce a standardized and 

appropriate routing protocol for dynamic environment of 

VANET. 

 In this paper, the performances of the AODV 

protocols are studied by using NS2 source codes. This is 

done with the help of *.nam and *.tr files. The performance 

metrics is analyzed and evaluated. 

II. APPLICATION OF VANET  

General Utility applications would increase the protection of 

the people in the vehicle, as well as roadside walking 

people. This system may save lives by reducing the incident 

of accident.  

Increase Resource performance means smooth 

traffic efficient. Now a days human traffic is everywhere in 

cities and they mostly rely on roadways which appropriate 

increase the traffic congestion, and congestion is becoming 

an increases severe problem itself. But, managed traffic 

results, less congestion and less consumption of fuel, it will 

reflect in efficient use of resources.  

Friendly Assistance in Services: it extends positive 

assistance to drivers and travelers. This makes driving more 

comfortable by providing access to different services like as 

easy toll payment without stopping and internet access while 

traveling. 

A. Classification of Routing protocol in MANET:  

 

III. AD-HOC ON-DEMAND DISTANCE VECTOR (AODV) 

PROTOCOL 

AODV protocol of MANET doesn’t have a fixed topology 

in structure of a network. This is basically required for 

wireless communication for the nodes and links are created 

whenever it required. Only sequence number of routing 

table is used to verify whether the routing information is up-

to-date or not and also it is also useful to prevent routing 

loop problem. When routes are created on demand, source 

node broadcast route request (RREQ) packet to their 

neighbors and neighbors relay the same until it reached to its 

destination. After completion of process, destination node 

sends request reply (RREP) packet to source node using the 

same path from which request packet came. 
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A. Working of AODV 

As mentioned above, paths are formed when required. 

Therefore, each node plays the role as a specialized router in 

the network. This routing information also keeps two 

separate counters:  

1) Node sequence number . 

2) Broadcast- ID 

Whenever a source node going to communicate 

with its destination, it increments its broadcast-id and 

initiates path discovery by broadcasting a route request 

packet (RREQ) to its nearby node.  

 
Fig. 1: 

The RREQ contains the following fields: 

Source-address 

Source-sequence 

Destination address 

Destination -sequence 

Hop-count 

The RREQ packet is identify uniquely by of 

source-address and broadcast id pair. Later new route entries 

from source to destination for all nodes are maintained. The 

subsequent node updates routing information and propagates 

new RREP only. 

1) If the Destination sequence number is greater, or 

2) If the new sequence number is same and hop count is 

small, or otherwise, it just skips the new RREP. This 

ensures that algorithm is loop-free and only the most 

effective route is used. 

B. Advantages of AODV 

1) AODV is suitable for VANET, because of its dynamic 

nature. 

2) This protocol is used for unicast as well as multicasting 

of packets.  

C. Limitations of AODV 

1) Requirement on broadcast medium: The algorithm 

requires every node in the broadcast medium can detect 

other node broadcasts. 

2) Initially route is not known, so the request packet 

travels from one node to other node in a network to find 

out route information on demand. During travel, it 

maintains the address of all nodes through which it 

passing through, so the reverse path can be formed. 

Hence it consumes bandwidth. 

3) It has less efficient route maintenance technique; 

because the routing information is always obtained on 

demand which also contain common traffic information 

and that cannot be reused. 

4) AODV lags its support for high throughput routing: 

AODV is designed to support the shortest hop count 

metric. This metric favours long and low bandwidth 

links in place of short and high-bandwidth links. 

5) As this protocol is reactive in nature, so until the flow is 

initiated, it will not discover a route. Therefore route 

discovery latency or time is high for large mesh type 

network. 

IV. TCP VARIANTS 

A. TCP RENO:  

RENO is the basic principle of Tahoe, such as slow starts. It 

adds some intelligence so that lost packets are detected 

earlier and the pipeline is not emptied every time even 

packet is lost. Reno gets quick acknowledgement when a 

segment is received. The only logic for this is that whenever 

we receive a duplicate acknowledgment, then it could have 

been received if the next segment is in desired sequence, has 

delayed in the network and the segments reached to out of 

order or that the packet is lost. If we receive multiple 

numbers of duplicate acknowledgements then it means that 

sufficient time have passed and even if the segment had 

taken a longer path, it should have gotten to the receiver by 

now. There is a very high probability of lost. So Reno 

suggests an algorithm called ‘Fast Re-Transmit’. When we 

receive 3 duplicate ACK‘s it indicate that the segment was 

lost, hence re-transmission of the segment held without 

waiting for timeout. 

So that we manage it to re-transmit the segment 

with the pipe almost full. RENO makes other modification 

is in that after a packet loss, it does not curtail the 

congestion window to 1. Since this empties the pipe. 

Entrance it into an algorithm, which we call ‘Fast-Re-

Transmit’.  

Problems: RENO shows well over TCP when the 

packet losses are small. But when we have multiple packet 

losses in one window then RENO doesn‘t perform too well 

and its performance is almost the same as Tahoe under 

conditions of high packet loss. When the window is very 

small the problem arises, when the loss occurs then we 

would not receive sufficient duplicate acknowledgements 

for a fast retransmit and we would have to wait for a coarse 

grained timeout. Hence it cannot detect multiple packet 

losses very effectively.  

B. New RENO 

New RENO has slight modification over TCP-RENO. It 

detect multiple packet losses and thus is much more efficient 

that RENO in the event of multiple packet losses. When it 

receives multiple duplicate packets, New RENO, enters into 

fast-retransmit, like as RENO. But, it differs from RENO, it 

doesn’t exit fast-recovery until all the data was outstanding 

or correct at the time until fast recovery is acknowledged.  

The execution of fast-recovery phase in Reno, 

when a fresh new ACK is received then there are as two 

following:   

 If it ACK‘s all the segments which were outstanding 

when we entered fast recovery then it exits fast recovery 

and sets CWD to threshold value and continues 

congestion avoidance like Tahoe.  

 If the ACK is a partial ACK then it anticipate that the 

next segment in line was gone lost and it re-transmits 

that segment and sets the number of duplicate ACKS 

received to zero. It goes out of fast recovery when all 

the data in the window is acknowledged. 
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Problems: New-Reno suffers from the fact that it takes only 

one RTT to detect each packet loss. As the ACK for the first 

retransmitted segment is received then we can deduce which 

segment is lost. 

C. TCP VEGAS  

TCP implementation in Vegas is with modification of the 

RENO. It bases on the fact that to encounter congestion 

proactive measure is effective than reactive. It tried to get 

around the problem of coarse grain timeouts by suggesting 

an algorithm which checks for timeouts at a very efficient 

schedule. Also it overcomes the problem of requiring 

enough duplicate acknowledgements to detect a packet loss, 

and it also suggests a modified slow start algorithm which 

prevents it from congesting the network. The three 

important changes introduce by Vegas are:  

New Re-Transmission Mechanism: Vegas extend 

form of the retransmission mechanism of RENO. It keeps, 

when each segment was sent and it also calculates an 

estimate of the RTT by keeping track of how much long 

time it takes for the acknowledgment to get it back.  

Congestion avoidance: TCP Vegas is some 

different in its behavior during congestion avoidance. It not 

uses the loss of segment to signal that there is congestion. It 

determines the congestion by a decrease in sending rate as 

compared to the expected rate, as result of large queues 

building up in the routers.  

Modified Slow-start: Algorithms of TCP Vegas is 

differs from the other during its slow-start phase. The reason 

for this modification is that when a connection first starts it 

has no idea of the available bandwidth and it is possible that 

during exponential increase it shoots the bandwidth by a 

sufficient amount and thus congestion induces. To this end 

Vegas increases exponentially only every other RTT, 

between that it calculates the actual sending through put to 

the expected and when the difference goes above a specific 

threshold it exits slow start and enters  in  congestion 

avoidance phase. 

V. CLASSIFICATION OF VANET ATTACK 

 
Fig. 2: Classification of VANET Attack 

A. Black Hole Attack 

Black hole attack is malicious node and use same routing 

protocol that network used. The malicious node define in 

network that it is an only shortest path to the destination. 

The intention of the node may be to bottleneck the path 

finding process the packet being sent to destination. 

There are two type of Black hole attack can be described in 

AODV: 

1) Internal Black hole attack:  

This fits in between the routes of given source and 

destination. As soon as it gets the chance the malicious node 

make itself as an active data route element.  

2) External Black hole attack:  

Physically stayed outside of the network and deny access to 

network traffic. External attack becomes a kind of internal 

attack. 

Black hole attack can be classified into two category 

1) Single Hole:  

In network one node is there which work as a malicious 

node.  

2) Collaborative Black Hole Attack: 

More than one node work as a malicious node. It’s also 

called attack with multiple malicious node.  

B. Simulation Tool: 

NS2 (Network Simulator) developed at UC Berkeley. NS is 

very widely used simulation tool for routing and multicast 

protocol, but basically it used in ad-hoc networking 

research. C++ and the language used in NS-2 is C++ & 

Object-oriented Tool Command Language (OTcl). Here 

C++ is used as backend where as OTcl has been used as 

frontend. 

NS-2 is a discrete event scheduler to organize the 

events such as packet and timer expiration. Centric event 

scheduler cannot accurately analysis. 

C. SIMULATORS USED : 

Developing a VANET in practical application in too 

difficult and expensive. So that, to test and to evaluate the 

protocols, we use simulators. Simulation of protocol is the 

initial step of implementation of VANET protocols. 

Communications network simulator are now available to 

provide the tool for testing and evaluating network 

protocols, such as Qualnet ,NS-2 & OPNET.  

D. Simulation parameters: 

Following parameters has been used to analyze the behavior 

of routing protocols named as performance parameters: 

1) Throughput –  

It is defined as amount of data per unit time that has been 

delivered to one node from another. It is calculated in Kbps.  

2) End to End delay- 

It is the average time taken by data packet to propagate from 

source to destination across network. It includes various 

delays introduced because of route discovery, queuing, 

propagation and transfer time.  

3) Packet Delivery Fraction-  

It is the ratio of the data packets received by the destinations 

to those generated by the sources. With the help of PDF one 

can understand how well a protocol can transfer packet from 

source to destination.  

Energy- It is total amount of remaining energy by the nodes 

after the competition of communication or simulation. Its 

unit is  “Joule” 

TCP Reno 

PDR 

Nodes without With Attack Prevention 

20 86.04 24 85.08 

40 81.15 17.8 80.45 
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60 79.86 18.88 79.12 

 
Throughput 

Nodes without With Attack Prevention 

20 256.1 124 255,21 

40 315.2 311 314.44 

60 167.1 235 166.52 

 
Energy 

Nodes without With Attack Prevention 

20 76.3 85.3 75.13 

40 72.4 86.1 71.34 

60 70.6 92.3 69.56 

 
End to End Delay 

Nodes without With Attack Prevention 

20 67.2 192.3 66.12 

40 56.2 173.1 55.61 

60 54.2 123.3 53.32 

 
TCP Vegas 

PDR 

Nodes without With Attack Prevention 

20 86.3 17 85.72 

40 85.2 12.9 84.05 

60 78.3 19.2 77.65 

 
Throughput 

Nodes without With Attack Prevention 

20 420.2 274 419.45 

40 361.3 211 360.34 

60 581.2 325 580.55 

 
End to End Delay 

Nodes without With Attack Prevention 

20 78.2 30.9 77.02 

40 92.1 76.2 91.51 

60 81.2 90.3 80.42 

 
Energy 

Nodes without With Attack Prevention 

20 84.5 90.3 83.15 

40 86.3 92.5 85.73 

60 58.5 87.3 57.95 
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New Reno 

PDR 

Nodes without With Attack Prevention 

20 90.2 12 89.72 

40 96.3 11.8 95.53 

60 97.2 9.8 96.03 

 
Throughput 

Nodes without With Attack Prevention 

20 315.2 234 314.82 

40 310.3 209 309.23 

60 319.4 165 318.14 

 
End to End Delay 

Nodes without With Attack Prevention 

20 101.2 202.3 100.31 

40 152.3 153.2 151.56 

60 168.2 136.2 167.82 

 

Energy 

Nodes without With Attack Prevention 

20 83.2 90.2 82.42 

40 75.7 93.2 74.17 

60 86.3 91.3 85.11 

 

VI. CONCLUSION AND FUTURE WORK  

The performance of three TCP variants was compared; they 

are TCP RENO, TCP New RENO and TCP Vegas. After 

analyzing the performance from simulated data and graphs 

obtained, it was found that TCP Vegas is better than other 

two TCP variants for sending data and information due to its 

better Packet Delivery Fraction and Avg. end- to- end delay 

in both high and low mobility.  

The future work of this project can be done in following 

areas:  

1) The performance analysis of variants of TCP under 

other routing protocols like DYMO, DSR, OLSR, 

DSDV.  

2) Elaborate the range of analysis by considering other 

new TCP‘s like HS-TCP, TCP WESTWOOD etc.  

3) Working using the other two propagation models in ns2 

- Shadowing model and free space model. 

4) May considering more performance metrics like 

Bandwidth Delay Product, Routing Overhead, and Total 

route requests sent, Retransmission attempts etc.  
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