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Abstract— Compromised node and denial of service are two 

key attacks in wireless sensor networks (WSNs). Wireless 

sensors have been widely deployed for a variety of 

applications, ranging from environment monitoring to 

telemedicine and objects tracking, etc. For cost effective 

sensor placement, sensors are usually not tamperproof 

devices and are deployed in places without monitoring and 

protection, which make them prone to different attack-s. Due 

to their limited capabilities, wireless sensor nodes are subject 

to physical attacks that are hard to defend against. The energy 

consumption of Gossip Crypt is lower than a public-key 

based solution by several orders of magnitude. In this paper, 

we propose a location-aware clone detection protocol, which 

guarantees successful clone attack detection and has little 

negative impact on the network lifetime. . Like in all shared-

medium networks, medium access control (MAC) is an 

important technique that enables the successful operation of 

the network. One fundamental task of the MAC protocol is to 

avoid collisions from interfering nodes. There are many MAC 

protocols that have been developed for wireless voice and 

data communication networks. The ring structure facilitates 

energy efficient data forwarding along the path towards the 

witnesses and the sink. 

Key words: ERCD Protocol, MAC Protocol, RED Protocol, 

WSN 

I. INTRODUCTION 

A. Wireless Sensor Network 

A wireless sensor network (WSN) is wireless Network 

consisting of   spatially distributed. Autonomous devices 

using sensors to monitor physical or environmental 

conditions. Most sensors are   powered by battery, and 

sensors will die when the battery is used up. Dead sensors 

may cause network partition that affects the normal operation 

of WSNs. Therefore, the foremost tissue in wireless sensor 

networks (WSNs) is to utilize power efficient communication 

and networking techniques to extend the lifetime of sensors. 

Recently, security in WSNs has attracted great attention, as 

design simplicity and limited capacity of sensors make them 

prone to different types of attacks 

 
Fig. 1: Sensor Network 

The threat of a clone attack can be characterized by 

two main points: 

A clone is considered totally honest by its neighbors. 

In fact, without global countermeasures, honest nodes cannot 

be aware of the fact that they have a clone among their 

neighbors. To have a large amount of compromised nodes, 

the adversary does not need to compromise a high number of 

nodes. Indeed, once a single node has been captured and 

compromised, the main cost of the attack has been sustained. 

Making further clones of the same node can be considered 

cheap. To the best of our knowledge, with the exception of 

the protocol proposed in [45] and reviewed in the following, 

only centralized or local protocols have been proposed so far 

to cope with the clone attack. While centralized protocols 

have a single point of failure and high communication cost, 

local protocols do not detect replicated nodes that are 

distributed in different areas of the network. In this work, we 

look for a network self-healing mechanism, where nodes 

autonomously identify the presence of clones and exclude 

them from any further network activity. In particular, this 

mechanism is designed to iterate as a “routine” event: It is 

designed for continuous iteration without significantly 

affecting the network performances, while achieving high 

clone detection rate. 

In this paper, we analyze the desirable properties of 

distributed mechanisms for detection of node replication 

attack [17]. Lastly, inspired by [45], we propose a new 

randomized, efficient, and distributed (RED) protocol for the 

detection of node replication attacks, and we prove that our 

protocol does meet all the above cited requirements. We 

further provide analytical results when RED and its 

competitor face an adversary that selectively drops messages 

that could lead to clone detection. Finally, extensive 

simulations of RED show that it is highly efficient as for 

communications, memory, and computations required and 

shows improved attack detection probability (even when the 

adversary is allowed to selectively drop messages) when 

compared to other distributed protocols. 

B. Environmental Monitoring 

Many initial WSNs have been deployed for environmental 

monitoring which involves collecting readings over time 

across a volume of space large enough to exhibit significant 

internal variation. Red wood trees are so large that entire 

ecosystems exist within their physical envelope. Climate 

factors determine the rate of photosynthesis, water and 

nutrient transport, and growth patterns. Substantial variations 

are known to exist over the volume of an individual specimen, 

and researchers believe that the microclimate structure varies 

over regions of the forest. 

C. Sleep Scheduling 

The maximal detection delay for an event occurring at this 

point is defined as the longest time that may elapse before the 

event is detected by a nearby node. The average detection 
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delay for this point is defined as the average time elapsed until 

the event is detected. The maximal detection delay for the 

entire area is the largest value of all maximal detection delays 

at points in the area. Similarly, the average detection delay 

for the area, denoted γ, is the average value for all detection 

delays of all points. Trivially, when the area is sensing 

covered both the maximal detection delay and the average 

detection delay for the areas are 0, since all events are 

detected immediately. 

D. Clone Node Detection 

A malicious user may compromise some sensors and acquire 

their private information. Then, it can duplicate the sensors 

and deploy clones in a wireless sensor network (WSN) to 

launch a variety of attacks, which is referred to as the clone 

attack. As the duplicated sensors have the same information 

E. Problem Statement 

In rechargeable wireless sensor network a sensor cannot be 

always beneficial to conserve energy when a network can 

harvest excessive energy from the environment due to its 

energy replenished continually and limited energy storage 

capacity. The Proposed system consider energy consumption 

and memory storage in the design of clone detection protocol, 

i.e., an energy- and memory-efficient distributed clone 

detection protocol with random witness selection scheme in 

WSNs. . In previous work, we proposed an energy-efficient 

ring based clone detection (ERCD) protocol to achieve high 

clone detection probability with random witness selection, 

while ensuring normal network operations with satisfactory 

network lifetime of WSNs 

II. LITERATURE SURVEY 

A. ERCD: An energy-efficient clone detection protocol in 

WSNs 

Wireless sensor networks (WSNs) play an increasing role in 

a wide variety of applications ranging from hostile 

environment monitoring to telemedicine services. The 

hardware and cost constraints of sensor nodes, however, 

make sensors prone to clone attacks and pose great challenges 

in the design and deployment of an energy-efficient WSN. In 

this paper, we propose a location-aware clone detection 

protocol, which guarantees successful clone attack detection 

and has little negative impact on the network lifetime. 

Specifically, we utilize the location information of sensors 

and randomly select witness nodes located in a ring area to 

verify the privacy of sensors and to detect clone attacks. The 

ring structure facilitates energy efficient data forwarding 

along the path towards the witnesses and the sink, and the 

traffic load is distributed across the network, which improves 

the network lifetime significantly. Theoretical analysis and 

simulation results demonstrate that the proposed protocol can 

approach 100% clone detection probability with trustful 

witnesses. 

B. GRS 

The green, reliability, and security of emerging machine to 

machine communications. 

Machine-to-machine communications is 

characterized by involving a large number of intelligent 

machines sharing information and making collaborative 

decisions without direct human intervention. Due to its 

potential to support a large number of ubiquitous 

characteristics and achieving better cost efficiency, M2M 

communications has quickly become a market-changing 

force for a wide variety of real-time monitoring applications, 

such as remote e-healthcare, smart homes, environmental 

monitoring, and industrial automation. However, the 

flourishing of M2M communications still hinges on fully 

understanding and managing the existing challenges: energy 

efficiency (green), reliability, and security (GRS). Without 

guaranteed GRS, M2M communications cannot be widely 

accepted as a promising communication paradigm. In this 

article, we explore the emerging M2M communications in 

terms of the potential GRS issues, and aim to promote an 

energy-efficient, reliable, and secure M2M communications 

environment. 

C. Distributed detection of clone attacks in wireless sensor 

networks 

Wireless Sensor Networks (WSNs) are often deployed in 

hostile environments where an adversary can physically 

capture some of the nodes, first can reprogram, and then, can 

replicate them in a large number of clones, easily taking 

control over the network. A few distributed solutions to 

address this fundamental problem have been recently 

proposed. However, these solutions are not satisfactory. First, 

they are energy and memory demanding: A serious drawback 

for any protocol to be used in the WSN-resource-constrained 

environment. Further, they are vulnerable to the specific 

adversary models introduced in this paper. The contributions 

of this work are threefold. First, we analyze the desirable 

properties of a distributed mechanism for the detection of 

node replication attacks. Second, we show that the known 

solutions for this problem do not completely meet our 

requirements. Third, we propose a new self-healing, 

Randomized, Efficient, and Distributed (RED) protocol for 

the detection of node replication attacks, and we show that it 

satisfies the introduced requirements. Finally, extensive 

simulations show that our protocol is highly efficient in 

communication, memory, and computation; is much more 

effective than competing solutions in the literature 

D. Distributed detection of node replication attacks in 

sensor networks 

The low-cost, off-the-shelf hardware components in 

unshielded sensor-network nodes leave them vulnerable to 

compromise. With little effort, an adversary may capture 

nodes, analyze and replicate them, and surreptitiously insert 

these replicas at strategic locations within the network. Such 

attacks may have severe consequences; they may allow the 

adversary to corrupt network data or even disconnect 

significant parts of the network. Previous node replication 

detection schemes depend primarily on centralized 

mechanisms with single points of failure, or on neighborhood 

voting protocols that fail to detect distributed replications. To 

address these fundamental limitations, we propose two new 

algorithms based on emergent properties (Gligor (2004)), i.e., 

properties that arise only through the collective action of 

multiple nodes. Randomized multicast distributes node 

location information to randomly-selected witnesses, 

exploiting the birthday paradox to detect replicated nodes, 

while line-selected multicast uses the topology of the network 

to detect replication. Both algorithms provide globally-aware, 

distributed node-replica detection, and line-selected multicast 
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displays particularly strong performance characteristics. Our 

results naturally extend to other classes of networks in which 

nodes can be captured, replicated and re-inserted by an 

adversary. 

E. Sleep-based Topology Control for Wakeup Scheduling in 

Wireless Sensor Networks 

Wireless sensor network applications require both energy-

efficiency and low latency for reporting urgent but rare 

events. Various wakeup scheduling schemes have been 

proposed to save energy by employing duty cycles and to 

reduce end-to-end delay by synchronizing nodes' wakeup 

times and shortening setup latencies. 

F. An Optimal Wake-Up Scheduling Algorithm for 

Minimizing Energy Consumption while Limiting Maximum 

Delay in a Mesh Sensor Network 

An algorithm for maximizing the lifetime of a sensor network 

while guaranteeing an upper bound on the end-to-end delay. 

We prove that the proposed algorithm is optimal, and that it 

requires simple computing operations that can be 

implemented by simple devices. To the best of our 

knowledge. The proposed algorithm significantly increases 

the lifetime of the network, while guaranteeing a maximum 

on the end-to-end delay. 

III. SYSTEM ANALYSIS 

A. Existing System 

Most approaches mainly focus on improving clone detection 

probability without considering efficiency and balance of 

energy consumption in WSNs. In most existing clone 

detection protocols, the required buffer storage size depends 

on the network node density, i.e., sensors need a large buffer 

to record the exchanged information among sensors in a high-

density WSN, and thus the required buffer size scales with 

the network node density 

B. Proposed System 

The Proposed system consider energy consumption and 

memory storage in the design of clone detection protocol, i.e., 

an energy- and memory-efficient distributed clone detection 

protocol with random witness selection scheme in WSNs. An 

energy-efficient ring based clone detection (ERCD) protocol 

to achieve high clone detection probability with random 

witness selection. 

C. System Architecture Design 

 
Fig. 1: System Architecture 

IV. IMPLEMENTATION 

The implementation process begins with preparing a plan for 

the implementation system.  According to this plan, the other 

activities are to be carried out. In this plan, discussion has 

been made regarding the equipment, resources and how to 

test the activities. Thus a clear plan is preparing for the 

activities. The system can be implemented only after 

thorough testing in done and if found to work according to 

the specification. 

If involves careful planning, investigation of the 

current system and its constraints on implementation, design 

of methods to achieve the changeover, an evaluation of 

changeover methods apart from planning.  Two major tasks 

of preparing the implementation are education, training of the 

users and testing the systems.  System analysis and design 

efforts will be more for complex systems beings 

implemented.  Based on policies of individuals organization 

an implementation coordinating committee has been 

appointed. 

A. Equipment Acquisition 

According to the above plan, the necessary equipment has to 

be acquired to implement the new system.  Prime Tech has 

all the hardware requirements for installing and maintaining 

the package. 

B. Program code preparation 

One of the most important development activities is the code 

of programming.  The system DFD’s and other channels are 

converted to modular programs.  They have to be complied, 

tested and debugged. 

C. Performance Analysis 

Simulation of our algorithm for r-WSNs was done by c# 

software with up to 10-20 nodes and 1-5 sinks are randomly 

deployed in a 100m*1000m square field. The maximum 

communication range of each node is set to be 100m.  Every 

two nodes can communicate with each other directly within 

their transmission range. 

D. Probability of Clone Detection 

In distributed clone detection protocol with random witness 

selection, the clone detection probability generally refers to 

whether witnesses can successfully receive the verification 

message from the source node or not. Thus, the clone 

detection probability of ERCD protocol is the probability that 

the verification message can be successfully transmitted from 

the source node 

E. Energy Consumption and Network Lifetime 

Wireless sensor nodes are usually powered by batteries, it is 

critical to evaluate the energy consumption of sensor nodes 

and to ensure that normal network operations will not be 

broken down by node outage. Since witness sets in our ERCD 

Protocol are generated based on ring structure, sensor nodes 

in the same ring as similar task 

F. Data buffer capacity 

Usually, sensors are of small size and have very limited 

capacity of both data buffer and energy battery. In this 

subsection, we analyze the required data buffer capacity, also 

referred to as data buffer of sensors to evaluate the 

performance of the proposed ERCD protocol. Let denote the 

required packet storage size for being a witness of a sensor 

node. 
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V. CONCLUSION 

This system is proposed distributed energy efficient with 

clone detection protocol with random witness selection. 

Specifically, we have proposed the ERCD protocol, which 

includes the witness selection and legitimacy verification 

stages. Both of our theoretical analysis and simulation results 

have demonstrated that our protocol can detect the clone 

attack with almost probability 1, since the witnesses of each 

sensor node is distributed in a ring structure which makes it 

easy be achieved by verification message. In addition, our 

protocol can achieve better network lifetime and total energy 

consumption with reasonable storage capacity of data buffer. 

This is because we take advantage of the location information 

by distributing the traffic load all over WSNs, such that the 

energy consumption and memory storage of the sensor nodes 

around the sink node can be relieved and the network lifetime 

can be extended. 
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