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Abstract— A PTP Approach in Network Security for 

Misbehaviour Detection system presents a method for 

detecting malicious misbehaviour activity within networks. 

Along with the detection, it also blocks the malicious system 

within the network and adds it to Blacklist. Malicious node is 

defined as a compromised machine within the network that 

performs the task provided by i.e. it does not forward the 

legitimate message to another node in the network or sends 

some other message to a neighbour node. This system is 

based on Probabilistic threat propagation. This scheme is 

used in graph analysis for community detection. The 

proposed system enhances the prior community detection 

work by propagating threat probabilities across graph nodes. 

To demonstrate Probabilistic Threat Propagation (PTP) 

considers the task of detecting malicious node in the network. 

Proposed System also shows the relationship between PTP 

and loopy belief propagation. 
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I. INTRODUCTION 

A PTP approach in network security for misbehaviour 

detection system present a method for detecting malicious 

misbehavior activity within networks. Along with the 

detection, it also blocks the malicious system within the 

network and adds it to Blacklist. Malicious node defined as a 

compromised machine within the network that performs the 

task provided by server i.e. it does not forward the legitimate 

message to another node in the network or send some other 

message to a neighbour node. This system is based on 

Probabilistic threat propagation. This scheme is used in graph 

analysis for community detection. The proposed system 

enhances the prior community detection work by propagating 

threat probabilities across nodes. To demonstrate 

Probabilistic Threat Propagation (PTP) considers the task of 

detecting malicious node in the network. Proposed System 

also shows the relationship between PTP and loopy belief 

propagation. 

Intrusion Detection Systems Nevertheless,  none  of  

the  above  solutions  offer  protection  from  both  inside  and  

outside  intruders. Intrusion detection systems, on the other 

hand, can do this.  Those intrusion detection systems are 

necessary because simple security mechanisms, such as 

cryptography, cannot offer the needed security.  For example 

cryptographic mechanisms provide protection against some 

types of attacks from external nodes, but it will not protect 

against malicious inside nodes, which already have the 

required cryptographic keys.  Therefore, intrusion detection 

mechanisms are necessary to detect these nodes.   In this 

section we describe IDS architectures for widely known 

networks. 

II. PROPOSED SYSTEM 

Trace back (IPT) is a method that enables the proper 

identification of the source of a packet on a network and may 

at the same time provide the full or partial path reconstruction 

of that packet as it traverses the network. Proposed 

mechanism is consists for following steps. 

A. Module 1 Source Port and Destination Port 

If source port or destination port is blank or 0 then it will 

treated it as zombie packets.  

B. Module 2 Checksum 

Network data transmissions often produce errors, such as 

toggled, missing or duplicated bits. As a result, the data 

received might not be identical to the data transmitted, which 

is obviously a bad thing. Because of these transmission errors, 

network protocols very often use checksums to detect such 

errors. If the checksum field of incoming packets is empty or 

contains invalid value then that packet will be treated as 

zombie.  

C. Module 3 Time to Live 

Time-to-live (TTL) is a value in an Internet Protocol (IP) 

packet that tells a network router whether or not the packet 

has been in the network too long and should be discarded. 

TTL is an 8-bit field so its value ranges from 0 to 255. If TTL 

field of incoming packets contains value outside the range 

then that packet will be treated as zombie packet.  

D. Module 4 Total Length 

Total length defines the entire packet (fragment) size, 

including header and data, in bytes. So header length must be 

less than that of total length.  

E. Module 5 

A SYN flood is a form of denial-of-service zombie in which 

a zombier sends a succession of SYN requests to a target's 

system in an attempt to consume enough server resources to 

make the system unresponsive to legitimate traffic. 

 Detection rate (DR) Detection rate is defined as the ratio 

between the numbers of correctly detected anomalous 

measurements to the total number of anomalous 

measurements. 

 
DR=Number of correct classified anomalous 

measurements / Total number of anomalous measurements × 

100% 

 False alarm rate (FA) is the ratio between the numbers of 

normal measurements that are incorrectly misclassified 

as anomalous to the total number of abnormal 

measurements. 

FA=Number of misclassified normal measurements 

/ Total number of anomalous measurements × 100% 
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 False positive rate (FP): is the ratio between the numbers 

of abnormal measurements that are incorrectly 

misclassified as normal to the total number of normal 

measurements. 

 

The proposed system is useful in Network intrusion 

Detection System and Host-based Intrusion Detection, which 

exactly finds the source of zombie by studying the variation 

of packed size in travelled path. Our solution will also be 

applicable on decentralized network because we have 

included verification methodology at each hop. Verification 

methodology provides detection accuracy in host based 

solution to cover whole network segment. Is countermeasure 

before zombie happened? 

Attacker knows all three except the keys. Once they 

have all three components, they can attack on the keys. 

 An attacker tries every possible key until he finds a 

match. 

 Given that he knows cipher text and cipher (algorithm), 

he can decrypt the message and see whether it matches 

the plaintext. The time taken for a brute force attack 

depends on the key size. 

 The idea I had was to use MD5 hashes for that Each 

object has a built-in function called GetHashCode(). This 

method returns an Integer, although according to the 

name of the method, you would expect a string. That's 

because these HashValues are intended to be used as 

Keys in e.g. a HashTable. 

 But fortunately, there exists a class named 

MD5CryptoServiceProvider in the System.Security. 

Cryptography namespace. Unfortunately, this class is not 

easy to use. The main problem for most programmers 

could be that the class only accepts a byte-array as input 

and not a reference to an object. So I decided to wrap all 

the needed functionality into a generator class. This class 

could then generate the Hash for me, and I have to write 

just one line of code. 

 The codefile above contains a class called 

MD5HashGenerator. This class has a static method 

.generateKey (Object sourceObject), which does the 

"magic" for you. 

III. SYSTEM DESIGN 

 
Fig. 1: Data Flow 

During a malicious detection using PTP system the 

following steps follows 

1) Initially sender sends a packet to the receiver. 

2) Shortest path select between sources to a receiver. 

3) IF (receiver ! receive packet) 

4) PTP detects the malicious node present in the path 

between sources to the receiver. 

5) IF (malicious node = present) then 

6) This system Block that node and add to it in Blacklist. 

7) Select another short path and forward packet from this 

new path to the receiver. 

8) Receiver receives the packet. 

 
Fig. 2: Data Delivery Ratio 

IV. DESIGN ENVIRONMENT OR VIRTUAL ENVIRONMENT FOR 

NETWORK SCENARIO 

Here with the help of Tools box, user can design a network as 

experimental output. Data packet can be sent from source to 

destination by selecting appropriate node. Network can be 

constructed in Virtual environment by deploying node from 

tool box.  Here ‘n’ number of nodes can be deployed in design 

environment. Any type of network can be design in. The 

modify system will automatically adopt the defence 

mechanism according to newer zombies will study in future 

work. Misuse detection refers to techniques that use patterns 

of known Clones e.g., more than three consecutive failed 

logins or weak spots of a system (e.g., system utilities that 

have the “buffer overflow” vulnerabilities) to match and 

identify Clones. The sequence of attack actions, the 

conditions that compromise a system’s security, as well as the 

evidence (e.g., damage) left behind by Clones can be 

represented by a number of general pattern matching models. 

For example, NIDES uses rules to describe attack actions, 

STAT uses state transition diagrams to model general states 

of the system and access control violations, and IDIOT uses 

Colored Petri nets to represent Clone signatures as sequences 

of events on the target system. The key advantage of misuse 

detection systems is that once the patterns of known Clones 

are stored, future instances of these Clones can be detected 

effectively and efficiently. However, newly invented attacks 

will likely go undetected, leading to unacceptable false 

negative error rates.  

We are assuming data packet for this we are using 

method available in dot net environment. Packet depends on 

its types and on the protocol. Normally, a packet has a header 

and a payload. The header keeps overhead information about 

the packet, the service and other transmission related things. 

Such as data packet structure, structure include source IP 

address, destination IP address, sequence number of packet, 

type of service, flags etc. 

The main aim of our proposed work is to develop 

defence mechanisms against DDos zombie in which our 

objective is to design a simulation environment with the used 

of dot net framework 3.0 where following objective is 

achieved. 
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 Design of Dynamic network 

 Secured Date Packet 

 Intruder detection and their Countermeasure 

V. CONCLUSIONS 

The system has program which verifies the packet and its 

behaviour. Which will be verifies at each pass of packet in the 

network if any anomalies are found the packet will be block 

from entering into the network. For this purpose the packets 

are protected by encryption and provided with the security 

key pass by chipper. Md5 is provided for to enhance the 

protection layer for the packet which will be protected. 
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