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Abstract— Steganography and cryptography are most 

popular and highly used technique to tackle data/information 

so that its existence can be hidden. These techniques can be 

applied in computer science mainly for data transmission of 

highly secured files and documents between international 

governments, to protect e-mail messages, and very 

importantly credit card information, and corporate data, etc. 

Cryptography manipulates a data so it cannot be understood 

whereas Steganography hides the data so that it seems it never 

existed. A secret message, for example, might produce 

suspicion on the receiver side while a hidden data generated 

with steganographic technique will not. Steganography can 

be utilized when cryptography is not allowed. When 

encryption and cryptography are deprived, steganography 

can come into picture where a secret data or message can be 

passed on secretly. Steganography does not work when the 

“foe” is able to recognize the content of the secret message, 

cryptography does not work when the “foe” detects a secret 

message lying in the steganographic medium. The practices 

which study techniques for decoding secret messages and 

recognizing hidden data are called cryptanalysis and 

steganalysis.The aim of this paper is to build a system to 

embed secret data inside cover file using an improved LSB 

information hiding algorithm (using 3rd significant bit), 

using a combination of information hiding and cryptography. 

Through the implementation and comparison of the peak 

signal-to-noise ratio (PSNR), it shall be concluded that the 

improved LSB information hiding algorithm using the 

encryption technology is better than general LSB 

steganographic method with better security and higher 

PSNR. 
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I. INTRODUCTION 

Data hiding can be termed as the process of imbibing the data 

signal into the cover of any digital media like 

image/audio/video to get the composite signal. Below are the 

three main requisites of data hiding system. 

1) Perceptual Transparency  

2) Capacity 

3) Robustness 

 
Fig. 1:  Techniques of Data Hiding 

The ciphered data can be recognized by those who 

know how to decode data it to its original state. 

Steganography is way of transmitting secret 

data/message such that, apart from the sender and intended 

receiver, no one can suspect the existence of the secret 

message. The word steganography is derived from Greek 

origin which implies "concealed writing". 

 
Fig. 2:  Concept of Steganography 

Steganography should not be confused with encryption 

Encryption camouflages the content of the message 

with the existence of the message is being obvious. 

Steganography camouflages the existence of the message 

itself. Additional security is obtained if steganography can be 

combined with encryption. 

II. STEGANOGRAPHY 

Steganography came into picture in 1985 with the 

introduction of personal computers which were applied to 

steganography problems.  

 
Fig. 3: Block Diagram of Steganography 

In steganography, the cover file implies any digital 

media file. It could be image, audio, video, text etc. which has 

a capability to hold the secret information. A secret message 

could be hidden in a plaintext, cipher text, images, or 

anything that can be embedded into a bit stream. Combination 

of the cover file carrier and the embedded data file is called a 

stegnographic-carrier. Hiding information requires a 

stegnographic key which becomes additional secret 

information, such as a password which is required for 

embedding the secret message. For instance, when a secret 

message is ciphered within a cover file, the outcome product 

is a stegnographic -image. The formula of the process can be 

represented as: cover file + embedded data file + 

stegnographic key = stegnographic medium 
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Fig. 4: Graphical Version of the Steganographic System 

The benefit of steganography is that it can be used 

to transmit secret and highly confidential messages without 

the fact of the transmission being recognized.  

A. Applications of Steganography: 

 Secure Confidential Files and documents 

 Cipher passwords and Encryption Keys 

 Transmit Highly Private Documents between 

International Governments 

B. Types of Digital Media Steganography: 

Steganography can be used for most of the digital file 

formats, but formats which have high degree of redundancy 

are preferably suitable. Redundancy can be stated as bits of 

an object which provide accuracy much greater than required 

for the object’s use. The redundant bits of an object are bits 

which can be tampered without the tamper being easily 

detected. Image/audio/video files specially meet this 

necessity.  

 
Fig. 5: Types of Steganography 

Images are most popular cover or carriers used for 

Steganography. In the digital images domain, different image 

file formats exist (gif, jpeg, png etc.) which are available for 

particular applications. Some remarkable work has been done 

in reference to data hiding method in digital media while 

others are still under experimentation. In present times, audio 

and video steganography are widely acceptable by many 

users.  

1) Image Steganography: 

Using image files as carriers for steganographic messages 

takes advantage of limited capabilities of human visual 

system. Some more popular method for embedding messages 

in image files can be categorized into two main groups, image 

domain methods and transform domain method. 

Steganography in images can be classified into two divisions: 

Spatial-domain based Steganography and the Transform 

domain based Steganography. In spatial domain scheme, the 

ciphered data is embedded directly. In this, the most common 

steganography method is the least significant bits (LSB) 

insertion method. In LSB method, least significant bits of the 

pixels are substituted by the message bits which are permuted 

before embedding. 

2) Audio Steganography: 

Embedding ciphered messages into digital sound is known as 

audio steganography. Audio steganography is technique of 

hiding information in audio signals in such way that existence 

of secret data may not be recognized easily. Audio 

Steganography can embed messages in WAV, MP3 and AU 

sound files. The properties of Human Auditory System are 

exploited in audio steganography.  

To embed data secretly into digital audio file there 

are few techniques available: 

 LSB Coding 

 Parity Coding 

 Spread Spectrum Coding 

 Phase Coding 

3) Video Steganography: 

Video Steganography refers to using video as a cover object 

(carrier file) to hide secret message inside the video file by 

using some embedding procedure. Video Steganography is 

increasingly popular because unlimited information can be 

hidden inside the video frames due to its large size and 

capacity to carry secret data. Video steganography overcomes 

the disadvantage of image steganography where only limited 

amount data can be embedded behind cover image. Secret 

data may be text, image, video, audio, multimedia files.  All 

this techniques are widely used in military applications and 

scientific research where most of the data is confidential and 

secretly transferred to other party. 

III. RELATED WORK 

1) Xinyi Zh––ou, Wei Gong, WenLong Fu. “An improved 

method for LSB based color image steganography 

combined with cryptography” Computer and 

Information Science (ICIS), 2016 IEEE/ACIS, 25 

August 2016. In this paper, LSB algorithm of color 

image using secret key is be proposed, combining 

information hiding and cryptography, increasing the 

human eye visual features, and the identity 

authentication based on digital signature and encryption 

technology to improve the security of information 

hiding. 

2) Rupali Jain, Jayshree Boaddh, “Advances in digital 

image steganography” Innovation and Challenges in 

Cyber Security (ICICCS-INBUSH), 2016 International 

Conference on ,15 August 2016. In this paper, some 

views in the development of image steganography are 

presented, the particular field is selected because of its 

good capability to hide data without easily discoverable 

by the human visual system. 

3) Rupali Bhardwaj, Divya Khanna. “Enhanced the security 

of image steganography through image encryption 

“India Conference (INDICON), 2015 Annual IEEE, 31 

March 2016. In this paper, we are presenting some views 

in the development of image steganography, the 

particular field is selected because of its good capability 

to hide data without easily discoverable by the human 

visual system. 

4) Pulkit Khandelwal, Neha Bisht, Thanikaiselvan V. 

“Randomly hiding secret data using dynamic 

programming for image steganography”, Computing and 

Network Communications (CoCoNet), 18 February 

2015. Data hiding in multimedia systems is a ubiquitous 

practice encouraging secret communication of highly 

confidential information among different parties. To 

accomplish such a task, a steganographic system is to be 

realized. Adding to the plethora of algorithms designed 

to hide secret data in images, a new data hiding scheme 
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based on Energy and Cost of the Image has been 

proposed. Energy of an image describes the relationship 

between adjacent pixels which is based on its potential. 

Offshoots of Dynamic Programming are used to estimate 

the cost of the image and further random traversal is 

employed to select the pixels in which data is to be 

embedded. The information in the form of bits is 

embedded in each of the selected pixel in a predefined 

manner. 

IV. PROPOSED SYSTEM FRAMEWORK 

Fig.6 depicts end-to-end functioning of the digital media 

steganography process of embedding the encrypted secret 

message using public key cryptographic algorithm, RSA into 

the 3rd layer of the cover file. 

 
Fig. 6: Flow Diagram of proposed system 

On the sender side, the text file which has to be 

embedded into a cover file is encrypted using public key 

cryptographic algorithm, RSA. The cipher text obtained is 

then embedded in the 3rd LSB bit using LSB algorithm. The 

final cover file then contains the secret message embedded 

into it. On the receiver side, the embedded cover file is 

selected to extract the secret message. The ciphered message 

is then decrypted using RSA decoding method and the secret 

messages are compared before and after embedding. Also, 

comparisons are made based on PSNR of both original cover 

file and embedded cover file, to indicate that less noise 

intrusion have occurred even after changing the 3rd LSB bit 

of the original wave. 

V. ALGORITHMS & METHODOLOGIES 

A. Least Significant Bit Technique: 

Least significant bit (LSB) algorithm used in this paper is a 

three-dimensional domain steganography in substitution 

method, primarily based on the concept of replacing 

information in the least bit of cover image with confidential 

information. For 256 gray scale cover image, the gray scale 

value of each pixel can be used to represent 8-bit binary, 

taken out a certain bit of all pixels constitute a certain bit 

plane. For example, the least significant bit of all the pixels 

constituting the least significant bit plane. The higher is the 

bit plane, the greater the contribution of the gray. 

Here, the binary representation of the hidden data is 

taken and overwrite the LSB of each byte within the cover 

file. 

Consider, we have the given representation for the 

cover image in binary form. 

10010101 00001101  

10010110 00001111  

Suppose we want to "hide" the following 4 bits of 

data: 1011,  

We get following, 

10010101 00001101  

10010110 00001111 

Where each data bits is accommodated in the least 

significant bits of each byte of the image. 

LSB Bit Substitution results in very minor distortion 

of the image which is very much negligible to human eyes. 

 
 Cover Image          Stego Image 

Fig. 7: Cover and Stego Image 

B. RSA Algorithm: 

In this paper, we have used RSA public key cryptosystem, 

which is the first public key algorithm that was used in digital 

encryption and digital signature. It is easy to understand and 

easy to operate. The mathematical theory of RSA algorithm 

is based on a composite number with large number factors is 

decomposed into two prime numbers. In this paper, we have 

used digital signature system of RSA for authentication and 

strengthening security. We should first sign and then encrypt 

in the realization process. 

C. Peak Signal-to-Noise Ratio: 

In the objective evaluation method, the most commonly used 

index is the peak signal to noise ratio (Peak Signal to Noise 

Ratio, PSNR). While calculating PSNR, we must first 

calculate the Square Error Mean (MSE) between the hidden 

image and the cover image. Usually, larger is the value of 

PSNR the more similarity between the hidden image and the 

cover image. In experience, the quality of the image is 

acceptable if the PSNR value is higher than 28dB. PSNR can 

be calculated as show below- 

PSNR = 20.log10 (Max(i))-10.log10(MSE) 

Where Max(i) is the maximum permissible pixel 

value of the image and MSE is the mean square error. 

VI. PROPOSED ALGORITHM 

A. Algorithm for encoding data into cover 

(audio/video/image) file at the publisher side: 

1) Select cover file type for embedding hidden data. 

2) Audio file and video file should play to the end of file. 

So that, any noise will not attract the intruders. 

3) Select a text file which contain the secret information 
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4) View the selected text file content. Encrypt the data in 

the file. 

5) Comparing selected cover file size with selected data file 

size 

If data file size >cover file size 

Indicate error and does not encoding the secret data 

Else 

Embed secret information in cover file in 3rd significant bit. 

6) After encoding secret data, publisher shall select a 

subscriber who shall be able to decrypt the data file from 

cover file.  

B. Algorithm used at receiver side for decoding data from 

cover (audio/video/image) file: 

1) Selected subscriber shall be able to see the assigned 

cover and data file. 

2) On viewing, decrypt the secret information from cover 

file from 3rd significant bit. 

3) In cover file if secret data is present 

Then 

Display the actual data after decoding the data file 

Else 

Display message that no information is hidden in cover file. 

VII. IMPLEMENTATION 

For implementation of the proposed algorithm we have used 

ASP.NET. ASP.NET framework allows users to develop web 

pages form, web application and services. Below tables have 

been populated with the help of structured Query language 

(SQL).The below series of images articulates the 

implementation of proposed algorithm. 

 
Fig. 8: Login using a publisher account and select the cover 

file type (image/audio/video) 

 

 
Fig. 9: Select the cover file 

 
Fig. 10: Select the text file containing the secret message 

 
Fig. 11:  Compare the cover file and text file size, embed the 

secret message present in text file into the selected cover file 

and finally assign it to a subscriber 

 
Fig. 12: Login using above selected subscriber account. The 

assigned cover file and text file will be listed with a view 

data action. 

 
Fig. 13: Click on view data and decrypt the secret message 

from the cover file 

 
Fig. 14: Originally selected cover file will be visible 

VIII. RESULT 

Experiments output has undoubtedly shown that the message 

is transmitted via steganography technique using LSB 

algorithm (3rd bit replacement) without disturbing the original 

file. The System was test by implementing various test 

scenarios. 

 Varied sizes of text file were embedded into same 

audio/video/image file. 

 Same text file was embedded into different 

audio/video/image file. 
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Fig. 15: Steganography results at 3rd and 5th bit 

IX. CONCLUSION 

This paper aims on improving image/audio/video 

steganalysis algorithm combined with human visual 

characteristic, supported by the key ideas of cryptography 

and RSA algorithm of public key encryption system for 

further enhancing the LSB algorithm security and application 

in digital media. With correct implementation of the proposed 

system framework, it shall be concluded that LSB method 

provides enhanced security as compared to other DCT or 

DFT techniques. 

X. FUTURE SCOPE 

In future research, the design will be further evaluated and 

compared with different products. In our thesis work we have 

proposed a new approach that gives better quality of the 

image post encoding the original image by using the LSB 

technique because later has a drawback that affects the 

resolution the original image after encoding, so the image 

quality gets burst. The main purpose of this project is to 

cultivate a steganographic application that provides good 

application security. The proposed approach provides 

enhanced security and can protect the message from attacks. 

The image resolution doesn’t change much and is negligible. 
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