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Abstract— Digital Watermarking (DW) is a crucial field for 

copyrights of a diversity of electronic documents and media.  

DW is a technique of mixing information into a digital signal 

(DS). In DW we work on 2 pictures one is for watermark 

image (WI), which is cover on the first image (secondary 

image) that offers protection to the picture. It acts as a digital 

mark, presenting the picture an excellent decision of 

possession or authentication. DW technique is very inspiring 

for image authentication (IA) or protection for attacks. This 

paper a review on DW their classification, application, 

techniques, attacks and also tampering detection (TD) in DW.  

We proposed a new algorithm for DW and tampering finding 

technique, by combing these techniques, we are able to 

improve the protection of image. 

Key words: Digital Watermarking, DCT, DWT, Tempering 

I. INTRODUCTION 

Generally Watermarks are symbols which are added to the 

paper while manufacturing it for identification of 

manufacturer. First watermark were noticed in Italy during 

13th century. [1]In recent years. Internet has become a very 

popular tool to transfer information. Information like text, 

sound, images and videos are transmitted through internet. 

That’s why researchers have been facing many issues like 

confidentiality, reliability and availability. DW is one of the 

right solutions to solve this problem. The essential idea of 

DW is to insert the information i.e. watermark into a host 

image (HI). Then that watermarked image will be transmitted 

over the internet and at the receiver side information is 

extracted. 

DW procedure is broadcast monitoring, Transaction 

Tracking, and CP, Temper finding, data hiding and Content 

Authentication etc. several goals may be achieved by 

embedding the watermark into medical picture. DW 

technique is wide utilized in medical applications as CT scan 

and tomography must be transmitted over the internet for 

correct diagnosing. DW method is moreover used for the 

tamper proofing and authentication. DW has wide selection 

of application as well as variety of   image processing (IP) 

techniques. The DW applications 3 vital goals are 

1) If patient lost his/her medical image, then WI 

authenticates the patient. 

2) To protect the copyright and truthfulness of medical 

image watermarking (IW) is hired. 

3) To guard the patient’s data from unauthorized people. 

Patient’s statistics, medical doctor analysis and 

Electronic Patient Records (EPR) may be embedded 

within the picture as hidden watermarks. We can also add 

doctor’s identification code in the medical pictures. 

A. Types of Watermarks 

The watermarking embedded into a media object is of two 

types that can either be perceptually visible or invisible. 

1) Visible Watermark (VW) 

A visible watermark is a seen transparent picture this is 

overlaid on the main picture. It might be honestly seen 

through human eye. Examples of VW are Name or 

company’s brand or any copyright information. VW is used 

so that it can be read by receiver. 

2) Invisible Watermark 

Human eyes are not able to detect invisible Watermark. The 

signal is not changed to great extent by invisible watermark. 

[1] 

II. IMAGE TAMPERING 

Image tampering (IT) is outlined as “adding or removing 

critical functions from a picture without leaving any obvious 

lines of tampering” and as a consequence IT is considered as 

intentional manipulation of images for malevolent functions. 

There are varied techniques for counterfeiting picture and 

these will be classified into three broad classes. Copy-Move 

attack, additionally also known as Cloning, is a technique in 

which instead of having an external picture as the source, it 

uses portion of the first base picture as its source. Therefore, 

the source and therefore the destination of the changed picture 

originate from the same image. Photoshop Clone Stamp Tool 

can be used to achieve such type of forgery. Blurring is 

sometime applied on the border of the changed region to 

reduce the impact of irregularities between the first and 

pasted region. The second kind of IT techniques is understood 

as Image-Splicing that may be a technique that involves a 

composite of two or more images which are combined to 

make a fake image. Thus, by sticking together photographic 

images a spliced image is being obtained. And therefore the 

third category of image tampering technique is understood as 

Image Retouching (IR) in which certain features of picture 

are being enhanced or reduced in order to make the picture 

extra appealing. Thus, this type forgery is taken into 

consideration less dangerous and is used on the whole by way 

of the magazine editors.[2]. 

III. DIGITAL WATERMARKING WORKING PRINCIPLE 

Each DW technique follows the two algorithms. First one 

because the embedding and different one because the 

detecting set of rules. These two approaches are equal for all 

the kind of watermarking techniques. In Embedding method 

the watermark is embedded within the cover image (CI) by 

using the embedding algorithm Figure 1 shows the 

watermarking embedding method. 

 
Fig. 1: Embedding Method 

In detection or extraction method the embedded 

watermark (EW) is detected or recovered by using the 
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detection algorithm. Figure 2 shows the watermark detection 

method. 

In detection or extraction process the EW is detected 

or recovered by using the detection algorithm. Figure 2 shows 

the watermark finding process. 

 
Fig. 2: Extraction Method 

IV. APPLICATION, REQUIREMENT AND ATTACKS OF DIGITAL 

IMAGE WATERMARKING  

In this section we introducing the review of some common 

application, requirement and attacks on watermark. Digital 

based content can be safe by watermarking.  

A. Application  

Some applications of watermark are 

1) Original Owner Identification 

The conventional shape of identity of actual ownership turned 

into visual mark may be easily copied but now invisible 

watermark the usage of to overcome this problem of fake 

watermark.  

2) Publication Monitoring & Copy Control  

Tracking of illegal distribution is possible because the real 

owner can be recovered by unique data in watermark. An 

significant role is played by DI in the age of information 

technology. 

3) Monitor Broadcasting 

It can confirm the content which is supported to transmit. 

4) Fingerprinting 

Set of fingerprint hosted in a single picture. 

5) Temper Detection 

Fragile watermark (FW) is now using for TD. 

6) Copyright Protection (CP) 

In condition of fake possession this watermark used as proof. 

7) Medical Purpose 

The designing of watermark which contain all necessary 

information of patients is possible. 

8) Image or Content Authentication & Description 

The inserted watermark contains detailed information as 

labeling & captioning etc. 

9) Convert Communication 

By embedding distinctive image secretly exchanging of 

message is feasible. 

B. Requirements 

The inserted watermark has to offer some commonplace 

requirements as 

1) Robustness  

It suggests the resistance potential against diverse assaults. If 

the watermark designed beneath low frequency (LF) part of 

the photograph, it needs to be an awful lot robust against 

geometric distortion, filtering and compression. If watermark 

build beneath high frequency (HF) part, it should be with-

stand against gamma correction, brightness adjustments, 

cropping and histogram equalization (HE).   

2) Perceptual Transparency  

It should be imperceptible to human eyes & its quality doesn’t 

affect under signal processing attacks.   

3) Non-Blind versus Blind  

Non-blind utilize both the secret key & original image, Blind 

utilize secret key, and Semi-Blind utilize bit sequence of 

watermark & secret key.   

4) Payload  

It ought to be sufficient for retrieval of the inserted 

watermark.  

5) Capacity  

It showing majority of info contained via watermark.  

C. Attacks 

The attacks are   categorized into two types as  

 Intentionally: It is applied with actual aim of destroying 

or copy the secret information. 

 Unintentionally: It impaired by processing the data by 

mistake such as compression or improvement the picture. 

Some types of attacks are: 

1) Geometric Attack  

It includes affine transform as scaling, rotation and 

translation. Mosaic attacks and Pixel jittering etc.   

2) Cryptographic Attacks  

It deal with cracking the security of unique data, it includes 

oracle attacks. For hiding information of multimedia content 

using DIP is very useful way associated with trouble of CP.   

3) Removal & Interference Attacks  

It includes compression, de-noising, quantized noise, re-

modulating, collusion noise storms and averaging picture.   

4) Simple Attacks 

It consists of cropping, addition of noise and conversion into 

analog or wavelet based totally compression. 

5) Protocol Attacks  

It include IBM attacks that are known as inversion, faux to 

authentic attacks, deadlocks.   

6) Disabling Attacks 

It is used for smash correlation among watermarked & 

original picture. It includes cropping, geometric attacks (GA), 

rotation at fix position and insertion of picture element in 

image.[3] 

V. CLASSIFICATION OF WATERMARKING TECHNIQUES  

Digital watermarking (DW) techniques is classified into 

multiple classes dependent upon the different domains. 

According to working domain watermarking technique is 

separated into two domains named as spatial domain (SD) 

and frequency domain. According to human perception 

watermarking technique is classified into invisible 

watermarking technique and visible watermarking technique. 

Based on application domain watermarking technique is 

separated into source based watermarking technique and 

destination based technique. In this paper we have a focused 

on only working domain based watermarking techniques. The 

SD techniques deal with the pixels. In frequency area (FD) 

picture is segmented into more than one frequency bands. 

usually used SD techniques are LSB, predictive coding 

scheme & correlation based techniques. Typically used FD 

techniques are DWT, DFT, DCT. Compared to SD 

techniques FD techniques are better in terms of robustness 

and imperceptibility. Table1.Comparison between SD and 

FD. 

Factors Spatial Domain 
Frequency 

Domain 

Computation Cost Low High 
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Robustness Fragile More Robust 

Perceptual Quality High Control Low Control 

Computational 

Complexity 
Low High 

Computational 

Time 
Less More 

Capacity High Low 

Example of 

Application 

Mainly 

Authentication 
Copy Rights 

Table 1: Classification of Watermarking Techniques 

A. Spatial Domain Watermarking in Spatial Domain 

WI is stand for in the form of pixels. In this process 

embedding is performed after changing the pixels values. In 

this techniques intensity values and color values of some 

selected pixels are modified .Commonly used method in the 

spatial domain techniques is least significant bit. Following 

are the main steps that are used to perform LSB process. 

1) Select the host image and watermark image.  

2) Choose the number of bits of host image so that it can 

maintain the quality of the image.  

3) Quality of image depends upon the number of bits 

chosen. Embed the MSB of watermark or secret image 

in LSB of host image.1. Select the cover image and 

watermark image  

1) Host image 

(10011010 00010000 10111111 01010101) 

2) Watermark image 

(1 1 0 0) 

3) Watermarked image 

(10011011 00010001 10111110 010101000 

B. Frequency Domain Watermarking 

FD watermarking is desired over the SD watermarking due to 

the fact the watermark placed by them cannot be effortlessly 

destroyed and changed by means of the attackers. Within the 

FD the watermark is embedded via changing the magnitude 

of coefficients in a remodel area (TD). FD additionally 

referred to as time domain. Time domain primarily based 

watermarking techniques offer high capability and high 

strength against several Due to the embedding of watermark 

into the changed coefficients of the transformed picture; it's 

far extra robust as contrast to SD [13]   

1) Discrete cosine transform (DCT)  

DCT represents a finite sequence of information factors in 

time period of a sum of cosine capabilities oscillating at one 

of kind frequencies. It transforms the SD in to the FD. It is 

more robust and same as DFT. DFT uses complex number 

and DCT uses real numbers. DCT divides a picture into 

different frequency bands which are high, middle and low 

frequency bands. Steps in DCT block based watermarking 

algorithm are following [14]  

1) Divide the image into non overlapping blocks of 8*8.  

2) At each block apply forward DCT.  

3) Implement some block selection criteria. 

4) Implement coefficient choice standards. 

5) Embed the watermark via enhancing the selected 

coefficient. 

6) Apply inverse DCT transform on each block 

𝑦(𝑗, 𝑘) = √
2

𝑀
√

2
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𝛼𝑗𝛼𝑘 ∑ ∑{𝑥(𝑚, 𝑛) ∗ cos
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2)  Discrete Fourier transform (DFT) 

By using DFT continuous functions are transformed into its 

corresponding FD components. It decomposes a picture in 

sine and cosine wave form. There are two types of embedding 

procedures are used in DFT. One is the direct embedding 

technique and the second one is template based technique. In 

direct embedding technique embedding of watermark is 

performed after modification of DFT magnitude phase 

coefficients. In template based technique templates are used. 

It is used to calculate the transformation factor. DFT is useful 

for the periodic, digital signals or discrete time. In this 

complex values are used. It can be recovered from geometric 

distortion due to RST invariant.   

3) Discrete wavelet transform (DWT) 

DWT is multi resolution analysis. It divides the picture into 

four sidebands. One part is LF of original image, the one 

bottom left contains vertical detail of the original image. Top 

right contains HF of original image. This process is repeated 

until the whole signal has been completely decomposed. 

DWT is more robust in comparison to DFT because it works 

in time as well as in frequency. FT only deals with frequency 

component.  

 
Fig. 3: DWT decomposition of Image Using 1-Level 

Pyramid 

LL 

Approximation 

sub band 

HL 

Horizontal 

sub band 

LH 

Vertical 

sub band 

HH 

Diagonal 

sub band 

Fig. 4: One level DWT decomposition 

C. Joint DWT-DCT 

DWT –DCT based hybrid watermarking algorithm improved 

the watermarking performance in comparison to DCT based 

approach. Its highly robust and more secured technique. 

Arnold transform is used to improve the security and 

robustness, because in this approach watermark is firstly 

scrambled. The reason of using hybrid approach is based on 

the fact that join transform could make up for the drawbacks 

of each other. The application of joint DWT-DCT effects in 

better imperceptibility and robustness. In the DWT-DCT 

based totally approaches following steps are followed. [4]. 

 Apply DWT to unique image and selected LL sub band 

at stage 1.  

 Divide this LL sub band into 8*8 blocks.  

 Apply DCT to each block and then find mid band 

frequency coefficients. 

VI. LITERATURE SURVEY 

Mashruha Raquib,et.Al.(2017) [5] at some point of this paper, 

a brand new adaptive DIP model primarily based on modified 
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Fuzzy C-means (FCM) clustering is proposed. For watermark 

embedding way, we used DWT. A segmentation approach 

XieBeni FCM is used to become aware of the segments of 

original photograph to expose appropriate places for 

embedding watermark. We additionally pre-processed the 

host photo the use of Particle Swarm Optimization (PSO) to 

help to the clustering system. The goal is to recognition on 

proper segmentation of the picture in order that the embedded 

watermark can resist commonplace picture technique attacks 

and supply protection to DI. Many attacks were performed on 

the WIs and original watermark was extracted. 

Sanjay Kumar, et.al. (2016) [6] DW enables us to 

protect ownership rights on digital multimedia, such as audio, 

image and video data. DW is digital signal carrying 

information of the creator or distributor of the media. DW is 

inserted into digital media in such a way that it is 

imperceptible to the human eye, but it is visible to a computer. 

A watermarking assault is any processing which could impair 

watermark detection. There are distinctive forms of attacks 

which could affect the WI which consist of cropping, noise 

(salt & pepper, Gaussian), rotation and so forth. 

Abhishek Basu et.al. (2016) [7] Digital domain is 

today’s most preferred area for data processing and 

transmission. In case of data augmentation or authorized 

replication, copyright protection has become an exigent 

challenge. Here a SD image watermarking scheme is 

developed through a pixel based saliency map where the 

inadequate nature of human visual system is utilized. The 

experimental results and a brief assessment with some 

existing frameworks confirm that this proposed scheme not 

only makes the information transparent into the cover object 

but also provides superior robustness and hiding capacity. 

N. SenthilKumaran, et.al. (2016) [8] In this paper 

proposed to advantages and that working functionalities. This 

algorithm is verified on different WIs. And it’s providing 

robust and secure results. To measure the effectiveness of this 

algorithm is provide embedding and extracting images. 

PSNR and MSE also calculated the EW pictures. In this DWT 

watermarking embedding result images provide the good, 

secure and robust. In this paper proposed to how to process 

LSB technique. 

Asna Furqan, et.al.(2015) [9] This paper presents a 

sturdy and blind DIW technique to obtain CP. In order to 

guard copyright material from unlawful duplication, diverse 

technologies were evolved, like key-based cryptographic 

approach, DW and so on. In DW, a signature or copyright 

message is secretly embedded within the image via the use of 

a set of rules. In our paper, we implement that algorithm of 

DW via combining both DWT and SVD strategies. 

Anita. Et.Al (2015) [10] in present global, DW for 

picture safety is widely used. Among existing, IW strategies 

DWT have wide variety of functionality. Here this paper 

explains concept of growing new IW. It makes use of the 

DWT after which develops a DWT SVD approach. Even 

DWT have extensive range of capability but while SVD is 

blended with it's going to beautify the robustness of extracted 

picture. 

GirijaNagar, et. al. (2015) [11] present that a novel 

optimization method for DI watermarking in the DWT 

domain. DI watermarking has proved its efficiency in 

protecting illegal authentication of data. 

Nadhir Ben Halima et. al. (2015) [12] Present that 

implemented 3- level Haar-DWT and after that, DCT 

transformation on every chosen HH3 subband is computed. 

In extraction identical procedure is used to retrieve 

watermark logo image from the DCT element of middle 

frequency subband of chosen HH3 subband. 

Ms.Mahejabi Khan et. al.[13] present that a secure 

and robust watermarking algorithm based on the combination 

of image interlacing, DWT &DCT techniques. To reduce the 

bandwidth requirement throughout transmission of WI 

EBCOT algorithm to compress the picture and error 

correcting codes are applied to receive error free content at 

receiver end. 

Ranjan Kumar Arya, et. Al. (2015) [14] present that 

provide higher safety of host picture. Proposed approach is 

implemented using DWT and DCT. WI is inserted in LL sub-

band of host picture by way of dividing it the usage of DWT. 

8x8 blocks DCT is applied on LL sub-band and watermark is 

embedded into last pixel of every block. On the premise of 

watermark pixel price, pixel value of host picture is affected. 

Yong-Gang Fu et al. (2012) [15] proposed a novel 

asymmetric watermarking method that has a private 

watermark and a public watermark. Both the person aspect 

watermark and copyright proprietor’s one are generated from 

the copyright proprietor’s secret keys, and also the watermark 

detection are often over either by public watermark or the 

copyright owner’s personal one. Given the general public 

watermark, it is not possible to guess or eliminate the 

embedded watermark. 

Z. J. Xua, et al. [16] present a generation on picture 

watermark may be very essential within the subject of sign 

processing. The data of IW, moreover because the 

DCT/IDCT had been introduced. A new DW encryption set 

of rules had been introduced which the watermarking facts 

became based at the quantity of the picture. The watermark’s 

embedding and extraction had been performed on 2 pictures. 

The length of watermark was decided by the number of rows 

of the first image. It was said that no matter how big the 

picture was, the length of watermark would be always less 

than the size of the pictures. So the program had been 

validated available by the experiment. The phenomenon that 

the length exceeded had been avoided. 

Minati Mishra et al. (2013) [17] present the two 

popular passive detection techniques, splicing and cloning. 

There exits many other techniques such as detection based on 

examining the lighting environment, camera feature based 

detections, studying the statistical and geometric properties. 

But interestingly the tamper detection techniques and the 

tampering techniques are evolving together. 

Algorithm Advantages Disadvantages 

LSB 

 (simple to implement and understand 

 Low degradation of image quality 

 High perceptual transparency 

 poor strength 

 Vulnerable to noise 

 Vulnerable to cropping, scaling 

DCT 

 Visibility of image won’t get affected 

 Watermark won’t be removed by any 

reasonably attack 

 Block wise DCT destroys invariance properties of the 

system 
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 robust against simple image processing 

operations like low pass filtering, brightness 

and contra adjustment, blurring 

 Some of the upper frequency components gets 

suppressed throughout quantization 

 they are weak against geometric attacks like rotation, 

scaling, cropping etc. 

DWT 

 it’s higher compression  ratios 

 enhanced identification of that information has 

relevancy to human perception 

 This approach shows strength to low-pass and 

median filtering. 

 The use of larger DWT basis functions or wavelet filters 

produces blurring and ringing noise near edge regions in 

images or video frames 

 Longer compression time. 

 high value of computing 

DFT 

 DFT is rotation, scaling and translation (RST) 

invariant 

 it can be used to recover from geometric 

distortions 

 difficult implementation 

 watermark property affects the general  quality of a 

picture otherwise 

Table 2: Summarize the Advantages and Disadvantages of Image Watermarking Techniques Discussed above [18]

VII. CONCLUSION 

This paper present a survey on Digital Watermarking 

Technique, applications and problems related to 

watermarking. Digital Watermarking is more secure digital 

image watermarking and tampering detection approaches. 

We propose a new algorithm by combing both watermarking 

and tampering detection method. This new algorithm is more 

important for secure communication on internet. In frequency 

domain, the technique could be improved by embedding 

coefficients in different areas within the image and further 

more testing with varied embedding strength. The robustness 

property could be also improved by using different attacks to 

the image. In theory, cropping and rotating the image or 

changing the image format such as from jpeg to tiff file could 

be the possible attack to the watermarked image. It is 

concluded that watermarking and tampering detection 

method is very important for image authentication and for 

protection against attacks. 
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