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Abstract— With the advancement of technology, internet of 

things (IoT) is implemented in almost every prevailing field 

to enhance advancement and automation. Electronic health 

(E-health) represents one of the most appealing application 

areas for IoT. The data of patients is recorded in the digital 

form using devices like sensors and is made available on the 

wireless network. Resolving wireless attacks like denial-of-

service attack, eavesdropping, replay attack and providing 

security to the network is of major concern. Various 

cryptographic techniques are presented till date, to secure the 

data in e-health system. In this paper, we give review on 

security of healthcare services based on IoT and various 

encryption techniques used till date, to secure the data in e-

healthcare. 
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I. INTRODUCTION 

A. Overview of IoT 

The internet of things (IoT) is a scenario of connecting 

anything, any place, any service, anyone or any network to 

the internet. It can be defined as a global network that allows 

control and monitoring of the physical environment by 

accumulating, processing, and scrutinizing the data generated 

by smart objects like sensors. The term IoT was first coined 

by Kevin Ashton [4]. IoT allows everything and everyone in 

the virtual as well as physical world to interact with each 

other. This contributes to various applications such as smart 

cities, smart transportation system, smart farming, e-

healthcare, and smart grids. 

B. Overview of E-Health Care in IoT 

Healthcare applications are deemed as propitious areas for 

wireless sensor networks [1], in which patients can be 

monitored using wireless medical sensor networks (WMSN). 

IoT is capable of many medical applications like fitness 

programs, remote health monitoring, elderly care, 

physiological data monitoring, activity monitoring in health-

clubs and monitoring chronic diseases. It also permits to track 

and identify a patient as well as location of doctor online. In 

order to relish this, security of constrained end nodes is 

essential. 

C. Security Issues and Attacks in E-Health Care 

We know that, the physiological information of a person is 

extremely sensitive [1, 2]. The wireless sensor network 

(WSN) inevitably share patients’ data with insurance 

companies, doctors, health coaches and family. Any 

unsanctioned access to patients’ data may provoke a life-

threatening risk to the patient. For example, a body sensor 

network employed to a patients’ body conveys his data to an 

associated caregiver. In such cases, an attacker may cause 

eavesdropping of data and as a result the privacy of the patient 

is breached. Moreover, the attacker may post the information 

on a social networking site like Facebook and the patient may 

also be assassinated after his insurance details are exposed. If 

the patient is suffering from an embarrassing disease then 

he/she may commit suicide to get rid of it. The following 

figure 1 illustrates the risks of body sensor network to a 

patients’ privacy: 

 
Fig. 1: Risks to Privacy of Patient [1] 

The possible security attacks and threats [1] to e-

health care are: 

1) Eavesdropping: It means listening to a private 

conversation secretly. It is most usual threat to the 

privacy of patient. By snooping into the private 

information of patient, an attacker may track the physical 

location of the patient and may adversely harm him. This 

may constitute an earnest threat to patients’ privacy. 

2) Denial of Service Attack: This threat eliminates or 

terminates the ability of network to execute desirable 

functions. This treat could be troublesome in case of 

healthcare applications. 

3) Message Tampering: Tampering means to make 

unauthorized alterations. So as the name depicts, in this 

unauthorized attempts are made to obtain the secret 

message. 

4) Replay Attack: In this, the attacker eavesdrop the 

conversation between two parties and use this 

information as an identity proof to access the network. 

For example, let us suppose that X and Y are two 

communicating parties where X is sender and Y is 

receiver. X is sending password to Y to acquire access to 

the message. But, if an attacker Z is eavesdropping and 

gets the password then he/she can use this password to 

read the left part of the message. 

5) Masquerade Attack: Masquerading means using fake 

identity to access network. Generally the wireless nodes 

are unguarded, so an attacker can easily access them. 

This may provide unrestricted access to attacker who can 

cause masquerade by using illegal node. In this, the 

illegal node appears as a real one to the network and 

further cause false alarms. Masquerading nodes can be 

extremely treacherous and if they replay the bygone 

message repeatedly then this may lead to false treatment 

of the patient. The patients’ physiological data if exposed 

to attacker may constitute a life threat. 
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6) Snooping Attack: In snooping attack, a person or even a 

program pretends as another one by counterfeiting data 

or information.  

7) Threats to Information when in Transit: The ranges of 

wireless communication are not confined and are 

unfortified. In wireless healthcare systems, the sensors 

are used to discern information or data. This data can be 

attacked and could imperil the privacy of patient.  

8) Location Threats: In the IoT based healthcare systems 

the exact location of the patient is required for 

monitoring purposes. These tracking systems are 

generally based on radio signals or some other 

technology. The attacker can easily obtain the details of 

location of patient by receiving and analyzing radio 

signals. 

9) Activity Tracking Threats: The activity tracking threats 

are quite similar to location threat. In this the current 

activity of patient can be tracked by attacker.  

10) Black hole Attack: It depicts the dropping of incoming 

and outgoing of data, without source node being aware 

that the data does not communicate with the desired 

receiver node. 

D. Techniques to Resolve Security Issues in E-Health  

The attacks and threats severely affect the network and may 

damage the system as well as the privacy of involved 

individuals. The prevalent security techniques [2, 3] used in 

IoT based systems are explained below: 

1) Access Control: It involves limiting the information 

access only to the authorized users. It includes physical 

access control and logical access control. Physical access 

control limits the access to rooms, buildings and physical 

assets. Logical access control limits the connection to 

data, system files and computer networks.  

2) Hashing: It involves the use of hash functions. In this, the 

characters are generally transfigured into shorter value of 

fixed length or even a key that signifies the authentic 

string.  

3) Steganography: It involves hiding of private data or 

information in a media of any type like image, audio or 

even video.  

4) Cryptography: It is widely used encryption technique in 

which information is converted into codes that is, plain 

data is converted to encrypted or cipher data. 

Asymmetric key cryptography and Symmetric key 

cryptography are two general types of cryptography. 

5) Asymmetric Key Cryptography: It is also termed as 

public key cryptography. In this, the communicating 

parties are provided with encryption and decryption 

keys. Anyone can use public key to encrypt the message 

but only the holder can decrypt message using paired 

private key. Security is entirely dependent on the secrecy 

of private key. The figure 2 represents an asymmetric key 

encryption scheme. 

6) Symmetric Key Cryptography: It is also termed as 

private key cryptography. In this, the communicating 

parties have access to both encryption and decryption 

keys. The keys signify a shared as well as a secret 

network between the communicating parties. Its major 

drawback is that both the parties have access to the secret 

key. Symmetric key algorithms (like AES) are 

cryptographic algorithms that uses same secret key for 

encryption as well as decryption. The key is secretly 

shared between two or more parties. The figure 3 

represents a symmetric key encryption scheme. 

 
Fig. 2: An asymmetric key encryption scheme 

 
Fig. 3: A symmetric key encryption scheme 

II. LITERATURE SURVEY 

Pardeep Kumar and Hoon-Jae Lee [1], discussed the security 

and privacy issues prevailing in e-healthcare. Some WMSN 

based popular e-healthcare projects were mentioned and their 

security was discussed. Further, various security techniques 

as well as security requirements were also discussed. Some 

of the existing security providing schemes was reviewed and 

security research issues in WMSN based e-healthcare were 

summarized. 

Shastri, et al. [2], discussed some of the security 

techniques for e-healthcare in IoT environment, and 

introduced some of security techniques for data security and 

immunization in IoT based e-healthcare. 

Harshavardhan Kayarkar and Sugata Sanyal [3], 

discussed various security attacks and threats suffered by the 

network database, and the need to eliminate them. In addition, 

some security techniques were discussed to enhance the 

security of the database against various vulnerabilities. 

Puneet Kumar and Shashi B. Rana [4], worked on 

AES algorithm for data security. A modified AES algorithm 

was designed by increasing number of rounds and using one 

time padding (OTP) obtained from polybius square matrix. 

Omar Cheikhrouhou [5], explained that the wireless 

sensor network consists of large number of sensor nodes in 

an unattended harsh environment and exposed to different 

attacks such as replay attack, denial of service attack etc. 

Further, it included a survey of secure group communication 

on wireless network and different approaches like 

centralized, contributory and hybrid were defined. 

Mrs.A.S Bhave and Mr.S.R Jajoo [6], analyzed the 

AES algorithm and substitution box (S-box) structure for data 

security. AES encryption along with decryption was 

scrutinized. 

Hoang, et al. [7], worked on message encryption and 

authentication at MAC level, using AES forward cipher 

function with 128-bit key and cipher block chaining modes. 

An ultra-low power 8-bit AES encryption core was designed. 

The implementation depicted that the proposed AES-CCM IP 
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core had lower power consumption and high resource 

efficiency. 

R.Navinkumar and E.Senthilkumar [8], proposed a 

lightweight encryption algorithm named as transposition 

substitution folding shifting (TSFS) algorithm for security of 

e-health data. 

Rahman, et al. [10], discussed the various security 

threats to IoT. An IoT security framework was proposed to 

eradicate these threats. Further, this security framework was 

used to obtain a secure IoT sensor to cloud ecosystem. The 

basic purpose of this was to successfully convert IoT security 

framework into secure IoT sensor to cloud ecosystem. 

P.Nandhini and Dr.Vanitha [11], analyzed various 

lightweight block cipher algorithms in terms of security and 

specification. The study concentrates on the design of 

encryption algorithms. It was observed that, some of 

lightweight cryptographic algorithms use Feistel network 

while the others used Substitution permutation network. 

Further, the existing lightweight cryptographic algorithms 

were analyzed and it was observed that increasing the number 

of S-boxes in the algorithm enhanced security but increased 

the cost. If the algorithm had enough number of S-boxes 

along with well-designed linear operations, then the security 

increased and the cost depended on the design. 

III. CONCLUSION 

The recent development in the field of IoT has contributed 

copiously to e-healthcare. But, there are many privacy and 

security issues prevailing in IoT based e-healthcare 

applications. In this paper, security issues and security 

techniques are discussed for e-healthcare. Some of encryption 

algorithms for data security are surveyed. Based on survey, it 

can be concluded that a well-planned security mechanism for 

e-healthcare must be designed to ensure a secure network. 
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