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Abstract— Data mining is the extraction of hidden predictive 

information from large dataset and also a powerful new 

technology with great potential to analyze important 

information in the data warehouses. Data objects which do 

not comply with the general behavior or model of the data are 

called Outliers. Outlier Detection in dataset has numerous 

applications such as fraud detection, customized marketing, 

and the search for terrorism. However, the use of Outlier 

Detection for various purposes is not an easy task. In this 

paper, we propose a technique for detecting outliers in an 

easier manner using ECLARANS-DB-scan clustering. We 

analyze our technique to clearly distinguish the numerical 

data from outliers. 
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I. INTRODUCTION 

Outlier is defined as an observation that is inconsistent with 

the remainder of the set of data. Observations having 

integrated squared error greater than a threshold are also 

termed as outliers. Outlier detection has been used in variety 

of applications in real life ranging from identifying crime 

detections, fraudulent transactions, network intrusion, stock 

market, medical data analysis, etc. Outlier detection is also 

termed as anomaly detection, event detection, novelty 

detection, deviant discovery, change point detection, 

intrusion detection, fault detection or misuse detection.  

The types of outliers can be classified into 3 various 

classes namely: x Point outliers which deals with 

multidimensional data types x Contextual outliers based on 

the dependency-oriented data types such as discrete 

sequences, time-series, data and graphs. Every instance to a 

context is defined using the attributes such as Contextual 

attributes and Behavioral attributes. x Collective outliers 

states that the individual data instance is not an outlier 

whereas a collection of related data may form an outlier A  

vast number of unsupervised, semi supervised and supervised 

algorithms are found in the literature for outlier detection.  

These algorithms further can be classified to 

classification-based, clustering-based, nearest neighbor 

based, density based, information theory based, spectral 

decomposition based, visualization based, depth based and 

signal processing based techniques. Outlier detection can be 

done using uni-variety as well as multivariate data in terms of 

categorical as well as continuous attributes. By univariate 

data, description such as shape, center, spread and relative 

position can be found. Using bivariate data, correlation and 

regression using prediction can be carried out, whereas using 

multivariate data, multiple regressions can be done. Simple 

statistical estimates like mean and standard deviation can be 

affected by spread of the data that are lies away from the 

middle of the distribution. Previous studies have shown that 

statistical methods like gaussion and poisson distributions are 

time consuming in detecting outliers in large dataset. 

A. Clustering Approach: 

The process of grouping physical or abstract objects into 

classes of similar objects  

 
Fig. 1: An illustration of cluster 

A cluster is a subset of objects which are “similar” 

A subset of objects such that the distance between any two 

objects in the cluster is less than the distance between any 

object in the cluster and any object not located inside it, a 

connected region of a multidimensional space containing a 

relatively high density of objects. Clustering is a process of 

partitioning a set of data (or objects) into a set of meaningful 

sub-classes, called clusters. 

II. SYSTEM ARCHITECTURE 

As presented in Figure 2, the system architecture which is 

used for pre-processing the data in the dataset. After cleaning 

the data, the DB-scan with statistic equation were utilized to 

detect outliers, remove detected data and extract the desired 

data to get data of high quality. In the next step, ECLARANS 

and DB-scan-ECLARANS algorithm were used to make a 

decision on such data, after analyzing the data to decide on 

the parameters to be used. The important part of this 

technique is that the gradient ECLARANS and DB-scan-

ECLARANS is used to tune the membership function 

parameters. The proposed system architecture method can be 

seen in Figure 2. The details of the proposed method are 

described in next sections. 

 
Fig. 2: System architecture of the work 
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III. CLUSTERING BASED OUTLIER DETECTION 

Consider clusters of small sizes as clustered outliers. In these 

approaches, small clusters (i.e. clusters containing 

significantly less points than other clusters) are considered 

outliers. The advantage of the clustering based approaches is 

that they do not have to be supervised. Moreover, clustering-

based techniques are capable of being used in an incremental 

mode. 

There are various kinds of Clustering based outlier 

detection approach have been proposed which are following: 

A. PAM (Partition around Medoid): 

PAM uses a k-medoid method for clustering. It is very robust 

when compared with k-means in the presence of noise and 

outliers. Mainly it contains two phases Build phase and Swap 

phase. 

Build phase: This step is sequentially select k 

objects which is centrally located. This k objects to be used 

as k-medoids. 

Swap phase: Calculates the total cost for each pair 

of selected and non-selected object. 

PAM Procedure: 

1) Input the dataset D  

2) Randomly select k objects from the dataset G  

3) Calculate the Total cost T for each pair of selected Si and 

non-selected object Sh  

4) For each pair if T si < 0, then it is replaced Sh  

5) Then find similar medoid for each non-selected object  

6) Repeat steps 2, 3 and 4, until find the medoids. 

B. CLARA (Clustering Large Applications): 

CLARA is introduced to overcome the problem of PAM. This 

works in larger data set than PAM. This method takes only a 

sample of data from the data set instead of taking full data set. 

It randomly selects the data and chooses the medoid using 

PAM algorithm [1]. 

C. CLARANS (Clustering Large Applications Based on 

Randomized Search): 

This method is similar to PAM and CLARA. It starts with the 

selection of medoids randomly. It draws the neighbor 

dynamically. It checks “max neighbour” for swapping. If the 

pair is negative then it chooses another medoid set. Otherwise 

it chooses current selection of medoids as local optimum and 

restarts with the new selection of medoids randomly. It stops 

the process until returns the best. 

D. CLARANS Procedure: 

1) Input parameters num-local and max neighbour.  

2) Select k objects from the database object D randomly.  

3) Mark these K objects as selected Si and all other as non- 

selected Sh.  

4) Calculate the cost T for selected Si  

5) If T is negative update medoid set. Otherwise selected 

medoid chosen as local optimum.  

6) Restart the selection of another set of medoid and find 

another local optimum.  

7) CLARANS stops until returns the best.  

E. Enhanced Clarans (Eclarans): 

This method is different from PAM, CLARA AND 

CLARANS. Thus method is produced to improve the 

accuracy of outliers. ECLARANS is a new partitioning 

algorithm which is an improvement of CLARANS to form 

clusters with selecting proper arbitrary nodes instead of 

selecting as random searching operations. The algorithm is 

similar to 

CLARANS but these selected arbitrary nodes 

reduce the number of iterations of CLARANS. 

F. ECLARANS Procedure: 

1) Input parameters numlocal and max-neighbour. Initialize 

i to 1, and min cost to a large number. 

2) Calculating distance between each data points  

3) Choose n maximum distance data points 

4) Set current to an arbitrary node in n: k  

5) Set j to 1.  

6) Consider a random neighbour S of current, and based on 

6, calculate the cost differential of the two nodes.  

7) If S has a lower cost, set current to S, and go to Step  

8) Otherwise, increment j by 1. If j max neighbour, goto 

Step6  

9) Otherwise, when j > maxneighbour, compare the cost of 

current with mincost. If the former is less than mincost, 

set mincost to the cost of current and set best node to 

current. Increment i by 1. If i > numlocal, output best 

node and halt. Otherwise, go to Step 4 

IV. PROPOSED DESIGN 

In difference to earlier work, an important contribution of 

ECLARANS-DB-scan is the formulation of the clustering 

problem in a way that is appropriate for very large datasets 

by making the time and memory constraints explicit. Another 

contribution is that ECLARANS-DB-scan exploits the 

observation that the data space is usually not uniformly 

occupied, and hence not every data point is equally important 

for clustering purposes. So ECLARANS-DB-scan treats a 

dense region of points (or a sub clusters) collectively by 

storing a compact summarization. ECLARANS-DB-scan 

thereby reduces the problem of clustering the original data 

points into one of clustering the set of summaries, which is 

much smaller than the original dataset. Compared with prior 

distance-based algorithms, ECLARANS-DB-scan is 

incremental in the sense that clustering decisions are made 

without scanning all data points or all currently existing 

clusters. 

Clustering is the procedure of categorizing the nodes 

into altered collections through dividing sets of data into a 

series of subsets called clusters. Clusters can be discrete as a 

high density regions or low density area. Density is measured 

as the number of nodes in the “neighborhood”. Clustering is 

a technique to achieve high data density. Density Based 

clustering is an efficient clustering method that determines 

the adequate number of clusters as well as provides the 

appropriate position for any cluster to initiate[4]. In this 

paper, Density based Spatial Clustering of Applications with 

Noise (DBSCAN) [3] algorithm is used for cluster formation. 

It is a density based algorithm which discovers clusters with 

arbitrary shape. The input parameters required for this 

algorithm is, Eps- radius of the cluster and MinPts - minimum 

nodes required inside the cluster. The basic idea behind this 

DBSCAN [3] algorithm is as follows, Eps –neighborhood of 

a Node: The Eps neighborhood of a node p, denoted by NEps 

(p) is defined by 
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NEps (p)={pDB |dist (p,q) ≤ Eps}                      (1) 

There are two kinds of nodes in the cluster, the node 

which is inside the cluster are called core nodes, and nodes 

on the border of the cluster are called border nodes which 

shows in Figure 3. 

 
Fig. 3: Core and Border nodes in Clusters formation 

Directly density-reachable: A node p is directly 

density reachable from a node q wrt. Eps, MinPts if 

1) p NEps (q) and  

2) |NEps (q)| ≥ MinPts                                                                                                                   

Density-reachable: A node p is density-reachable 

from a node q wrt. Eps and MinPts if there is a chain of nodes 

p1... pn, p1 = q, pn = p such that pi+1 is directly density-

reachable from pi as shown in Figure 2. 

Density-connected: A node p is density-connected 

to a node q wrt. Eps and MinPts if there is a node o such that 

both p and q are density-reachable from o wrt. Eps and 

MinPts as shown in Figure 5. 

 
Fig. 4: Density-reachable in DBSCAN 

 
Fig. 5: Density-connectivity in DBSCAN 

Cluster: Let D be a database of nodes. A Cluster C 

wrt. Eps and MinPts is a non-empty subset of D satisfying the 

following conditions: 

1)  p , q: if p  C and q is density-reachable from p wrt. 

Eps and MinPts, then q Є C. (Maximality)  

2)  p , q  C: p is density-connected to q wrt. Eps and 

MinPts (Connectivity) 

Noise: The noise node is defined as the set of points 

in the database DB not belonging to any cluster C, i.e. noise 

= {p  DB |  : p  C}. 

For the duration of the Cluster Formation stage, the 

Density based Spatial Clustering of uses with Noise 

(DBSCAN) algorithm which starts with an arbitrary selects a 

preliminary node p that has not been visited and it retrieves 

all neighbor nodes density accessible from starting node p 

with respect to Eps and MinPts. If the no. of neighbors is 

greater than or equal to MinPts then the cluster is formed. 

And also it discovers the Core nodes and Border nodes. 

Neither Core nodes nor Border node in the area will be 

marked as Noise node.  

The Core node initiates a clustering procedure and 

nearby nodes will be added into the queue for the further 

expansion. Each nodes in a queue will be popped out and find 

the Eps neighbor node for the popped out node. When the 

new node is a core node, all its neighbor nodes will be 

assigned with the current cluster id. Then its unprocessed 

neighbor nodes will be pushed into queue for further 

processing. This process will be repeated until there are no 

nodes in the queue for the further processing.  

DBSCAN could merge two clusters into one cluster, 

if two clusters of different density are “close” to each other. 

Let the distance between two sets of nodes C1 and C2 be 

defined as dist (C1, C2) = min {dist (p, q) | p C1, q C2}. 

Consequently, a recursive call of DBSCAN may be necessary 

for the detected clusters with a higher value for MinPts. The 

following illustrate the pseudo code of DBSCAN. 

V. PSEUDO CODE ECLARANS-DBSCAN MIN-PTS MIN, 

MINPTSMAX) 

1) Input parameters numlocal and maxneighbour. Initialize 

i to 1, and mincost to a large number.  

2) Calculating distance between each data points 

3) Choose n maximum distance data points 

4) Set current to an arbitrary node in n: k  

5) Set j to 1.  

6) Consider a random neighbor S of current, and based on   

6, calculate the cost differential of the two nodes. 

7) If S has a lower cost, set current to S, and go to Step  

8) Otherwise, increment j by 1. If j max neighbour, goto  

Step6  

9) Otherwise, when j > maxneighbour, compare the cost of 

current with mincost. If the former is less than mincost,   

set mincost to the cost of current and set best node to 

current.     

10) 10.  Increment i by 1. If i > numlocal, output best node 

and    halt. Otherwise, go to Step 4.  

11) create grid and use density threshold for MinPts and 

Maxpts 

12) Require Initial cluster (c) 

13) Assign dist = 0, 

14) Farthest = 0. 

15) For each data point x perform the following  

16) Initialize sum =0  

17) for Input: D = {t1, t2, t3 … tn} // Set of elements 

18) MinPts //Number of points in cluster  

19) Maximum distance for density measure  

20) Apply the Eclarans-DBSCAN to specify the boundary 

state data values in DBSCAN 

21) K = {K1, K2, K3 …, Kk } // Set of clusters  

22) Method: k=0; // initially there are no clusters  

23) For each of the cluster centers c assigned so far perform 

the  

24) Find the distance between c and x  

25) sum += d 

26) If sum > dist then assign dist = sum and farthest = x 

27) for i = 1 to n do  

28) if ti is not in a cluster, then  

29) X = {tj | tj is density-reachable from ti};  

30) if X is a valid cluster, then  

31) k = k+1;  

32) Kk = X; 
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33) variable farthest represents the farthest data point from 

all the centers assigned so far 

34) End 

VI. ANALYSIS ECLARANS AND HECLARANS 

Above algorithms are implemented in MATLAB. Then, the 

proposed algorithm is compared i.e. time taken by them to 

detect the outlier using above approaches. I have taken the 

numerical data set and applied all above algorithms which 

produce different result. Below figure which is showing the 

comparison of proposed work of all above stated algorithms. 

 
Fig. 6: Cluster Model using dataset 

In above figure 6 we take the numerical data. Group 

linkage of point at 440 data, the point starts fragmenting into 

smaller parts, while before it was still connected to the second 

largest due to the single-link effect. 

 
Fig. 7: 6 different types of cluster data 

As shown in above figure, DB-ECLARANS got best 

result for clustering data point as compare to PAM, CLARA 

and ECLARANS.  

 
Fig. 8: clustering Density based formation 

 

In Figure 8, the DB-scan clustering sense the data 

point data point to point.  

 
Fig. 9: comparison between ECLARANS and DB-

ECLARANS for mutual information score 

Above figure shows the mutual score of proposed 

method got best result for data clustering. 

VII. CONCLUSION 

The problem of outlier data mining has become more 

important in recent years because of the increasing ability to 

store personal data about users. In this paper we have used 

four clustering algorithms PAM, CLARA, CLARANS and 

DB-scan-ECLARANS for detecting the outliers in the 

random datasets. The outliers given by the ECLARANS 

algorithm is considered as sensitive outliers. These sensitive 

outliers are protected by a proposed privacy technique DB-

scan method. Experimental results show that the DB-

ECLARANS algorithm is the best algorithm for detecting the 

outliers and the sensitive outliers.  
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