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Abstract— Wireless sensor consist of various sensor nodes 

connected to the one or the more weather monitoring station 

in star topology. Nowadays wireless sensor nodes are 

increases But at sense resistive data cannot easily transmitted 

for security purpose because of third party leakage. so that’s 

why vulnerable to attacks and the need for a strong security 

mechanisms. So data cryptography is a very popular and 

secure of transmitting a data. That’s why required data 

cryptography to transmitting a data in secure way. Our design 

is based on ceaser cipher. Ceaser cipher is used to send 

symbolic data for privation of such  a threads. By using ceaser 

cipher we can generate the key for encryption and decryption 

of data. 

Key words: WSN, Wireless Sensor Node Network 

I. INTRODUCTION 

This paper focus on the wireless sensor network (WSN) is 

computer network in which the no of small sensors are 

connected to server that is a weather monitoring station. This 

small sensor nodes are sense the environment and process on 

data and it communicate through the wireless link. A wireless 

sensor network has been widely used in different application 

areas because of sensor networks are limited power supplies, 

low bandwidth, small memory size and limited energy.[1] It 

provide security for very demanding environment. This 

security needs data encryption algorithm for wireless sensor 

network. The cryptography has a main goal of security 

services in wireless sensor network is to protect the data and 

resources from attackers. Cryptography is the name for study 

of proceed the algorithms and methods to encode and decode 

the information.[2] The cryptography provided the basic 

service is the ability to send information between two parties 

in a way that prevents others from reading it.[3] There are 

various cryptography methods that provides a means for 

secure commerce ad payment to provide communication and 

protecting password. A message in its original form is known 

as plaintext. The encoded information is known as a 

ciphertext. The process for producing a ciphertext form 

plaintext is known as encryption. The reverse of encryption 

is known as decryption. Cryptography system is a 

combination of algorithms and a secret value. This secret 

value is known as key. 

 
Fig. 1: Process flow of Cryptography 

II. LITERATURE SURVEY 

The word cryptography come from the greek words κρυπτᴏ 

(hidden or secret) and ᵞραφη (writing). Cryptography is an art 

of secret writing. The cryptography is done by the process of 

encryption and decryption. Secret key cryptography: when 

the same key used for both encryption and decryption, DES, 

Triple DES, AES, RC5 and etc., may be the examples of such 

encryption, then that mechanism is known as secret key 

cryptography. Public key cryptography: when two different 

keys are used, that is one key for encryption and another key 

for decryption, RSA, Elliptic curve and etc., may be example 

of such encryption, then that mechanism is known as public 

key cryptography. DES is a symmetric key block cipher 

published by NIST. It takes 64 bit plaintext and 64 bit cipher 

text both the encryption and decryption side [10]. The 56 bit 

cipher key is used for both encryption and decryption [10]. 

Diffie and Hellman introduced new approach to cryptography 

to design general purposed encryption algorithm that satisfies 

public key encryption requirement. One of the first response 

to challenges was developed in 1977 by Ron Rivest, Adi 

Shamir, Len Adleman at MIT. Since then, the Rivest-Shamir-

Adleman (RSA) scheme has become the most widely 

accepted and implemented general purpose approach to 

public key encryption [10]. 

III. METHODOLOGY 

A. Hardware Design 

A WSN consist of numbers of small sensors nodes .A sensor 

node contains a self-trans receiver, batteries, microcontroller 

and sensors. Sensors are deployed place in a open 

environment to measure and quantities like temperature, 

vibration etc. The system final target of this data in store into 

a weather monitoring station that is also called as a sink node 

.that is a powerful device e.g. of laptop. Weather monitoring 

station is act as a mid-point between the WSN and outer 

network. The network joins to the wireless communication 

computer networks with sensing of physical quantity and 

which can be commonly embedded in our physical 

environment. 

 
Fig. 2: Overall System 

1) Block Diagram 

a) Transmitter Section 

We have used three types of sensors that is temperature 

sensor, vibrator sensor and rain detector. The sensor input is 

given to microcontroller. Number of sensors are deployed in 
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specific manner to collect a physical data from the 

environment. That physical data is in the analog form that’s 

way by using analog to digital circuitry we can convert that 

data in digital form which is compatible to microcontroller. 

This data is confidential so data encryption process is done at 

the weather monitoring station. That encrypted data will be 

display on mobile or computer. Also that data will be stored 

on the personal computer present in the weather monitoring 

station by using serial port and transmitted by using a RF out 

signal.  

 
Fig. 3: Transmitter section 

b) Receiver Section 

The encrypted data transmitted by the transmitter section is 

receive at the receiver section by using RF in. the Data is in 

the encrypted form any one cannot read that data. To read the 

data the opposite process of encryption is done at the receiver 

side that is decryption process. By decrypting the data we get 

a original data and that decrypted data is display on the 

mobile or computer. 

 
Fig. 4: Receiver section 

2) Software Design 

a) Encryption process 

 
Fig. 5: Encryption Flowchart 

Serially data collected from the no of sensor which is 

connected to the sensor node. Microcontroller collect all data 

and store into the temporary register Then address 

verification is done from which location data is collected. 

And also in that location which sensor node gives that data is 

identified. After that data is isolated which activity is done in 

that location. That data is need to transmit securely that’s why 

key is applied to that data. Normal data is converted into the 

symbolic form because of Unauthorized person cannot collect 

that data. By applying key again process on that data store it 

in temporary register and transmitted to the radar. 

b) Decryption Process 

 
Fig. 6: Decryption Flowchart 

Serially data collected from RF IN. Radar will detect the data. 

Microcontroller will collect all the data and store it into the 

temporary register. Process on the data collected is in the 

symbolic form that’s why again applied a key to that data to 

get it into the original form. After that data is isolated which 

activity is done in that location. Then address verification is 

done from which location data is collected. And also in that 

location which sensor node gives that data is identified. That 

data store it in temporary register and collect all the data. And 

it send to the master node or computer.   

IV. RESULTS 

A. GUI of Overall System 

 
Fig. 7: GUI of proposed system 

 
Fig. 8: Selecting baud rate 
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Fig. 9: Encryption process 

 
Fig. 10: Encrypted Data (INPUT 1) 

 
Fig. 11: Decrypted Data (INPUT1) 

 
Fig. 12: Encrypted Data (INPUT 2) 

 
Fig. 13: Decrytpted  Data (OUTPUT 2) 

 
Fig. 14: Final output 

V. CONCLUSION 

A lot of garbage data gets coupled   due to digitization of data 

communication, so to secure the important data from hackers 

or to protect leakage of information transmitted a system is 

required to encrypt data so that hackers cannot analyze the 

data. To enhance the security in wireless sensor network 

ceaser cipher is the best method for cryptography. Due to 

simplest method of encryption and decryption simple 

encryption key can   unlock the encrypted data and original 

data can be retrieved. 
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