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Abstract— With the growing economy and industrial growth 

in recent years, electronic commerce has developed which 

provide convenience, comfort and efficiency in day-to-day 

life. A shopping mall or complex is a place where people do 

shopping and buy product and nowadays this is becoming a 

daily activity. While shopping people need to stand in long 

queues. In proposed system, we implemented RFID based 

smart trolley system. Trolley consists of circuitry with RFID 

module and the Zigbee module. Each product has given a 

RFID tag. RFID reader reads product details from the tag and 

sends it to PC through Zigbee wireless communication. 

Blowfish encryption algorithm is implemented on PC using 

MATLAB software for making secure payment of the 

product bill. Proposed system saves time of the people it 

avoids longer waiting in the queue. 
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I. INTRODUCTION 

In metro cities, shopping and purchasing at big malls is 

becoming daily activity and also number of small and large 

malls are increasing throughout the global due to public 

demands as we can see big rush at these malls on weekends 

and holidays. When there are special offers and discounts on 

products crowd becomes huge [1]. Customer purchases 

products and put them in the trolley. After total purchasing of 

products one need to go for payment counter. At payment 

counter using barcode reader cashier prepares bill which is 

very time consuming process this results in long queue at the 

payment counter [2]. 

Due to this, continuous improvement is required in 

the traditional system of billing and payment system. In order 

to improve the traditional system of billing and payment, we 

proposed smart trolley which is based mainly on two 

technologies such as RFID and Zigbee. In this paper, we have 

implemented RFID based trolley in which product data is 

send to payment counter wirelessly through Zigbee 

technology. Each trolley will consists of same type of 

hardware. The developed system is provided with the display 

unit. In this system payment gateway is also provided based 

on blowfish encryption algorithm. 

This paper is organized as follows: Section II gives 

the block diagram of the proposed system also flow of system 

and details of the methodology used. 

Software used, Hardware components and its 

implementation is discussed in Section III. Section IV 

describes results of proposed system. Finally, conclusion is 

given in Section V. 

II. PROPOSED WORK 

A. Block Diagram of Proposed Scheme 

 
Fig. 1: Block Diagram of the trolley unit 

 
Fig. 2: Block Diagram of the receiver side 

Proposed System consists of two units trolley unit and 

receiver side unit. Trolley unit consists of PIC 

microcontroller, RFID Module, Zigbee Transmitter and 

LCD. The receiver side unit consists of and PC with 

MATLAB software and Zigbee Receiver with MATLAB 

software. Suppose all products in the mall are equipped with 

RFID tag. When customer puts product in the trolley, its code 

will be detected by the RFID reader. RFID reader requires 5V 

power supply for its operation for its operation. RFID reader 

sends this data to PIC microcontroller through serial 

communication. It is serially interfaced with the 

microcontroller. Controller matches this code with the code 

which is stored in the microcontroller. Controller reads 

product cost and other details and then displays it on LCD. 

Microcontroller sends this data to PC through wireless Zigbee 

transmitter. In the receiver side, there is Zigbee receiver it 

receives data and sends it to the PC. It receives detail about 

the product like cost, quantity etc. and total bill. In PC, we 

have implemented blowfish algorithm for making payment of 

the bill of products. It sends details bank through blowfish 

encryption algorithm. It makes the payment and receives 

payment acknowledgment details on the PC. 

B. Implementation Flow 

1) Step1: Start and initialize the system. 

2) Step2: Put product in the trolley. 

3) Step3: Search for RFID tag on the product. 

4) Step4: Read details of the product from the RFID reader. 

5) Step5: Display details of the product on LCD. 

6) Step6: Send data to PC through Zigbee transmitter. 

7) Step7: Receive data through Zigbee receiver. 

8) Step8: Send received data to PC. 

9) Step9: Make payment trough blowfish algorithm based 

Payment gateway. 
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10) Step10: Receive successful payment details back on the 

PC. 

11) Step11: Stop the system. 

C. Blowfish Encryption Algorithm 

Blowfish is a symmetric encryption algorithm. Symmetric 

encryption means it uses the same secret key for both 

encryption and description. Blowfish is a cipher block it 

divides the message into fixed length blocks during the 

process of encryption and decryption. Block length is 64 bits 

and the messages which are not multiple of 8 bytes they are 

padded. It is based on fiestel network [7]. 

Blowfish Algorithm consists of two parts: 

1) Key-expansion 

During key expansion, it converts a key of 448 bits into 

subkey that will total count into 4168 bytes. Blowfish uses 

large number of sub keys [5]. 

2) Data Encryption 

In data encryption we will use function to iterate 16 items of 

the network. In each iteration we will do key-dependent 

permutation and data-dependent substitution. All the 

operations in the algorithms are XORs or additions on 32-bit 

words. Additional operations we have to create are four 

indexed array data lookup tables for each iteration [5]. 

 
Fig. 3: Fiestel Structure of Blowfish Algorithm 

 
Fig. 4: Function F 

3) Key Generation 

The p-array consists of 18, 32-bit sub keys:  

P1, P2,…………., P18. 

Four 32-bit S-Boxes consist of 256 entries each: 

S1,0, S1,1,………. S1,255. 

S2,0, S2,1,……….. S2,255. 

S3,0, S3,1,……….. S3,255. 

S4,0, S4,1,..............S4,255. 

1) Initialize first the P-array with fixed string 

2) Initialize the four S-boxes with fixed string. This string 

consists of the hexadecimal digits of which are less than 

(initial 3). 

3) XOR first 32 bits of the key with P1, XOR second 32-

bits of the key with P2, and so on (possibly XOR up to 

P14). Repeat this process until whole P-array has been 

XORed with key bits. (For all short key, there is at least 

one equivalent longer key.  

4) Encrypt the all-zero string using Blowfish algorithm 

based on the sub keys generated in steps (1) ,(2) and (3). 

5) Replace P1 and P2 with the output of step (4). 

6) Encrypt the output in the step (4) using the Blowfish 

algorithm based on modified sub keys. 

7) Replace P3 and P4 with the output of step (6). 

8) Continue this process, replace all entries of the P array 

and all four S-boxes with the output of the continuously 

changing Blowfish algorithm [6]. 

 
Fig. 5: Proposed System Flow 

4) Function F 

Blowfish is a Feistel network which consists of 16 iterations. 

The input is 64-bit data element, x. We have to divide these x 

elements into two 32-bit halves: 

xL, xR 

For i = 1to 16: xL = XL XOR Pi 

xR = F(XL) XOR xR 

Swap XL and xR 

Swap XL and xR (Undo the last swap.) xR = xR 

XOR P17 

xL = xL XOR P18 Recombine xL and xR 
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III. IMPLEMENTATION 

A. Software Used 

1) Mikro C 

MikroC is a C compiler which supports 5 different 

microcontroller architectures. It features intuitive IDE, and 

powerful compiler with advanced SSA optimizations and it 

has lots of software and hardware libraries. 

2) MATLAB  

This is high performance language its basic data element is 

an array which does not require any dimensioning. Matrix 

and vector formulations allows us to solve many technical 

computing problems. It combines programming visualization 

with computation which provides easy-to-use environment 

where we can express our problems and solutions in the 

mathematical form. MATLAB toolboxes are available in 

various fields including control systems, simulation, signal 

processing, neural networks, wavelets, fuzzy logic, and many 

others. Simulink is developed by MathWorks it is a graphical 

programming environment for simulating, modeling and 

analyzing multiple domain dynamic systems. 

B. Hardware Components used 

1) RFID Technology 

RFID technology consists of a combination of RFID tags and 

RFID readers which is shown in Figure 6.  

 
Fig. 6: Elements of RFID System 

a) RFID Tag 

RFID tag responds to the reader by transmitting serial number 

or similar identifier wirelessly. It consists of a chip and the 

antenna. There are two types of RFID tags which are Active 

and passive. In both types they use radio frequency energy for 

communicating with RFID reader. But the Active RFID tag 

use battery as its internal power source tag is different and 

continuously power up the tag and its RF communication 

circuitry, whereas passive RFID tag use RF energy 

transferred from the reader. Passive RFID tags need very 

strong energy signal to operate. Power factor limits passive 

RFID tags to operate in 3 meters or less. Active RFID tag has 

communication range of 100 meters or more. Passive RFID 

tag is used in this project [3]. 

b) RFID Reader: 

An RFID reader consists of an antenna, transceiver and 

decoder. When reader receives any signal from a tag it sends 

the information to the data processor. The data processing 

subsystem then process the received data [3].  

2) Zigbee Technology 

ZigBee is an IEEE 802.15.4 standard for data communication 

which is used to create personal area network. It is used with 

small and low power applications which need wireless 

connection. Depending upon the power output and the 

environmental characteristics it limits transmission distances 

to 10–100 meters line-of-sight. This communication standard 

defines the physical layer and the Media Access Control layer 

and handles many devices at the low data rate. Zigbee 

supports communications from master to master or master to 

slave. 

IV. RESULTS 

Implemented hardware model is shown in figure 7. 

 

 
Fig. 7: hardware model 

Sr. No. Algorithms Key Size(bits) 
Average encryption  

time(ms) 

Memory usage 

(kbytes) 

Battery consumption 

(%) 

1 AES 128 374 32.5 4.2 

2 DES 64 389 43.2 4.8 

3 RC2 40 - variable 480.7 - - 

4 RC6 128 217 - - 

5 BLOWFISH 64 60.3 25.2 0.5 

Table 1: Results

V. CONCLUSION 

In this paper RFID based smart trolley system is 

implemented. It simplifies the billing process and helps 

customers as it avoids longer waiting in the queue. It 

continuously displays different parameters of the project such 

as product name, product cost. Zigbee module transfers these 

details to PC through wireless communication. At the PC end 

payment is done through the payment gateway based on 

blowfish encryption algorithm. This increases the security of 

the system. 
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