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Abstract— This research is based on image robustness and 

high capacity steganography.  In this paper, implement a new 

method for Image Steganography for presentation analysis of 

high robustness of Color images using Singular value 

decomposition (SVD) method with different attacks. This 

work maintains the quality of the cover image which is the 

key feature of this research. Even though it creates use of 

transform domain manner which most effective provides 

robustness in opposition to attacks and eavesdropping and it's 

recognized that spatial domain strategies most commonly 

meet the potential and great requisites.  The experimental 

outcome is based on Peak Signal to Noise Ratio (PSNR), 

SNR, Weighted PSNR (WPSNR), Structural Content (SC) 

and Mean Square Error (MSE) is computed to measure 

picture value for proposed method for higher outcome as in 

comparison with prior tactics of information hiding. 
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I. INTRODUCTION 

Steganography is used for a long time to hide information 

within a cover so that, after transmission, the information can 

be used for secret communication, authentication or 

validation. In recent years, hasty expansion of public 

networks and development of digital multimedia 

technologies have dramatically increased the transmission of 

digital contents like digital images, videos and audios. One of 

the significant requirements of this transmission is to prevent 

the data theft. Steganography is a data hiding technique, 

which is used in various applications of information security. 

It is used to transmit secret data by hiding its existence so that 

an attacker cannot identify the existence of hidden data and 

hence is not able to misuse it. The fundamental improvement 

of steganography is that it'll now not appeal to/fascinate the 

attackers.  It pays attention to the degree of invisibility [1] 

Recently, the perception of SVD has been exploited 

in data hiding technique. SVD to propose a watermarking 

algorithm for digital images. In their algorithm, singular 

values of the CI are calculated and watermark is then added 

into these values to get resultant matrix of singular values. 

This resultant matrix of singular values is again transformed 

using SVD for finding the changes particular values. Ganic et 

al. [2] proposed a wavelet transform based watermarking 

technique in which the wavelet coefficients of the CI are 

obtained by DWT and then SVD transform is performed on 

these wavelet coefficients and watermark image. To embed 

the watermark bits, singular values of watermark and the 

cover image are added and finally watermarked image is 

generated using inverse SVD transform. Chang et al. [3] used 

diagonal matrix and unitary matrix of cover image to conceal 

the bits of watermark. Chandra et al. [4] proposed a 

watermarking process where the particular values of the 

watermark are entrenched inside the particular values of the 

hidden picture. 

Here theoretical it is clear that after check RGB 

intensity and PSNR technique In addition to the improving 

the robustness of the watermark to attacks, they can also show 

a novel use the watermarking process as a method to observe 

if targeted kind of attacks have came about. It is a distinct 

characteristic of watermarking algorithm which separates it 

from different trendy watermarking procedures. The 

watermark detection process uses coefficients derived from 

the Watermarking algorithm in a linear classifier [5] 

A. Stego Image (SI) 

The image received at the destination from which the secret 

information is retrieved using reverse procedure of 

embedding technique. 

B. Payload Image (PI) 

The images of different size and formats are measured as 

secrete information to be entrenched into the CI to generate 

stego image which is communicated to purpose. Payload 

pixels are arranged column-wise and the pixel values are 

converted into binary.[6] 

C. Singular Value Decomposition (SVD) 

SVD is a matrix decomposition method which is widely used 

in signal processing applications. It has been efficiently 

utilized within the high-quality evaluation methods, 

multimedia De-noising, compression and steganalysis. Using 

particular value decomposition, any given matrix A can be 

broken into three matrices; S, V and V; where V and V are 

orthogonal matrices and S is a diagonal one. The column of 

V and V are left and right particular vectors and the elements 

of diagonal matrices (S) are called singular values of the enter 

matrix. [7] 

II. LITERATURE SURVEY 

[8]On this paper, low dimensional SVD founded 

characteristic extraction system applied in steganalysis is 

proposed as a picture splicing detection system. The SVD-

founded features are applied in special spatial and frequency 

domains to make a comprehensive assessment between these 

more than a few transforms. 

[9] This paper proposes a changes and simple 

process for high capability Steganography in case of color 

pictures.  This algorithm is ordinarily centered on the wavelet 

fusion manner which was once now not tried for color 

graphics and it proves to be a simplest system than other 

strategies or algorithms for color pictures. Despite the fact 

that it creates use of develop into area system which most 

effective presents robustness in opposition to attacks and 

eavesdropping and it is known that spatial area procedure in 

general meet the capability and value requisites. 
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[10] This paper proposes a modified and easy 

system for high ability Steganography in case of color 

images. This algorithm is normally centered on wavelet a 

fusion method which was now not tried for color pictures and 

it proves to be a simplest procedure than different procedure 

or algorithms for color pictures. Despite the fact that it creates 

use of transform domain procedure which simplest supplies 

robustness towards assaults and eavesdropping and it is 

recognized that spatial domain tactics traditionally meets the 

potential and great requirements. 

[11] For extra safety to the expertise and to increase 

the hiding potential of an picture. New procedures in image 

steganography right here advise the region-adaptive 

watermarking algorithm to be able to be used for the new 

application to realize watermark attacks. The main benefits of 

the proposed watermarking finding method are PSNR and 

RGB depth price. For tamper detection making use of linear 

classifier through offering these discriminating points. The 

watermark is embedded on special regions of the host image 

making use of a blend of DWT and SVD system. 

[12] On this paper an attack on knowledge hiding 

algorithms used for protection of printed records or secret 

verbal trade by way of them is proposed.  This universal 

assault is applicable to a broad category of algorithms, where 

know-how embedding is carried out by way of visually 

imperceptible distortion of history texture of records. 

[13] Steganography is meant for covert 

communication of exclusive data by means of internet. On 

this paper, we advise Steganography founded on Payload 

Transformation (SPT) which is non LSB and non-become 

domain manner where the hidden picture is segmented into 

2*2 matrices and the matrix for payload embedding is viewed 

situated on the threshold price fixed by computing adjacent 

pixel intensity variations. 

III. PROPOSED WORK 

We provided a presentation analysis of excessive robustness 

steganography of color pictures utilizing SVD. In this 

algorithm, hide secret information image into cover image in 

low frequency band of image by modifying the singular 

parameters and produce a secure final stego image. Let the 

size of the color cover image (CI) is MXN and size of the 

color payload image is NXN. Firstly, divide CI and payload 

image into three planes. After that, take all components of the 

CI and take all components of first payload image, after that 

all components are normalized to obtain the pixel ranging 

from (0,1) instead of (0,255). This process is improving the 

security of image. Subsequently, the single mixed resultant 

matrix of the stego picture is obtained by the addition of 

decomposition matrix of the respective components i.e R, G 

and B of the cover image and payload which is given by the 

following equation 3. 

A. Embedding Algorithm  

 Input: Cover Image (CI) and Payload Image(PI) 

 Output: Stego Image 

1) Read CI and PI, then split both the picture I (N×N×3) to 

a few color RGB planes. 

2) Normalize all the 3 components in both cases. 

3) Apply SVD on equally the normalize images. 

4) Present SVD on the Red (R), Green (G) and Blue (B) 

coefficient of the cover image. 

[Ui , Si, Vi] = svd(Ii)                      (1) 

Where Ui, Vi are orthogonal matrices of an image 

and Si is singular matrix and i indicate a level of SVD, Ii is 

three planes of cover image 

5) Perform SVD on the R,G,B coefficient of the payload  

picture. 

[Uj , Sj, Vj] = svd(Wi )                             (2) 

WhereUj , Vj  are orthogonal matrices of an image 

and Sj is the singular matrix and i specify a level of SVD, 

Wi represents PI 

6) Change the singular value of Si by embedding the 

singular value of  payload image such that  

Sm = Si +  alpha ∗  Sj                     (3) 

Where 𝑆m is modified singular matrix of Si and alpha 

denotes the scaling factor, is used to have power over the 

power of payload signal. It varies from 0.1 to 0.7. 

7) Embed singular matrices with orthogonal matrices for 

final stego image as W with below formula: 

W = Ui ∗ Sm ∗ Vi′                     (4) 

8) Combine the R,G and B plane for reconstructing the 

stego image. 

 Input: Stego Image  

 Output: Attacked Image 

9) Apply noise attack with 0.1 noise density, blur attack and 

geometrical attack on stego image for security and 

robustness. 

B. Extraction Algorithm 

 Input: Stego Image 

 Output: Extracted Payload Image 

10) Apply SVD to R,G and B sub band i.e., 
[Um , Sm, Vm] = svd(Pm)                     (6) 

11) Modify the singular value of Si by extracting the singular 

value of  stego image such that  

Sj = (Sm −Si )/alpha                         (7) 

12) Extract singular matrices with orthogonal matrices for 

final extracted payload image as W with below formula: 

W = Um ∗ Sj ∗ Vm′                    (8) 

13) PSNR and MSE - It calculates the value of stego and CI. 

Higher PSNR is better, lower MSE is better for image. 

MSE(x) =
1

N
||x − x^||2 =

1

N
∑ (x − x^)²N

i=1            (9) 

Where x is cover image, x^ is stego image, N is the 

size of the CI 

PSNR(x) =
10 × log10 ((double(m).^2))

MSE(x)
          (10) 

Where m is the maximum value of the cover image 

14) Weighted PSNR: It calculates the value of WPSNR 

among CI and stego image. 

WPSNR(x) =
20 X log10 ((255))

√MSE(x) ×NVF
         (11) 

The method to calculate this factor as a simplified function is: 

NVF = NORM (
1

1 + δblock
2 ) 

Where 𝛿 stand for the luminance difference for the 

8 × 8 blocks of the picture and NORM represents the 

normalization function value. Typical values for the WPSNR 

in lossy should be greater than 40 which indicate high quality. 

15) Signal Noise To Ratio (SNR) - It measures the value of 

the reconstructed signal. Higher the value better is the 

stego image. 
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𝑆𝑁𝑅 = 10 ×  log10 (
σx

2 

σy
2) 

Where σx
2 and σy

2 represent the mean square value of 

the cover up image and the mean square dissimilarity among 

the cover and stego image. 

16) Structural Content (SC): It is used for calculating 

similarity content between cover image and stego image. 

SC =
(2μxμy − c1)(2σxy − c2)

(μx
2 − μy

2 − c1)(σx
2 − σy

2 − c2)
 

Where μx is the normal of x, μy is the average of y, 

σxy is the covariance of x and y, c1=(K1L)2, c2 = (K2L)2, K1= 

0.01 and  K2= 0.03by default and L is the dynamic range of 

pixel values. 

 
Fig. 1: Flow Chart of Proposed approach 

IV. RESULT ANALYSIS 

In this work, the result analysis is evaluated on MATLAB 

platform using Image Processing toolbox. The resultant 

output is presented on payload image with varying weights. 

The performance measure is evaluated on many parameters. 

The simulation results endorse that this method keeps 

excellent picture fine. It is mighty in assessment with 

extraordinary image processing operations. Fig 2. Display the 

normal cover image and payload image. Fig. 3 indicates the 

different types of attack namely, noise attack, geometrical 

attack and blur attack respectively. 

     
Cover Image          Payload Image 

Fig. 2: Cover image and Payload image 

 

 
Fig. 3: Attacks of images 

Performance 

Measure 

Previous 

Approach 

Proposed 

Approach 

MSE 585.698 199.44 

PSNR 20.4541 36.8543 

WPSNR 56.7123 78.6395 

SC 0.9564 0.9770 

Table 1: Image quality parameters for alpha= 0.2. 

Scaling 

Factor 

Proposed approach 

MSE PSNR WPSNR SC SNR 

0.1 49.86 39.8646 80.144 0.9935 11.533 

0.3 448.74 35.0934 77.7591 0.9540 6.762 

0.4 797.761 33.844 77.1344 0.9273 5.513 

0.5 1246.5 32.874 76.6498 0.8986 4.544 

0.6 1794.96 32.0831 76.2539 0.8690 3.752 

0.7 2443.14 31.4137 75.9192 0.83952 3.082 

Table 2: Image quality parameters for varying alpha. 

Attack 
Proposed Approach 

MSE PSNR WPSNR SC SNR 

Noise 896.622 33.3725 77.0075 0.1804 5.259 

Geometrical 5769.37 29.4771 74.9862 0.1982 1.216 

Blur 223.654 36.6339 78.5151 0.8498 8.274 

Table 3: Performance Analysis on My Approach using 

different Attacks 

 
Fig. 4: Performance measure on previous Approach and my 

approach 

V. CONCLUSION 

This papers here a performance analysis of high robustness 

steganography of color images by SVD with different attacks. 

The trial results, evaluate the eventual outcome of the existing 

technique and proposed technique considering all the 

parameters. From the results we can say that the proposed 

technique works better than the previous technique. The 

PSNR is 39.8646 (dB) after the hiding process which shows 

the robustness against attacks. The error is also reduced in this 

proposed up to 199.44(dB).The performance analysis 
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validates that the obtainable steganography method has good 

imperceptibility too. The comparison outcomes with SVD 

based algorithm. It shows that the superiority of our method. 

In the future scope, enhance the hiding process for image 

quality parameters.  
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