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Abstract— The introduction of online social networks which 

is use to not only connect but also interact with each other as 

well as share information. As social network data 

publication is unsafe to a wide variety of re-identification 

and declarative attacks, developing privacy preventing 

mechanisms is an active research area. This paper presents a 

survey of the recent developments in social networks data 

publishing privacy risks, attacks and privacy-preventing 

techniques. We survey and present various types of privacy 

attacks and information utilized by third party user to 

commit privacy attacks on anonymized social network data. 

The survey helps readers understand the various privacy 

preserving mechanisms as well as observe common themes 

and future directions. 
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I. INTRODUCTION 

Online Social Network have lead to a huge outburst of 

network -centric data that could be gathered for better 

understanding of interesting phenomena such as sociological 

and behavioural features of individuals or groups. As a 

result, online social network service operators are forced to 

publish the social network data for use by third party users 

such as researchers and advertisers. 

As social network data publication is unsafe to a 

wide variety to re-identification and disclosure attacks, 

developing privacy preventing mechanisms is an active 

research area. 

The large content of data and relationships 

collected by online social network operators that are quite 

valuable to many third party consumers. 

As the social network data frequently incorporate 

private and sensitive information about the social network 

users, it is authoritative to ensure that any publish the social 

network data wouldn't neglect privacy of social network 

users. 

As a result, the social network operators released 

sanitized version of the social network data for used by the 

third party users. Therefore how to preserve social network 

user privacy while ensuring that the published social 

network data is useful to the third party users is a serious 

challenge.  

II. RELATED WORK 

As shown in the previous section, publishing anonymized 

social graph is admitting to a significant privacy risks. In 

this section, we present a review of the privacy preserving 

approaches. 

A. k-Anonymization Approach 

K-anonymization model supplies anonymity through editing 

vertices and edges (addition / deletion) of a graph 

deterministically. There are three techniques used in this 

approach, 

B. Degree Anonymization Technique: 

To counter the vertex re-identification attacks the degree 

Anonymization approaches are designed. 

These attacks done by the adversaries with prior 

background knowledge of the vertex degree information. 

C. Neighborhood Anonymization Technique: 

The neighbourhood Anonymization method is use to prevent 

an anonymized graph with prior knowledge of 

neighbourhood information from mounting the new node in 

graph. 

D. Structure Free Anonymization Technique: 

The idea is to make the vertices in the graph some like 

different to an adversary by making them look structurally 

same or similar. These anonymization approaches are 

designed to reduce the vertex re-identification attacks. 

III. METHODOLOGY 

The fundamental components of the system as shown in 

Figure 1 Admin module, User module, Process module, 

XSS filter, SQL filter etc. 

In Online Social Network (OSN) there are three 

components 

1) Admin 

2) Users 

3) Third Party Users 

Admin which works alone on network by providing 

different facilities to people. Users which is nothing but the 

public which all are going to use this system for connection 

each other and last one is the third arty user who are the one 

of part of user also known as multiple advisers. 

 Process is the working system which is used to do 

the multiple processes like sanitization and prevention on 

private data. 

This process is runs through XSS filter and SQL 

filter/injection. 

The simplest and arguably the easiest form of XSS 

protection would be to pass all external data through a filter 

which will remove dangerous keywords, such as the 

infamous <SCRIPT> tag, JavaScript commands, CSS styles 

and other dangerous HTML mark-up (such as those that 

contain event handlers.)  

The above fig shows the system architecture 

diagram of the system. With this system diagram it shows 

the how the attack will come to the system and how the 

attack will be affect to the system. 
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Fig. 1: Proposed Architecture 

This survey Paper does an extensive study of 

previous developed system which tries to conclude different 

modules of the system using different methodologies. 

However the system will only be designed to recognize 

attacks and prevent them by using filters. 

This software can be extensively used by 

Administrator and End-Users to provide a Social Network 

for communication. This Software deals with XSS. The 

proposed system is expected to out form existing 

implementation by using the anonmization techniques. The 

system will be designed to handle the attacks on social 

network. 

The detection rate of XSS Detection tool can 

satisfy the client need, which gives the motivation to 

enhance the tool in the future work by adding some features 

covered in this thesis. 
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