
IJSRD - International Journal for Scientific Research & Development| Vol. 5, Issue 03, 2017 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 1598 

 Data Security and Performance Improvement using Bandwidth Analysis 

in Cloud 

Ramya P1 Jayapradha J2  
1M.E. Student 2Assistant professor 

 1,2Krishnasamy College of Engineering & Technology, Cuddalore, Tamil Nadu

Abstract— With the popularity of outsourcing data to the 

cloud, it is important to protect the privacy of data and enable 

the user to easily manage the data at the same time. To 

improve the security, specification based proxy re-encryption 

algorithm are used to secure the content of cloud users. This 

makes use of modern cryptographic algorithm to protect data 

when owner send data to the cloud. Modern cryptographic 

algorithms are used to protect the authorization model in 

order to avoid the CSP being able to access the data without 

data owner permission. Concretely, the solution is based on 

Proxy Re-Encryption (PRE), Specification-Based Encryption 

(SBE), and Specification-Based Proxy Re-Encryption 

(SBPRE).  Performance improvement is one of the major and 

important part in cloud computing. The objective of 

performance improvement is to increase the zero downtime 

of the processor. We balance the performance in cloud using 

virtualization based on bandwidth analysis. This determines 

that when cloud user send request to server, it provide high 

throughput to cloud user and zero downtime. 
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I. INTRODUCTION 

In cloud computing, the users are increased day by day so to 

ensure security and performance is difficult for cloud service 

provider.  In cloud, clients dynamically allocate their 

resources on-demand without sophisticated deployment and 

management of resources .Cloud computing provides three 

types of services. There are software as a service (SAAS), 

platform as a service (PAAS), infrastructure as a service 

(IAAS).we provide the service as software as a service to 

users. Users are not able to trust the cloud service provider. 

They easily obtain user’s data and provide it to the third party. 

So we need to protect the data against unauthorized access, 

modification or denial of service etc. To secure the cloud 

means secure the whole data calculations and storage in 

databases hosted by the cloud provider. In existing system use 

rule based approach.  

We propose role based approach using specification 

based proxy re encryption [2]. This paper provides solution 

based on the self protected data to the cloud .To increase the 

performance of server because it is difficult to accommodate 

large number of files and accessing to that files in a particular 

time that is peak time. So we  improve  the performance using 

bandwidth analysis in cloud server. We are interested to 

review the load balancing problem in distributed file systems 

intended for large-scale, dynamic and data-intensive servers. 

Such a large-scale cloud has hundreds or thousands of nodes. 

Our objective is to allocate the servers of files as uniformly 

as possible among the users such that server manages an 

excessive number of users. Bandwidth means data transfer 

rate, the amount of data that can be carried from one point to 

another point in a given time period. It provides the on 

demand service to the user without delay in network. In 

performance improvement of several servers and one of the 

server failed then the service to user are not denied or waited 

,the load balancer divert the processing into another user[6].It 

improves the security for data owner from cloud service 

provider. 

It minimizes the administrative work and customer 

support. 

It reduces the power wastage by using dynamic server 

virtualization. 

II. RELATED WORK 

The main components of a cryptographic storage service 

which can be implemented by using a different techniques, 

out of which, some were implemented specifically for cloud 

computing. In the beginning of the Cloud Computing, 

common encryption Technique like Public Key Encryption 

was applied. This traditional technique does not provide 

expected result as it support one to one encryption type 

communication. Public Key Encryption is not highly 

scalable. This gave rise to move forward to some advanced 

encryption methods. The advanced cryptographic methods 

includes the below encryption methods 

A. Attribute - based Encryption:  

Attribute-based Encryption is one of the cryptographic 

techniques used in Cloud Computing Environment. 

Attribute-based Encryption is first brought into use by Sahai 

and Waters22 in the year 2005. The main concept of this 

Attribute-based Encryption method is to provide security to 

the data stored in the cloud. The four steps in Attribute Based 

Encryption are Setup, KeyGen, Encrypt, and Decrypt. The 

KenGen() algorithm is used to the create private key of the 

user for secret sharing. The users who are authorized can 

decrypt the information using their private key. Attribute-

based Encryption comes up with access control. In Attribute 

Based Encryption, data owner uses a set of attributes to 

encrypt the data and only the authorized users who has the 

predicted or certain attributes can decrypt the data. This 

encryption scheme makes the cloud environment more 

secure. The various classes of Attribute-based Encryption are 

summarized. 

B. Key-Policy Attribute-based Encryption: 

KP-ABE is introduced by VipulGoyal and Omkant Pandey to 

achieve fine-grained access control in one to-many 

communications. In Key-Policy Attribute-based Encryption, 

the encrypted data is constructed with the set of attributes. 

The person is authorized to decrypt the Ciphertext if and only 

if the attributes that are created with the cipher text that 

satisfy the access structure of their private or secret keys. The 

four steps in Key-Policy Attribute Based Encryption are 

Setup, KeyGen, Encrypt, and Decrypt. The KeyGen and 

Decrypt algorithms get differed from the Attribute Based 
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Encryption. In Key-Policy Attribute based Encryption, 

private key of the user is cognated with the access structure. 

However unauthorized access may occur, the people may 

decrypt the information. This can be defeated in the 

Ciphertext Policy Attribute Based Encryption which 

introduce the access policy in the encrypted data ie, ciphertext 

and employs a set of attributes to generate the private key of 

the user. Also in some cloud applications that cloud uses this 

scheme, owner of the data must have a over confident with 

the key issuer 

C. Ciphertext Policy Attribute based Encryption:  

In 2007, Bethencourt et al. proposed a cryptographic 

technique named cipher text policy attribute-based method. 

The access policy is built with the encrypted data that has 

been modified. In CP-ABE the cipher text is identified with 

access structure and the private keys with the attributes. In 

Key-Policy Attribute Based Encryption, the major 

disadvantage is that the access policies were not created by 

the encryptor. This provided a route to the establishment of 

Ciphertext Policy Attribute Based Encryption which allows 

the access policies to be built with the encrypted data. The 

owner who encrypts the data, model the access policy. A 

proposal was made in for the use of CP-AB technique. The 

data owner is in charge of defining the access policies. This 

prevents unauthorized access and promotes security. In CP-

ABE, revocation is not achieved efficiently. Thus it is 

difficult for the data owner to modify the access polices 

whenever needed. 

D. Fuzzy Based Firefly Algorithm:  

This algorithm was proposed with a goal to improve 

performance through partitioning the cloud environment to 

balance the loads across the partitions. Fuzzy logic is applied 

to observe the time characteristics during assignment of load 

across the Virtual Machines (VMs). This method involves 

partitioning cloud server based on frequent node allocation to 

Virtual machine. The nodes are to be classified as various 

groups like lightly, normal and heavily loaded. Then the set 

of tasks are entered as input to the load balancer. 

E. Honeybee Foraging Behavior: 

It is a nature inspired Algorithm for self- organization. 

Honeybee achieves load balancing through local server 

actions. The performance of the system is enhanced with 

increased system diversity. The main problem is that 

throughput is not increased with an increase in system size. 

When the whole population of service types is required then 

this honeybee algorithm is best suited. [9] 

F. Biased Random Sampling: 

It is a distributed and scalable load balancing approach that 

uses random sampling of the system domain to achieve self-

organization these balancing the load across all nodes of 

system. This algorithm is based on the generation of the 

virtual graph having connectivity between the all nodes of the 

connecting system where each node of the graph is 

corresponding to the node of the cloud system. Edges 

between nodes are two types as Incoming edge and outgoing 

edge that is the incoming edge denotes load in the system and 

also it defines the allotment of load to particular node. It is 

very good technique to balance the load [10]. 

 

III. PROPOSED SYSTEM 

A. Specification Based Proxy Re Encryption: 

There are many encryption techniques and algorithms are 

used in cloud computing to provide security. Specification 

based proxy re encryption is the combined algorithm of 

specification based encryption and proxy re encryption. 

Specification based encryption are public key encryption.  

 
Fig. 1: system architecture 

Key pairs are generated based on the identity of 

owner [4]. Proxy re encryption is a modern cryptographic 

technique that provides proxy as a third party to re encrypt 

data from one key to another. 

  Specification-Based Proxy Re-Encryption (SBPRE) 

approach is proposed. It combines both SBE and PRE, 

allowing a proxy to translate a ciphertext encrypted under 

auser’s identity into another ciphertext under another user’s 

identity. In this approach, a Master Secret Key (MSK) is used 

to create user primary secret keys from their specified 

identities. These primary secret keys are equivalent to private 

keys in SBE. No public keys are required, since specified 

identities are directly used in the modern cryptographic 

operations.  

In specification based proxy re encryption allows a 

proxy to re encrypt encrypted data under owner’s identity into 

another user’s identity. It uses the key generation function to 

generate re encryption key [3]. The specification  based proxy 

re encryption provides the solution to the data owner from 

cloud service provider.  

Owner must register to get the access rights once, 

then the registered owner will get a unique Id. Owner can 

upload file and send to users with  an encrypted key and send 

the data. At receiver end user need to provide the key to 

download the files else user can’t access the files.  Registered 

user can login to access they received files. If they need to 

download the received file they need to provide key which is 

provided by the owner for decryption. Secondly proxy 

decryption is will done after trust third party key verification. 

Members access the cloud file upload and download. 

B. Performance Improvement Using Bandwidth Analysis: 

The performance is improved based on bandwidth analysis. 

Virtualization provides a platform multiple operating systems 

run on a single physical server. It  will  maintain  the  status  

of  the  server,  like  how  many  users access the server.  If  
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the  user  limits  gets  exceeded  or  the  bandwidth  drops  

then  the load balancer  will  create  a  virtual  server  and  

allocates  the  user  to  access  the files without any 

interruption [5]. Performance improvement ensure 

optimization by resource use, increase throughput, decrease 

response   time, and prevent overloading there sources. Once 

server bandwidth rises automatically virtual server will be 

deleted. Similar n no virtual servers can be created.  

Cloud balancing is a computer networking method 

to distribute work load across multiple computer or a 

computer cluster, network link, central processing units, disk 

drivers or other resources to achieve optimal resource 

utilization, maximize throughput, minimize response time 

and avoid overload. A performance improvement helps in 

preventing bottleneck of system. It also avoiding a condition 

where some of the nodes are heavily working out while others 

nodes are doing very little work. Without load balancing 

cloud computing would very difficult to manage [7].Load 

balancer is used to improve the reliability and performance. 

If user limits get exceed load balancer will create a virtual 

server on demand If user request for access. 

Check status  

//status = bandwidth utilizing by other resource. 

If (status< max bandwidth) 

Allow user to access the server  

Else  

Create virtual server and move file  

Allow member to access to virtual server 

// after resource utilization  

Check status of server  

If (status< max bandwidth) 

Delete virtual sever and update server. 

  If user send request for accessing resource to server. 

It will check the status. If it has maximum bandwidth allow 

user to access the server else it creates the virtual server and 

move file to the new server then allow member to access the 

virtual server. After resource utilization it checks status it has 

maximum bandwidth it delete virtual server and update 

server.  

IV. CONCLUSION 

For security and performance related issues there are many 

algorithms are existed. This paper provides the security to the 

data owner from cloud service providers using data centric 

approach. For representation and evaluation it uses the 

semantic web technologies. It proposed a fully identity based 

proxy re encryption algorithm based to provide the feasible 

result to cloud users. It provides the role based solution to the 

authorization mode [8]. Modern cryptographic techniques are 

applied to protect the authorization model. In our software as 

service software provide the effective load balancing 

technique gives the beneficial to the cloud users. It uses the 

bandwidth analysis technique to balance the load. It provides 

proper throughput and response time to the data requesters 

[6]. It implements the bandwidth analysis using virtualization 

in cloud It avoids bad load balancing by forwards traffic to 

the ideal server. It provides the zero downtime to the cloud 

user. 
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