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Abstract— Wireless sensor nodes are made up of small
electronic devices which are capable of sensing, computing
and transmitting information from harsh physical
environments like a surveillance field. These sensor nodes
majorly rely upon batteries for energy, that get depleted at a
quicker rate because of the computation and communication
operations they have to perform. Wireless Sensor Network
(WSN) is a self-configuring type of network in which sensor
nodes can join or leave the network when they want. WSN’s
are usually installed at unprotected and bitter environments
where security is an essential issue. In such unprotected
environments WSN’s are open to many active as well as
passive attacks. Security of WSN is very important as such
types of networks are generally causing alerts which require
sudden attention. False alerts generated by the WSN’s may
lead to unwanted actions. In this paper various security
issues of wireless sensor networks is reviewed and
compared in terms of various parameters.
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I. INTRODUCTION

Wireless Sensor Network (WSN) is a combination of tiny
light weight wireless sensors with computing elements.
These sensor nodes are generally cheaper in price, with
limited energy storage and limited processing capabilities.
WSN consist of large number of these sensor nodes (usually
hundred or thousand of nodes). These types of networks are
highly distributed and deployed in hostile environments [1].
WSN’s monitor the system or environment by measuring
physical parameters such as humidity, pressure and
temperature. WSNs are best suited for applications like
wildlife  monitoring, military command, intelligent
communications, industrial quality control, observation of
critical infrastructures, smart buildings, distributed robotics,
traffic monitoring, examining human heart rates, etc [2].

There are two types of sensors nodes in Wireless
Sensor networks, sensor node and a Sink node. A large
number of sensor nodes are there in WSN’s which collects
or sense the data and transmit it to the sink through multiple
hops. The sink can use that data locally or globally using
internet (as shown in the Figl.).

Wireless Sensor Network

Sensor Node

Fig. 1: Wireless Sensor Network

A wide variety of applications of WSN’s[3][4]
includes in the field of civil and military such as disaster
management, video surveillance, intrusion detection, target
field imaging and detecting ambient environmental
conditions such as temperature, pressure and so on.

In the designing of WSN, we have many
challenging issues discussed as below: like communication,
power consumption, security, scalability, Quality of Service
(QoS) and energy efficiency.

1) Energy Consumption: Sensor Nodes are dependent on
battery power. Sensor networks are placed on hostile
environments so replacing the battery is quiet
impractical.  Hence energy conservation and
management is a critical issue to resolve in WSN’s [5].

2) Scalability: The communication protocols in the
network must be designed in the way the sensor nodes
are deployed whether hundred, thousand or millions of
nodes, so that all the deploying nodes in the network do
not affect clustering and routing. In other words, the
network should preserve its stability [6].

3) Error-prone wireless medium: Wireless medium can be
greatly affected by noisy environments. An attacker
causes noise effect to affect the communication and
create interference [6].

4) QoS: One of the major challenges of WSN is to provide
consistent Quality of Service (QoS) such as reliability,
congestion control, energy efficiency and end-to-end
delay, by applying secured routing protocols[7,8,9,10
and 11].

5) Security issues: Wireless networks are usually more
vulnerable to various security threats as the unguided
transmission medium is more susceptible to security
attacks than those of the guided transmission medium.
The broadcast nature of the wireless communication
is a simple candidate for eavesdropping [12].

There are different types of attacks [13] possible in WSN

that are classified under two broad categories as follows:

A. Active attacks

Termed as internal and external, it modifies and deletes
information. In this dropping, modification, fabrication
occurs.

1) Types of Active Attacks: Grayhole, Information
disclosure, Blackhole, sinkhole, Resource consumption.

2) Grayhole: In Grayhole Attack there is a node in the
built up routing topology that selectively drops packet
with certain probability causing network distraction.
Gray hole may drop packets originating from (or
destined to) certain particular node(s) in the network
while forwarding every one of the packets for different
nodes.

3) Sinkhole Attack: In this attack the traffic is attracted by
the malicious node. The malicious node draws attention
of their neighboring nodes by announcing a fake
optimal path by using attractive power or bandwidth.
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Fooled neighboring nodes then route their data to
malicious node and results packet dropping by the
malicious node.

B. Black hole Attack

In Black-hole attack, malicious node captures and re-
programs a set of nodes in the network and blocks the
packets they receive instead of forwarding them towards the
base station. Any packet that enters into the black hole
region is captured by the malicious node and never reaches
the destination node.
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Fig. 2: Black hole Attack

C. Passive attacks

Information is gathered from the network without disturbing

it and it is difficult to detect.

Types: Snooping, Eavesdropping,

Monitoring.

1) Spoofing: The spoofing attack happens when a
malicious node pretends other node's identity at times.
This thusly misguides a non malicious node keeping in
mind the end goal to change the vision of the network
topology that it can gather.

Traffic  analysis,

Fig. 3: Acknowledgment Spoofing Attack
2) Eavesdropping: Eavesdropping attack is the technique
for collecting information by snooping on transmitted
data on legitimate network. This information may
incorporate the situation, public key, personal key or
even watchword of the nodes. The attacker snoops the
data interchanged in the network without modifying it.
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Fig. 4: Eavesdropping

3) Traffic analysis: The principle task of this attack is to
monitor and analyse which sort of transmission is going
on. Its point is to engage in convention or to provoke
transmission between nodes. For this reason, the
attacker may utilize a few methods, for example, time-
correlation monitoring, traffic rate analysis, and so
forth.

These attacks are triggered on different layers in
Wireless Sensor Networks [14,15].Sinkhole attack is
triggered at the network layer, so it is considered as the most
vulnerable type of attack. Due to this attack network
performance degrades, efficiency of the network decrease
and packet loss increases.

Il. SINKHOLE IN WSN

In this type of attack, an attacker compromises an existing
node in the network or brings a new external node, which
has same capabilities of an existing node and uses this
compromised node to create the sinkhole attack [16]. It
prevent the base station from obtaining complete and correct
sensing data & is particularly severe for WSN’s as there is
vulnerability of wireless links. Some secure or geographic
based routing protocols resist to the sinkhole attacks in
certain level and many current routing protocols in sensor
networks are susceptible to the sinkhole attack.

For example, in a sinkhole attack in fig 5. An
intruder usually attracts network traffic by advertising itself
as having the shortest path to the base station. As shown in
Fig., an intruder using a wireless-enabled laptop will have
much higher computation and communication power than a
normal sensor node, and it may have a high-quality single-
hop link to the base station (BS). It can then advertise
imitated routing messages about the high quality route, thus
spoofing the surrounding nodes to create a sinkhole (SH).
When the Sinkhole attack occur in the WSN, the
performance of WSN starts to decrease in term of some
performance metrics such as packet delivery ratio, end to
end delay and packet loss [6] are discussed below:

1) Packet delivery ratio: Packet delivery ratio is nothing
but the ratio calculated by dividing the no.of packet
received at destination by the no. of packet send at the
source. Performance is best when PDR is high.

2) End to end delay .It is defined as total delay taken by
node to reach from source to destination over a
network.

Endtoenddelay = Tr = TS.cccceuveeee(1)

Where, T, is time that packet is received

Ts time that packet send at source node.

3) Packet loss ratio: Packet loss ratio is also known as
packet dropped ratio Packet loss ratio is ration of total
dropped packet from source to destination at specific
time.

Packet loss = mno.of packets send - no.of packets

received... ...(2)
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Fig. 5: Sinkhole Attack

I1l. RELATED WORK

Extensive literature survey has been done related to
detection of sinkhole attack & the requirements of QoS in
WSN’s.

In [1] Yue Liu et.al (2015) proposed “The Mason
Test: A Defense against Sinkhole Attacks in Wireless
Networks without Trusted Authorities”, it describe a
technique to use signal prints to detect Sinkhole attack in
WSN. The Mason test was implemented on HTC Magic
smartphones and tested with human participants in three
environments. It eliminates 99.6-100 percent of Sinkhole
identities in office environments, 91 percent in a crowded
high motion cafeteria, and 96 percent in a high-motion open
outdoor atmosphere. [1] “A survey of attacks, Security

Mechanisms and Challenges in Wireless Sensor
Networks”, the protection goals for sensor networks |,
various attacks in wireless sensor networks and the security
mechanism related to different attacks have been introduced
[2]. The paper also presented the challenges of sensor
networks.

The message authentication and passing method
that is applicable for inspection the trustworthiness or
otherwise for a Sinkhole node have been explained by
Udaya Suriya Raj Kumar Dhamodharan and Rajamani
Vayanaperumal [17]. Duplicate Id and other information of
node is only possible when malicious node has all the
information of other node. This method is effective and is
known for more time consuming than any other method
[17]. In order to detect the intruder in a sinkhole attack by an
algorithm which firstly finds a group of suspected nodes by
analyzing the consistency of data have been introduced in
“Detection of Sinkhole Attack in

Wireless Sensor Networks” [18]. The proposed
algorithm’s performance has been evaluated by using
numerical analysis and simulations [18]. An analysis to help
network managers understand and assess the various threats
associated with the use of wireless technology and a number
of available solutions for countering those threats are
discussed by Ju young Kim etal. The different
vulnerabilities, threats and attacks that might possibly put
WSNs in a vital or critical situation have been identified and
discussed in their paper.[14]

The most common security threats in various layers
and their most probable solution [15] have been presented
by Kalpana Sharma and M K Ghose (2010) in their paper
“Wireless Sensor Networks: An Overview on its Security
Threats”. They have presented the outline of the WSNs
threats affecting different layers along with their defense
mechanism. They conclude that the defense mechanism
presented just gives guidelines about the WSN security
threats; the exact solution depends on the type of application
the WSN is deployed for[15].“A Regional Statistics
Detection Scheme against Sinkhole Attacks in WSNs”,[19],
has been proposed by Li, M., Xiong, Y. et.al. The scheme
(RSDs) is an effective solution to three key issues: firstly,
they address the sinkhole attack by a RSSI-based distributed
detection mechanism, secondly, their protocol can prevent
the network from a large number of nodes failure caused by
sinkhole attacks. Thirdly, the RSDs can maintain a high
detection probability with low system overhead by
implement experiments [19].

An overview of the security issues, security
principles have been proposed by Hero Modares et.al. [20].
The paper represented the different security attacks and
demonstrated the different cryptographic techniques [20].
Chun-Hsin Wang and Yang-Tang Li et al. explained in their
paper, that malicious nodes may become immediate nodes
of routing paths due to replying spoof routing
information.Then data packets might be stolen, customized,
and even drop by selfish nodes. This type of behavior may
affect bandwidth of the resources and consume unnecessary
data. So there is a need of modify protocol. In this paper,
they proposed a new method to detect malicious nodes
actively [21]. “Main Types of Attacks in Wireless Sensor
Network”, have also been presented by Teodor G. If the
security is compromised ,there could be serious penalty
starting from theft of information, loss of privacy. So there’s
a need of a network which is of high privacy and prevent
all the attacks in the network [6].

IV. INTRUSION DETECTION ALGORITHM FOR MITIGATING
SINKHOLE ATTACK ON LEACH PROTOCOL IN WSN’S

The main objective of this research work is to study the
effects of sinkhole attack in a WSN which uses the LEACH
protocol for its routing operation and devise a security
mechanism to overcome the adverse effects. Sinkholes are
triggered in a WSN either by insiders or by an external
attacker. The projected IDS algorithmic rule detects the
sinkhole attack with high detection rate. The execution of
the intrusion detection algorithm is verified numerically and
simulations enforce the accuracy and the effectiveness of the
algorithm.

A. Low Energy Adaptive Clustering Hierarchy (LEACH)
Protocol

A. Pravin Renold et al. [22] states that the routing protocol
plays a main role in transmitting the data from source by
forming a route to the destination via intermediate nodes and
also helps for the effective usage of the power of the nodes
when not in the mode of transmission. M. Bala Krishna et al
[23] presents that Energy efficient and energy aware
protocols in sensor networks are based on the following
characteristics:
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1) Data Aggregation: Data Aggregation collects data
samples from a set of sensor nodes

2) Data acquisition: Data acquisition collects data samples
periodically or event based

3) Duty cycle: Duty cycle enables the radio-receiver of a
sensor node in sleep or idle state to increase the node
life cycle

4) Cluster: Cluster is a set of nodes with similar attributes
like node distance and signal strength which are
grouped together.

5) Mobility: It explains that static sensor nodes save more
energy as compared to dynamic sensor nodes. Mobile
sensor nodes are used if the energy levels of nodes are
uneven and enhance the data delivery rate [23].

The main aim of LEACH is to select sensor nodes
as CHs by rotation in each round, so the high energy
dissipation in communicating with the BS is spread to all
sensor nodes in the network.

B. Working Procedure of LEACH

LEACH was proposed by Heinzelman, Chandrakasan and
Balakrishnan which is an adaptive clustering algorithm
based on hierarchical cluster based routing technique for
wireless sensor networks. LEACH organizes the nodes in to
clusters. LEACH randomly selects nodes of cluster as
cluster-heads (CH) and performs time to time reelection.
Cluster Head (CH) responsibility is to create and manipulate
a TDMA (Time division multiple access) based schedule
and passing aggregated data from each node to the BS
where these data is required using CDMA (Code division
multiple access). And all the remaining nodes acts as cluster
members. The operation of leach protocol is split into two
main phases: set up and steady.
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Fig. 6: Architecture of LEACH

C. Two Phases of Leach

LEACH is divided into rounds where each round consists of
two phase, set-up phase which is responsible for cluster
formation and steady phase which is responsible for data
transmission.
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Fig. 7: LEACH protocol phases[24]

1) Cluster setup Phase: First step is cluster head selection.
At the first of each round, each node selects a random
number between Os and 1 and compares it to the
threshold shown in formula. If the selected random
number is less than the threshold, the node would be
selected as a cluster head for the current round. The
threshold T(n) is calculated as:

_ P
T = 1—p(r=mod (5))

0, else

Jif n€G;

Here P is the desired percentage of nodes which are
cluster head here, r is the current round, and G is defined as
the set of nodes that has not been selected as cluster-heads in
the past 1/P rounds. This states that all sensor nodes
eventually spend equal energy. After selection of cluster
head, it advertises his selection to all remaining nodes. All
nodes choose their nearest cluster head when they receive
advertisement message based on the received signal
strength. Then TDMA schedule is assigned by the CH for
their cluster members or nodes. In order to avoid signal
interference near the cluster, cluster head can determine the
CDMA codes which all nodes used. The CDMA codes
which is used in the current phase and TDMA timing
information will be sent together. When nodes within the
cluster receive the message, they will send data to the cluster
head in their own time slot. Algorithm will enter a stable
phase.

2) Steady Phase: The steady state phase is the data
transmission step. During this phase, nodes in each
cluster send their data based on the allocated
transmission time to their local cluster heads. To reduce
the energy dissipation, the receiver of all non-cluster
head nodes would be turned off until the nodes’ defined
allocated time. After receiving all the data from the
nodes, the cluster head aggregates all the data sent from
the member nodes into a single signal and transfers it to
the base station.

V. CONCLUSION

In this paper, various techniques has been reviewed for the
reduction of energy consumption in the network. In the
network, various types of active and passive attacks are
possible. The techniques which are proposed in the previous
times has been reviewed and compared in terms of
description and outcomes. Future work will focus on
improving the performance of the network even after the
sinkhole attack occurs by considering the QoS requirements
for WSN. To propose a mechanism for prevention and
mitigation of sinkhole attack in the network.
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