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Abstract— Cloud computing is growing field and rapidly 

increasing popularity in IT field. Due to a list of advantages 

of cloud computing, it promises to cut operational and 

capital costs and provide flexibility to users as per their 

requirement. However, uncounted advantages of this 

technology, there is some issues related to security. Security 

is the more challenges in a cloud because it is open for an 

attacker and that’s why many organization hesitate to adopt 

the cloud environment. IDS is the commonly used 

techniques to detect some suspicious activity. Captured data 

analyzed and classified to detect the malicious activity in 

cloud virtualized environment and to increase the detection 

accuracy and reduce the false alarm using signature and 

anomaly technique. 
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I. INTRODUCTION 

Cloud computing becoming popular and it’s a new emerging 

technology which taking a place of the traditional system in 

IT [4]. Cloud computing having a speciality like “it is 

available everywhere, easy to use, whenever to require 

present of computing resources which can be easily 

provisioned and released with less  management effort or 

service provider interaction”[20]. 

There are six major benefits (1) Anywhere/anytime 

access (2) Specialization and customization of applications 

(3) Collaboration among users (4) Processing power on 

demand (5) Storage as a universal service (6) Cost benefits 

[6]. 

Cloud computing, revolving mainly three kinds of 

services: Software as a Service (SaaS) systems, 

Infrastructure as a Service (IaaS) providers, and Platform as 

a Service (PaaS) [20] [23]. The characteristics of cloud 

computing include: virtual, scalable, efficient, and flexible 

[5] [23]. There are commonly used cloud strategies available 

to create private cloud environment like Eucalyptus [11], 

OpenNebula [4], and GNS3 [13] [21] [24]. 

In this research paper, section 1 describes 

introduction related to cloud computing as new emerging 

technology describing its characteristics, benefits and 

models which provide services. In, section 2 the security 

concern reproduced with the cloud computing have been 

highlighted. In section 3, the focus is on the related work 

done and the theoretical background of the proposed work. 

An overview of the concepts used for the current IDS model 

is mentioned in section 4. In section 4 the proposed model 

architecture and the implementation details are delineated. 

Finally, the conclusion and a brief discussion on the future 

work are presented in section 6. 

II. SECURITY CONCERN IN CLOUD COMPUTING 

However, cloud computing having various characteristics 

and uncounted advantages but there is some major security 

issue like availability, confidentiality, integrity [11]. The 

cheap availability of significant amounts of computational 

resources can be regarded as a means for easily perpetrating 

distributed attacks [9]. 

Cloud environment’s security concern with two 

aspects:-1)cloud customer’s point of view and cloud 

provider’s point of view[3][4].cloud consumer want more 

secure environment while cloud provider’s want to make 

secure their cloud environment from the attacker. There is 

two categories of cloud's attacker:-1) External attacker and 

2) Internal attacker [9]. 

External attackers are those who do not 

authenticate by the cloud provider and want to disturb the 

service and to block the resources to legitimate user [4]. 

DoS/DDoS attacks in which they use TCP SYN flooding 

Attack, UDP flooding attack, ICMP flooding attack, Port 

Scan attack[10], SIP flooding attack[8], SSL DDoS 

attack[9] and various network-based attacks which cause 

damage so that the cloud infrastructure cannot provide 

service to their consumer reliably and efficiently [4] [9] 

[11].  

Internal attacker’s have authority to gain and use 

the virtualized resources of the cloud provider. A malicious 

user can take this as an opportunity to run malicious code 

[4]. So it generates  some of the security issues of the 

malicious VM like 1) VM monitoring from another VM 2) 

Communication between host and VM 3) VM Escape 4) 

VM Rootkits5) VM Hopping. 

III. RELATED WORK 

A. Problem statement 

To protect against various attacks, traditional system is not 

enough. The main security issue is that cloud environment is 

leaking the protection. IDS are the best option to protect the 

cloud environment against the attacks. The main motivation 

is that combination of both techniques like signature-based 

IDS and anomaly-based IDS increase detection accuracy 

than single technique for cloud security. 

B. Existing work 

In 2014, Haifa Bait Baraka, Huaglory Tianfield et.al [1] 

presented an implementation of IDS to secure virtualized 

servers on the cloud platform and validates intrusion 

detection system in detecting DDoS attack against the 

virtualized environment. Use LOIC tools to generate the 

attack on virtualizes server. Snort based NIDS implemented 

on virtualized environment to detect attack but cannot detect 

unknown attack. 

In 2014, Chetna Vaid, Harsh K Verma et.al [13] 

proposed anomaly based IDS, design and implemented 

anomaly based IDS to detect attack in cloud environment. It 

increased detection accuracy and reduce false alarm using 

anomaly based IDS. It efficiently detects unknown attack 

from dataset using k-means and Decision tree but doesn’t 

apply signature technique to detect known attack. 
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In 2012, S.Horrow, S. Gupta, and A. Sardana 

et.al[4] proposed that with IDS CPU utilization is normal 

even in TCP/SYN Flood attack. Detection of TCP SYN 

Flood attack by checking State of the TCP connection. If not 

completed 3-way handshakes then drop packet. It can detect 

TCP SYN attack very accurately but fail to detect another 

attack. 

In 2012, C. N. Modi, D.R.Patel, Avi Patel, 

R.Muttukrishnan et.al [11] proposed and implemented an 

NIDS which uses Snort to detect known attacks and 

Bayesian classifier to detect unknown attacks. It uses 

combination of both signature based and anomaly based 

which provide more security It detect all types of DoS. 

Performance results of proposed NIDS module show that it 

has high detection rate with low false positives, low false 

negatives and affordable computational cost. 

In 2010, C.Mazzariello, R.Bifulco and R.Canonico 

et.al [8] proposed the intrusion detection system using 

eucalyptus Cloud. They generate traffic using Inviteflood 

tool for SIP Flooding traffic. In this, Snort is used in Cloud 

controller and on virtual machines to detect attack. So using 

Snort, it detects known attack efficiency but unable to detect 

unknown attacks. 

In 2014, S. Patil, Prof. Bharati Ainapure et.al [9] 

proposed snort based IDS for Detection of TCP SYN flood 

& SSL DDoS attack. They perform different 3 phase of 

attack. The attack has been monitored and detected by Snort 

IDS shared object rules. Using rSyslog export logs from 

host network to the remote rSyslog server. Awstates makes 

easy to get result with minimum efforts but limited as 

unable to support variety of log formats parsing and unable 

to detect unknown attack. 

In 2012, Zhe Li, Weiqing Sun, Lingfeng Wang. 

et.al [17] present that- Eucalyptus-powered cloud platform 

and KVM are used to create a cloud environment. They 

build A neural network based IDS to protect cloud 

environment. They have used KDD dataset to train the 

neural network. They claim that accuracy of the 

implemented IDS is having fairy reasonable with the 

acceptable expense of time. It can detect anomaly attack but 

they conclude for future work that they left room space for 

further research on integrating signature- based detection 

function with anomaly-based IDS. 

In 2011, Huaibin Wang and Haiyun Zhou et.al [16]  

present that  Multiple IDS are deployed in each layer of 

cloud infrastructure for protecting each Virtual Machine 

(VM) against threats. It used signature-based technique to 

capture known attack from database and calculate threshold 

to protect other cloud environment for early detection and it 

helps to protect from single point of failure from attack. 

IV. THEORETICAL BACKGROUND 

A. Intrusion Detection system  

The process to identify unauthorized and malicious action 

towards the targeted system or network is called intrusion 

detection.According to different deployment mechanism, 

IDS can be Hardware, software and VM based.  In Cloud, 

IDS is essential part for protection. it is mainly categorised 

into different types which are host based IDS, Network-

based IDS, Hypervisor based IDS and Distributed based 

IDS[3] and technique which is categorized as signature 

based and anomaly based. 

B. Types of Intrusion Detection system 

 
Fig. 1: Types of IDS 

1) Network based IDS 

Network Intrusion Detection System (NIDS) is IDS that 

attempts to find out unauthorized access to a computer 

network by analyzing traffic on the network for suspicious 

activity and raised alert [14].NIDS scan the network packets 

and find out their relationship with signatures of known 

attacks or may be it anomaly which is unknown attack. 

2) Host based IDS 

Which are based on watching local activity on a host, like 

processes, network connections, system calls, log files, etc 

[12] and generate alert for intimation to user or 

administrator if suspicious activity is detected.  

3) Distributed based IDS  

Distributed IDS (DIDS) is a kind of IDS which is designed 

to discover attacks on individual hosts as well as the 

network [8] [3]. To reduce the limitation of individual, use 

combination of both- NIDS AND HIDS. Correlation part 

generate alert if any suspicious activity happens. 

C. Types of intrusion Detection Techniques 

1) Signature-based Detection 

In signature, it is a pattern or string that corresponds to a 

known attack or threat. Recognizes intrusion by comparing 

captured patterns with preconfigured knowledge base [9]. Its 

ratio is high for accurate detection of previously known 

attacks but fails to detect new or variant of known attacks 

[13]. 

2) Anomaly-based Detection. 

In the Anomaly detection, any set of action that change from 

normal behavior is taken into consideration as potential 

intrusion [13]. The anomaly detection system has the ability 

to identify new attacks, as any attack will differ from the 

normal activities. It can detect unseen unwanted attacks 

[22]. Anomaly detectors module rectifies abnormal behavior 

(anomalies) on a host or network [11]. 

V. OVERVIEW OF TECHNIQUES USED 

A. Snort 

Snort is an open source IDS available to the general public 

[2]. Snort is a popular Intrusion Detection and Protection 

System (IDS/IPS) which use to protect risk from attacker 

[7]. Network intrusion detection systems (NIDS) are an 

important part of any network security architecture. They 

provide a layer of safeguard which monitors network traffic 

for pre-specified suspicious activity or patterns and provide 

notification to system administrators when possibility 
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suspicious traffic is detected [14]. Snort is primarily a rule-

based IDS, can detect only known attack which is available 

with its database but having problem to identify any 

deviation from known pattern and treat packets as a normal 

and fail to detect unknown attack [11]. 

B. K-means clustering 

To divides “D” dataset with specified “k” parameter, simple 

k-means algorithm is best for clustering. Clustering of 

dataset as an intra-cluster similarity remains high and inter-

cluster similarity goes low, compare to other hierarchical 

clustering technique [13], Kmeans clustering acquires less 

time get better results. Using Euclidian distance, distance 

between centroid is calculated: 

d(x, y) = √∑(xi − yi)
2   (1.1) 

Where, 

x = (x1 . . . xm) and y = (y1…ym) are the two input vectors 

with m quantitative features [13] 

C. Decision tree with C4.5 algorithm 

Decision tree is the well-known machine learning 

techniques [18] and it gives more accuracy for compare to 

other classification algorithm [19] 

 A decision node 

 An edge or a branch 

 A leaf 

 In decision tree, two major phases should be ensured: 

1) Building the tree. 

2) Classification. 

It builds its optimal tree model by selecting 

important association features. The decision tree generated 

by C4.5 can be used for classification. 

Pseudo-code of C4.5 [15] 

Construct Tree (T) 

1) Compute Frequency of class (T); 

2) If sameClass or Few cases  

Return a leaf class label; 

Generate a decision node N; 

3) For every Attribute A 

ComputeGain(A); 

4) N.test=Attribute having Best Gain; 

5) If N.test having continuous value Find Threshold; 

6) For every T` with the splitting of T 

7) If  T` is Empty 

Child of N is a leaf 

else 

8) Child of N=Construct Tree (T`); 

Return N 

VI. PROPOSED SYSTEM 

There are various attacks in cloud Environment, among 

them the most damaging Denial of Service attack which 

affects the availability of services. To Detect and protect the 

cloud virtual Environment IDS/IPS is one of the choices. 

Before protecting against various attack we have to 

identify which type of attack is occur. More accurate 

detection can help to create rules according to the new 

attack and help to detect more attack in cloud environment. 

 
Fig. 2: Proposed System 

A. Steps for Proposed System 

START: 

1) Create a cloud virtual environment  

2) Apply various attack using tools. 

3) Gather available data which transact through GNS3  

4) Run Snort as NIDS to analyze the known attack. 

5) Then apply Pre-processing to fetch the most 

important attributes and   create class based on 

distance using simple kmeans algorithm. 

6) Apply Decision tree algorithm to find the 

probability of attack which shows some hidden 

pattern and rules. 

Based on probability it show accuracy of 

classification. 

 
Fig. 3: Cloud Virtualized Environment Using GNS3 

 Phase 1:-In first step scenario is configured using Gns3 

which creates network to work and operated on an 

actual virtual machine with the cloud environment.  

 Phase 2:- Apply normal activity and attack tools to 

generate logged of transaction and gathered data will be 

analyzed. 

 Phase 3:-Apply snort as NIDS which will detect known 

attack available with rules and generate alert log. 

 Phase 4:-Apply preprocessing to fetch attribute from 

logged data and select required features which are most 

concern with intrusion detection.  

Selected feature for analysis are:- 

 Duration 

 Protocol 

 Flags 

 Source port 

 Destination port 

 Total packets 

 Total bytes  
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 Network traffic into user VM 

 Network traffic out of user VM 

 Bytes from source to Destination 

 Bytes from destination to source 

 Phase 5:-Apply simple k-means clustering to create 

cluster. Then after apply decision tree with c4.5 

algorithm for further classification. Equation for C4.5 

[15] 

info(D) = − ∑
freq(Cj,D)

|D|
  x log2 (

freq(Cj,D)

|D|
) 

NClasss

j=1
 (1.2) 

Split(d) = − ∑
|Di|

|D|
  x  log2 (

|Di|

|D|
)

s

i=1
   (1.3) 

gain = info(D) − ∑
|Di|

|D|
  x  info(Di)

s

i=1
  (1.4) 

No. Protocol type Flag Duration Port Class 

1 TCP SA 38.654 21 C0 

2 TCP SA 0.0776 21 C0 

3 UDP N 9.9354 80 C1 

4 ICMP N 0.1255 80 C1 

5 ICMP N 0.0935 80 C1 

6 ICMP SA 17.2125 21 C0 

7 UDP N 9.9008 80 C1 

8 TCP SA 0.0827 21 C0 

9 TCP R 0.2021 80 C1 

10 ICMP N 0.0988 80 C1 

11 TCP S 24.3776 80 C1 

12 UDP N 10.015 80 C1 

13 UDP N 9.9354 80 C1 

14 ICMP SA 34.3016 21 C0 

Table 1: Sample Data For Classification 

As shown in above table, for example it has total 

instances 14, Decision tree builds based on  feature having 

higher information gain for split its branch. C4.5 handle 

both value Continues and Desecrate value. The selection of 

feature first it calculates information gain. One advantage of 

C4.5 algorithm for Decision tree is that it handles the 

continuous value to split the branch so no need to normalize 

before calculation. 

First INFO (T) is calculated as: 

INFO (D) =-(9/14)*log2 (9/14) – (5/14)*log2 (5/14) =0.940 

Same way it calculate information of each feature: 

INFO(protocol)(D) =(5/14)*I(2,3) +(2,3)+(4/14)* I(4,0) + 

(5/14)*I(3,2)=0.694 

Over here, (5/14)*I (2, 3), means “protocol =TCP “has 5 out 

of 14 instance having 2 class- C0 and 3 class-C1. 

Gain (protocol) = Info(T) – INFOprotocol =0.249  

B. For continuous attribute selection 

If attribute Y has continuous numeric values, a binary test 

with outcomes YZ and Y>Z could be defined, based on 

comparing the value of attribute against a threshold value Z.  

C. Threshold value Z 

The available continuous data [15] are first sorted on the 

values of the attribute Y which going to be considered. 

There are only a finite number of these values; it is sorted 

order like {v1, v2, …, vm}.  

Any threshold value comes between vi and vi+1 

will have the same effect of dividing the cases into those 

whose value of the attribute Y lies in {v1, v2, …, vi} and 

those whose value is in {vi+1, vi+2, …, vm}. There are thus 

only m-1 possible splits on Y; all of this must be checked 

systematically to get an optimal split. It is usual to choose 

[15] the midpoint of each interval: (vi +vi+1)/2 as the 

representative threshold.  

C4.5 chooses as the threshold a smaller value vi for 

every interval {vi, vi+1}, rather than the midpoint itself. 

 
Fig. 4: Generate tree and accuracy 

The accuracy of current work has been compared with 

existing work and shown in below table. 

 Existing model Proposed model 

Detection accuracy 92.0228 98.1720 

Table 2: 

VII. CONCLUSION 

Cloud environment is having the weakest point as security 

issues, if we consider the list of advantages. The aim of 

denial of service attacks is to consume a lots of resources, 

thus preventing legitimate users from receiving service with 

some minimum performance. Flooding is the most critical 

attack of DOS, so only standalone techniques and types are 

not enough to detect attack for cloud environment. For 

better Detection of attacks using both signature based and 

anomaly based techniques in network based IDS can 

provide much better secure cloud environment. 

Using Decision tree with c4.5 algorithm, 

probability of class has been found out for particular data 

set. Based on the classification achieved from the results 

segregation of the attributes has been carried out. The 

pattern of attacks and accuracy has been observed from the 

generated tree. 
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