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Abstract— Towards the motivation of digital india we need 

to get more and more digital. Smart phone is one of the 

evidence towards digital india. According to fact of a digital 

india we are developing an application which can transforms 

the social life of mediacl industry into digital. Mostly what 

happend nowadays when anyone has to go to doctor he need 

to wait for very long time at clinic or hospital so to avoide 

such a problem our application will provide online 

appointment management module. We are also providing 

feature which will update patient or user of our application 

by providing different different news updates related to 

health camp because we always unaware of those 

healthcamps so we will provide that updates to users 

through our application. Also we are also provide report 

management system by using these user can manage his 

reports through his mobile phone also user can view and 

send reports to doctor online no need to carry it by hand user 

can maintain it digitally. Also we are using AES algorithm 

which can provides security to user data. 
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I. INTRODUCTION 

As today’s era is moving towards being cashless with a 

great speed, the youth want everything very easily. Not only 

the youth but the people of all generation are finding it very 

easy to be cashless and more and more people are getting 

attracted or joined towards this technology of being 

“cashless”. 

Anywhere you go, you get this technology 

available. You either go for shopping or buying movie 

tickets or to a café or a restaurant, even for buying 

household things at roadside vendor. 

So we thought of using this technology and adding 

more to it for our final year project. Nobody likes to sit for 

our long waiting hours just to get checked by the doctor and 

that to doctor checks you in 5 minutes or so. To avoid this 

and to save time of our patients we are creating a app called 

“Medicare”. 

In our application we have major 2 sections i.e. 

Doctor and patient section. In the doctor section the doctor 

has the authority to add or accept the patient or to reject or 

delete the patient request and also have a communication 

with the patient where he/she can send reports to the patient. 

In the patient section the patient the view the profile of the 

doctor, can send the previous history or previous reports to 

the doctor so that the doctor can very well understand his 

patient. If required or if the doctor suggests the patient to 

take appointment and personally visit the doctor the patient 

can book an appointment itself from the application wherein 

the time going and sitting at the doctor’s clinic or hospital 

will be reduced and the patient’s time will be saved. 

One more very useful and important advantage of 

our system is that the patient can maintain the reports using 

the cloud. He does not have to carry them every time and 

can access them very easily. 

There are some applications which provides online 

healthcare system but those application cannot provide 

HIPPA law.  HIPPA law can provides a law according to it 

Administrator cannot provides any kind of information of 

patient to anyone wheather it is important reason or not. So 

we are applying HIPPA law for our application. 

In this paper we had developed a system known as 

“Medicare”.  

Firstly we focused on the real time problems 

related to the medical industry by finding that problem we 

tried to solve that problem by usFirstly we focused on the 

real time problems related to the medical industry by finding 

that problem we tried to solve that problem by using our 

application. 

Mainly we are focusing on the problem realated to 

communication gap between patient and doctor . for that we 

are using system by which user can request to doctor for 

communication through application  doctor will decide does 

he have to accept request of patient or not by accepting it 

patient and doctor can communicate each other by 

application. 

Second Important thing is report management 

system by which patient can maintain all his reports through 

application maintain that reports patient don’t need to carry  

that reports physically, patient can carry it digitally in his 

mobile phone . 

Next important part is feedback module in which 

user will give feedback to doctor. 

Patient can easily switch between doctors by easily 

clicking on switch doctor option. 

II. SYSTEM MODEL  

 
Fig. 1: System Model 

We would first like to elaborate our paper “Medicare”. 

Medicare consists of 7 different modules. The modules are 

as follows. 
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1) Registration Module 

2) Login Module 

a) Client Login 

b) Doctor Login 

3) OTP generation/forget password 

4) Notification Module 

5) Dieses registration Module. 

6) Image Upload/Download Module 

7) Cloud Server 

The Registration Module will be used for the 

registration of the patient. The doctor’s registration will 

have all the details of the doctor  and the user’s registration 

will include his name, phone number, password, all details 

which are necessory etc. The login module will have 2 

sections i.e. the client (patient) and the doctor login. The 

login section will have only 2 fields i.e. the username field 

and the password field. After that module comes the next 

module i.e. the OTP generation and the forget password 

module. In this module the authentication of the patient and 

the doctor will be done. The authentication of the client will 

be done by the OTP generation which will be sent to the 

client on his mobile number. administrator will be 

responcible for authentication of doctor. The admin will 

personally check the details of the doctors, their degree, 

their qualification, their clinic or their respective hospitals. 

Forget password module also included in it. If the user 

forgets his password easily recover it with the help of 

admin. Next module is the notification module. Next is the 

dieses registration module. All the dieses will be already 

registered in the application along with the preferred doctor 

who can cure the dieses. The patient/user has to enter the 

dieses and he will get the list of doctors who can help him 

curing his dieses. another module in our application is image 

upload/download module in which patient or doctor  can 

easily upload and download images . and patient or doctor 

can easily transfer images to each other by using secure FTP 

protocol.   

GUI  

 
Fig. 2: Regostration window 

In this registration window user will enter all the 

details for signing up. He has to fill all the details mentioned 

in above image. 

 
Fig. 3: Login window 

Login window is used by patiend or doctor for signing up 

into application. 

 
Fig. 4: 

This application will consist of all features shown in image. 

 Send Report:- User will send report to doctor through 

send report feature or he can chat with doctor through it. 

 Appointment :- user will take appointment towards 

doctor by clicking on take appointment. Time has been 

predefined by clicking on it user will be assigned with 

date and time. 

 Feedback:- Feedback will be given by user. 

 Switch Doctor:- Doctor will be switched by patient 

meand user will switch one doctor to another. 

 Doctors profile:- User will be able to see profile of 

current doctor. 

 Make payment:- User will pay to doctor through this 

feature. 

 Call doctor:- user will directly call to doctor through 

this feature. 

 View reports:- Report management will provide 

through this feature. 
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III. ALGORITHMS USED  

A. AES (Advanced Encryption Standard) 

AES stands for Advanced Encryption Standard. This 

algorithm is a symmetric encryption algorithm. The two 

scientistJoan Daemen and Vincent Rijmen developed this 

algorithm.  This algorithm was designed to be effective on 

both hardware and software and block length of 128 bits is 

supported and also key length of 128, 192, and 256 bits is 

supported.  

The AES algorithm consists of 2 parts i.e. 

Encryption and decryption. Encryption can convert the pain 

text into cipher text. This cipher text is the text which is in 

unreadable format. And decryption is the reverse process of 

encryption. It converts cipher text into plain text.  

1) Encryption 

Input: String to be encrypted 

Output: Encrypted value 

Steps: 

Begin:  

Get the instance of the Cipher class i.e. java.crypto.cipher 

Step 1:  

Generate the dynamic key 

Step 2:  

Using Base 64 encoder to encode the bytes of the given 

String and get the encrypted value. Return encrypted value. 

End  

2) Decryption 

Input: String to be decrypted 

Output: Decrypted value 

Steps: 

Begin: 

Get the instance of the Cipher class i.e. java.crypto.cipher 

Step 1: 

Generate the dynamic key 

Step 2: 

Using Base 64 decoder to decode the bytes of the given 

String and get the decrypted value. Return decrypted value. 

End 

B. Mathematical Model  

C. Homomorphic Encryption HEnc (.) 

This gives 2 encrypted messages: 

HEnc(m1+m2)= HEnc(M1)*HEnc(M2) 

*: Corresponds to operation in Cipher Text 

M1: Message 1 

M2: Message 2 

It can encrypt the message under Range [r1, r2] 

Receiver can decrypt the message with the privacy key 

corresponding to the range [r1, r2] 

Encryption 

Anonenc (id,pp,m) 

pp : System Parameter 

M:message 

id :identity 

Input: M 2 M 

Output: C= (C1, C2, C3) 

With r= H3(mj j s) 

C1= gr 

C2=s_H2(e(H,(id),y)r) 

Where, 

S: random element from m 

Decryption 

Algorithm performed by decryptor: 

(c,Skid) 

Input: cSkid 

Compute 

c2_ H2 (e (Skid: (1)) =s c3 _ H4(s) =m 

1) Success Case 

1) Successful login. 

2) Successful Communication between patient and doctor. 

2) Failure Case 

1) Login Failed. 

2) Patient not in the range of Wi-Fi. 

D. FTP Algorithm 

FTP Protocol is used to transfer the computer files between 

client and server on a computer network 

The reports made by doctors or the previous history 

of reports can be send to patient or doctor by  using FTP 

protocol. 

IV. CONCLUSION 

In this paper, we designed a “Medicare” application which 

is a health monitoring system, which we can use to protect 

the privacy of the clients and also so that we can protect the 

intellectual property of the providers. 
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