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Abstract— India is the largest democratic country where 

voting and elections are fundamental to any consensus-based 

society. In India we use the most popular voting system called 

as an electronic voting system (EVM) for its easy access and 

less time consuming features. But yet this voting system is 

not at all efficient and secured one. To reduce these 

disadvantages, we suggest a new e-voting system which 

fulfills the security requirements of voting process. For 

security porpose we use Aadhaar card in this system which is 

already distributed to all indian citizens by the Unique 

Identification Authority of India (UIDAI). Aadhaar is a 12 

digit random number which is called as User Identification of 

Authority of India. In this model the voter authentication can 

be done by using biometric information (Thumb impression) 

which is pre-stored at the government database. The 

significance of adding thumb impression results in exact 

authencation of voter before casting of vote. The extra feature 

of this model is that the voter will ensure if his/her vote has 

gone to correct candidate/party. The main advantage of this 

system is, it is based on a distributed server approach, which 

will ultimately add the accuracy of casting of votes and 

reduce long distance travelling to cast a vote. 

Key words: Automatic Voting Machines (AVM), Biometric 

Fingerprint Authentication, Distributed server, UIDAI 

(Unique Identification Authority of India) number 

I. INTRODUCTION 

Elections enable every adult citizen of the country to 

participate in the process of government formation. You must 

have observed that elections are held in our country 

frequently. These include elections to elect members of the 

Lok Sabha, Rajya Sabha, State Legislative Assemblies 

(Vidhan Sabhas) Legislative Councils (Vidhan Parishad) and 

of, President and Vice-President of India. Elections are also 

held for local bodies such as municipalities, municipal 

corporations and Panchayati Raj justifications.  

We all know India is the largest democratic country 

where Right to vote and Adult Franchise are considered as 

the major pillars of democracy. For a democratic country, 

public opinion is the most important determinant to establish 

a government. Voting is the process through which people 

display their opinion and help to setup a democratic 

government. So the voting system should be reliable, accurate 

and it must be transparent. However the present voting 

system deals with number of problems such as fake voting 

and fraud. Due to this the undesirable and worst case 

candidates gets elected and does not contribute to the 

development of specific region to which they belong which 

results in betrayal of society. In addition to this these leaders 

take full advantage of their power and position to get elected 

by any means, either by malpractices or by violating the rules 

and regulations of election commission of  India. 

 

A. Background: 

1) Paper Based Process: 

The process, which is involved in the paper-based electoral 

system, is a rigorous one. First people who are citizens of 

india are issued  a voter’s Id will be after validating. The 

complete procedure involves lot of paper work. Appropriate 

training will have to be provided for the staff members in 

charge of polling duty.  

2) Electronic Voting:  

Electronic voting (also known as e-voting) encompasses both 

electronic means of casting votes and counting of votes. It can 

include punched cards, optical scan voting systems and 

specialized voting kiosk, transmission of ballots via 

telephones, private computer networks or the internet. There 

are different types of electronic voting systems with the 

advent of technology to avoid electoral frauds like paper 

based electronic voting, Direct Recording Electronic Voting, 

public network Direct Recording Electronic Voting. 

3) Paper-based electronic voting system:  

This system is sometimes called a "document ballot voting 

system". Paper-based voting systems originated as a system 

wherein votes are cast and counted by hand, using paper 

ballots. With the advent of electronic tabulation systems, 

paper cards or sheets could be marked by hand, but counted 

electronically.    

4) Direct Recording Electronic Voting System (DRE):   

A direct-recording electronic (DRE). voting machine records 

votes by means of a ballot display provided with mechanical 

or electro-optical components that can be activated by the 

voter - typically buttons or a touch screen; that processes data 

with computer software; and that records voting data and 

ballot images in memory components. After the election, it 

produces a tabulation of the voting data stored in a removable 

memory component and as printed copy. The system may 

also provide a means for transmitting individual ballots or 

vote totals to a central location for consolidating and 

reporting results from precincts at the central location. 

5) Public network DRE voting system:   

A public network DRE voting system is an election system 

that uses electronic ballots and transmits vote data, from the 

polling place to another location over a public network. Vote 

data may be transmitted as individual ballots as they are cast, 

or periodically as batches of ballots throughout the Election 

Day, or as one batch at the close of voting. This includes 

Internet voting as well as telephone voting. Public network 

DRE voting system can utilize either precinct count or central 

count method. The central count method tabulates ballots 

from multiple precincts at a central location.  Internet voting 

can use remote locations (voting from any Internet capable 

computer) or can use traditional polling locations with voting 

booths consisting of Internet connected voting systems. 

Corporations and organizations routinely use Internet voting 

to elect officers and Board members and for other proxy 
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elections. Internet voting systems have been used privately in 

many modern nations and publicly in the United States, the 

UK, Switzerland and Estonia.  

6) Smart Card in Voting:  

With the use of the smart cards and kiosk there was a 

significant leap in voting technology, as persons were able to 

vote within their own comfort zone or that was the intension. 

The need for the various human security bodies was 

eliminated. However, everyone who is eligible to vote would 

have to have a pre-program smart card.   

II. LITERATURE REVIEW 

A. Issues of Existing Electronic Voting System  

 Electronic Voting Machines ("EVM"), Idea mooted by the 

Chief Election Commissioner in 1977. The EVMs were 

devised and designed by Election Commission of India in 

collaboration with Bharat Electronics Limited (BEL), 

Bangalore and Electronics Corporation of India Limited 

(ECIL), Hyderabad. The EVMs are now manufactured by the 

above two undertakings. An EVM consists of two units,   

1) Control Unit  

2) Balloting Unit  

The two units are joined by a five-meter cable. The 

Control Unit is with the Presiding Officer or a Polling Officer 

and the Balloting Unit is placed inside the voting 

compartment.   

 
Fig. 1: Sub-units of EVM 

There are many types of problems with EVM which 

is currently in use they are:  

1) Accuracy: It is not possible for a vote to be altered e 

laminated the invalid vote cannot be counted from the 

finally tally.  

2) Democracy: It permits only eligible voters to vote and, it 

ensures that eligible voters vote only once.  

3) 3.Security Problems: One can change the program 

installed in the EVM and tamper the results after the 

polling. By replacing a small part of the machine with a 

look-alike component that can be silently instructed to 

steal a percentage of the votes in favor of a chosen 

candidate. These instructions can be sent wirelessly from 

a mobile phone.  

4) Illegal Voting (Rigging): The very commonly known 

problem Rigging which is faced in every electoral 

procedure. One candidate casts the votes of all the 

members or few amounts of members in the electoral list 

illegally.   

5) Privacy: Neither authority nor anyone else can link any 

ballot to the voter  

6) Verifiability: Independently verification of that all votes 

have been counted correctly.  

7) Resistance: No electoral entity (any server participating 

in the e lection) or group of entities, running the election 

can work in a conspiracy to introduce votes or to prevent 

voters from voting.  

8) Availability: The system works properly as long as the 

poll stands and any voter can have access to it from the 

beginning to the end of the poll.  

9) Resume Ability: The system allows any voter to interrupt 

the voting process to resume it or restart it while the poll 

stands.  

B. Frauds reports in EVM: 

1)    Various attacks can be possible in EVM: 

a) Dishonest Display Attack: 

For demonstration attack, developed a dishonest display 

board, shown in above fig, that can replace the real display 

board in the control unit. Normally, the EVM display board 

shows the vote totals received by each candidate when the 

votes are counted. The dishonest display adds a separate, 

hidden microcontroller that sends its own signals to the 7-

segment LEDs to show fraudulent vote totals. 

 
Fig. 2: Dishonest Display Attack 

Signaling Which Candidate to Favor:   

Once the dishonest display is installed in an EVM 

(possibly months or years before the election), the attacker 

must communicate which candidate is to be favored or 

disfavored, and by what margin. 

Online Algorithms for Vote Stealing: 

  Vote-stealing attacks need to keep the overall total 

number of votes cast the same to avoid being detected by 

comparison with other records of the number of voters who 

used the machine. We also note that to avoid raising suspicion 

when there is a small number of voters at a polling place or 

for a single candidate, a vote-stealing attack should avoid 

decreasing a candidate‘s vote total below the size of the 

largest group of voters that might confirm independently that 

every member of that group voted for the candidate. 

Clip-on Memory Manipulator Attack: 

The attack we prototyped is a device that clips 

directly to the EEPROM memory chips used to record votes 

inside the EVM. This small device, shown in Figure, fits 

discreetly in a shirt pocket. It facilitates two kinds of attacks: 

stealing votes and violating ballot secrecy.  

 
Fig. 3: Clip-on Memory Manipulator Attack 
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The first attack is vote stealing: 

Any time between the start of polling and the public 

count, dishonest election insiders or other criminals could use 

the clip-on device to change the votes recorded in the EVM.  

The second kind of attack:  

is to violate ballot secrecy. Internally, the EVM 

records votes in the order in which they were cast, and our 

device can be used to extract these records. 

III. DESIGN AND IMPLEMENTATION: 

As in the system, the AVM counters will be look like a simple 

work stations or terminals. In diagram shows one database 

server(in diagram distributed slave server) is required for 

each assembly (situated in the district town) and this should 

be connected to all terminals throughout the villages/towns. 

As per the population of the concerned constituency or 

assembly AVM counters can be constructed. And all database 

servers of each assembly are connected to the one database 

server(which is present in one district)(in diagram master 

server).So the whole process  is centralized which is show in 

above diagram.  

 
Fig. 4: Existing system 

As the process will be completely centralized so 

there will be no hard-and-fast rule that voters will have to cast 

their votes only from their concerned constituency. That is, 

voter of one constituency may cast his/her vote from another 

constituency because on  using  the Aadhar card  on any AVM 

the system will show the candidate list for the concerned 

constituency to which the voter actually belongs. Therefore, 

after voting the system will automatically store the 

information to the appropriate block in the system database 

server. 

A. Concept of system: 

The proposed system can be implemented at polling booths 

where the voters can go and cast their vote as and when they 

wish within the given time period. As indicated in flow chart 

the system will be started and the voters will be allowed to 

cast vote. Each voters must have their aadhar card to allow to 

ca st their vote. The 12 digit unique identify number called 

Unique Identification Authority  of India (UIDAI) number.  

So by tagging the 12-digit unique identity number with the 

aadhar Card the system can access the fingerprint and details 

of every citizen (from the UIDAI database) for voting 

purpose.   

 
Fig. 5: Concept existing of system 

1) Flow chart of system: 

The voter go into voting counter and enter the 12 digit Aadhar 

card number by using keys. So by detecting this number the 

system access the fingerprint of respective voter from UIDAI 

database. If the fingerprint is match with database 

information (fingerprint) then the voter is valid else the voter 

is invalid. Valid voter allow to   proceed to voting process and 

select any one candidate. Unless and until the voter confirms 

his/her vote the process can not be completed. However if the 

casted vote is cancelled by the voter, the respective person  is 

allowed to recast his/her vote.At the end of the day when 

voting process is completed all the database will be backed 

up to the system itself and also will be saved on distributed 

server.   

 
Fig. 6:  Flow chart for process of existing system 

IV. MAJOR KEYWORDS: 

A. Biometric fingerprint authentication: 

1) Why Fingerprinting? 

The cost of a fingerprint based biometric system is relatively 

low in comparison to other biometric based authentication 

systems like iris recognition, face readers, retina scanning, 

voice recognitions or hand geometry. 

The face recognition system not yet proven that  

1) face can be used reliably to establish/verify identity and  

2) A biometric system using only face recognition can be 

easily fooled.  
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Moreover, voice recognition systems are highly 

susceptible to noise and misuse. To overcome these problems 

use a simple, easy accessible, accurate and financially 

balanced authentication system for voting with fingerprint 

recognition, The Fingerprint recognition or fingerprint 

authentication refers to the automated method of verifying a 

match between two human fingerprints. Fingerprints are one 

of many forms of biometrics used to identify individuals and 

verify their identity. 

2) Concept of fingerprint recognition: 

 
Fig. 7: Structure of fingerprints 

A biometric fingerprint authentication system is 

essentially a pattern recognition system that operates by 

acquiring biometric data (here, fingerprint) from an 

individual, extracting a feature set from the acquired data, and 

comparing this feature set against the template set stored in 

the system database. 

B. Content Distribution Network (Distributed server 

approach): 

CDNs, content is distributed to cache servers located close to 

users, resulting in fast, reliable applications and Web services 

for the users. More specifically, CDNs maintain multiple 

Points of Presence (PoP) with clusters of (the so-called 

surrogate) servers that store copies of identical content, such 

that users‘ requests are satisfied by the most appropriate site 

(see the figure here). Typically, a CDN topology involves:  

A set of surrogate servers (distributed around the 

world) that cache the origin servers‘ content;   

Routers and network elements that deliver content 

requests to the optimal location and the optimal surrogate 

server; 

An accounting mechanism that provides logs and 

information to the origin servers. 

 
Fig. 8: Concept of CDN 

The most indicative advantages from using CDNs are :  

 Reducing the customer‘s need to invest in Web site 

infrastructure and decreasing the operational costs of 

managing such infrastructure. 

 Bypassing traffic jams on the Web, since data is closer 

to user and there is no need to traverse all of the 

congested pipes and peering points.  

 Improving content delivery quality, speed, and reliability 

Reducing the load on origin servers. 

V. CONCLUSION 

The present voting system deals with number of problems 

such as fake voting and fraud either by implementing 

malpractices while voting or by doing malfunctioning with 

the voting machine. Due to this the undesirable and worst 

case candidates get elected. So to avoid this and make the 

process of voting transparent in nature, a system can be 

developed which  would absolutely add to  the  accuracy of 

casting of votes and would  nullify the chances of 

malpractices as it involves a total full proof electronic system. 

The system is also reliable in the sense that it can be used and 

implemented with ease and is flexible in nature. The main 

advantage of the  system could be that the vote can be casted 

from any constituency,that is irrespective of the present 

location of the citizen, along with the authentication of voter 

with distributed server approach.The  system can be used by 

the government of India to replace the currently used 

electronic voting system. 
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