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Abstract— The essential design issues in urban sensing 

networks are security, communication delay and packet 

delivery ratio. In this research work, a delay-aware privacy-

preserving (DAPP) transmission scheme is proposed. In 

DAPP, the collected data are first split into pieces, and then 

each piece is sent through randomly selected delivery nodes, 

later each piece is relayed to an application data server. This 

scheme involves secret sharing scheme and dynamic 

pseudonym. In Shamir’s secret sharing scheme, a secret is 

divided into parts, giving each participant its own unique 

part. This secret sharing scheme ensures confidentiality of 

collected data. Dynamic pseudonyms are used to preserve 

the nodes privacy which helps in hiding the identity of 

participating users. Through DAPP we can achieve design 

tradeoff among security, communication delay and delivery 

ratio. 
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I. INTRODUCTION 

Today, people are increasingly able to create and share 

written and recorded media via the Internet. This 

phenomenon, now evident in the explosion of blogs and 

online social networks, is often called Web 2.0, or the new 

media. It has created compelling new avenues for public 

discourse, creative expression, and electronic commerce. 

The same forces that have given rise to these trends in media 

affordable personal computers and cameras; pervasive 

connectivity; and consolidated data centers are acting to 

create a public that can objectively record, analyze, and 

discover a variety of patterns that are important in their 

lives. Through the use of sensors (e.g., cameras, motion 

sensors, and GPS) built into mobile phones and web 

services to aggregate and interpret the assembled 

information, a new collective capacity is emerging one in 

which people participate in sensing and analyzing aspects of 

their lives that were previously invisible.  

The unique nature of participatory sensing 

networks creates new security and performance 

requirements. In this research, a decentralized packet-

forwarding scheme is proposed to preserve trajectory 

privacy of participating users based on secret sharing and 

dynamic pseudonym. Delay-aware privacy preserving 

(DAPP) provides a design tradeoff framework to address 

security, communication delay, and delivery ratio based on 

the selection of an (k, n) secret sharing scheme. We provide 

quantitative analysis on security, communication delay, and 

delivery ratio based on the parameter settings. 

II. MODELS AND ASSUMPTIONS 

A. Basic Model 

The participatory sensing network relies on a set of sensor 

nodes embedded in mobile devices or vehicular systems for 

data sensing and reporting. These devices can get wireless 

Internet access intermittently through wireless APs in the 

sensing area. The APs, such as Wi-Fi APs, may be owned 

and operated by the government, organizations, or 

individuals. They are directly connected to the application 

data server. In this network, the surrounding environment 

information is collected by the participating mobile devices 

and eventually sent to the application data server.  

The application data server provides environmental 

sensing services for data consumers and disseminates the 

requested tasks to mobile devices carried by the participants. 

Mobile devices can join the system at will to participate in 

data sensing. They are required to report the collected data 

to the application data server once they accept the tasks. To 

provide precise services to data consumers, the data are 

required to be collected with spatiotemporal information. 

Here, we may use the term “report location” to indicate the 

spatiotemporal information. 

The data format is {pID, (x, y), Td}, where pID is 

the pseudonym of the data source, (x, y) is the coordinator 

where data is collected, and Td is the collecting time. This 

information may divulge details about the participating 

user’s location. Due to characteristics of opportunistic 

sensing and physical infrastructure of the network, we only 

deal with sensing data that are delay tolerant. 

B. Adversary Model 

Adversary model can be summarized as follows. 

1) The adversary can be any parties in the network, 

including individual sensing nodes, wireless APs, and 

even the application data servers. 

2) Adversaries are generally assumed honest but curious. 

It is also assumed that they may drop or tamper with the 

reported data due to their own interests. 

3) The collected packets are eventually forwarded to the 

application data server, which enables it to disclose 

their reported location. The application data server may 

try to uncover source identities of the received packets 

and the trajectory. 

4) The participating user list is kept secret to delivery 

nodes and public; however, the application data server 

can access the list due to its administrative right. 

5) Intermediate delivery nodes can obtain the source 

pseudonym of the received data. It may collude to 

obtain the location privacy information or forge 

collected packets to fool the application data server. 
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C. Mobility Model 

The Manhattan mobility model uses a grid road topology. 

This mobility model is mainly proposed for the movement 

in urban area, where the streets are in an organized manner. 

In this mobility model, the mobile nodes move in 

horizontal or vertical direction on an urban map. The 

Manhattan model employs a probabilistic approach in the 

selection of nodes movements, since, at each intersection, a 

vehicle chooses to keep moving in the same direction. The 

probability of going straight is 0.5 and taking a left or right 

is 0.25 each. 

Important Characteristics of Manhattan Mobility 

model: 

1) The mobile node is allowed to move along the grid of 

horizontal and vertical streets on the map. 

2) At an intersection of a horizontal and a vertical street, 

the mobile node can turn left, right or go straight with 

certain probability. 

III. METHODOLOGY 

A. Secret Sharing 

Shamir’s secret sharing is an algorithm in cryptography 

created by Adi Shamir. It is a form of secret sharing, where 

a secret is divided into parts giving each participant its own 

unique part, where some of the parts or all of them are 

needed in order to reconstruct the secret. Counting on all 

participants to combine the secret might be impractical, and 

therefore sometimes the threshold scheme is used where any 

k of the parts are sufficient to reconstruct the original secret. 

B. Mathematical definition: 

The goal is to divide secret S into n pieces of data S1…Sn in 

such a way that: 

1) Knowledge of any k or more Si pieces makes S easily 

computable. 

2) Knowledge of any k-1 or fewer Si pieces leaves S 

completely undetermined (in the sense that all its 

possible values are equally likely). 

This scheme is called (k, n) threshold scheme. If 

k=n then all participants are required to reconstruct the 

secret. 

The essential idea of Adi Shamir’s threshold 

scheme is that 2 points are sufficient to define a line,3 points 

are sufficient to define a parabola, 4 points to define a cubic 

curve and so forth. That is, it takes k points to define a 

polynomial of degree k-1.  

C. Dynamic pseudonyms 

Dynamic pseudonyms are used to preserve the nodes 

privacy to prevent adversaries from obtaining source 

identities. However, adversaries may use side information to 

link multiple pseudonyms or correlate the pseudonyms to 

the actual identity. To solve this problem, a new method to 

generate dynamic pseudonyms using an ID hash chain is 

proposed. Instead of simply using hash functions, the source 

node is enabled to employ a secret key in the hash chain. 

Suppose ID is the real identity of a participating 

user. To conceal it, the user replaces ID with a dynamic 

changing pseudonym pIDi for each message transmission, 

for each message transmission, where i is related to the 

order of the message. Each pseudonym is generated using a 

one-way hash function H(・) based on the previous 

pseudonym and the secret key. The ID hash chain {pID1, 

pID2 . . .} for the participating user ID is generated as 

follows: 

pID1 = H(ID,K), 

pID2 = H(pID1,K), 

where K is a secret key of the message source. 

Without knowing the secret key and the real identity, it is 

infeasible to establish a linkage between pseudonyms or 

between a pseudonym and the real identity. 

D. DAPP Scheme 

In DAPP, to ensure security of the reporting data d, we 

generate n data pieces based on Shamir’s secret sharing 

scheme. Each data piece is then forwarded to a randomly 

selected delivery node. In this way, the original data can be 

concealed among n trustworthy secret holders. The shared 

data d can be recovered by any k or more data pieces. Since 

we assume the delivery nodes may tamper with the reporting 

data, the application server may receive incorrect data 

pieces. Therefore, the application data server may not be 

able to recover the original data. To deal with this issue, the 

proposed scheme is designed to be able to verify integrity of 

the recovered data. 

We assume the source node H has data d to 

transmit. It first computes the hash value H(d), where H(·) is 

a one-way hash function. d and H(d) are treated as two 

independent secret data pieces. We randomly select two (k, 

n) secret sharing schemes to share d and H(d) separately. 

The proposed data distribution scheme is 

summarized in Algorithm 1. 

1) Algorithm 1 Data Distribution 

1) Choose a prime number q>max(d,n). 

2) Construct two coefficient sets A and B from Zq 

randomly. 

3) Based on A and B, construct two polynomials fa(x)=

∑ 𝑎𝑖𝑥𝑖
𝑘−1

𝑖=0
, and 𝑓𝑏(𝑦) = ∑ 𝑏𝑖𝑦𝑖

𝑘−1

𝑖=0
 over Zq to share d  

and H(d), respectively as two secret values. 

4) Compute n data pieces di = (i, fa(i), fb(i), q), i =1, . . . , 

n. 

5) Generate a pseudonym pID for d using ID hash chain. 

6) for each i ∈ [1, n] do 

7) Send di to a randomly selected neighboring node Mi. 

8) Insert an interval tα before sending di+1. 

9) The neighboring node Mi forwards di to a wireless 

Access point. 

10) end for 

DAPP includes two phases in data forwarding. In the first 

phase, the generated n data pieces are distributed to n 

randomly selected delivery nodes before being relayed to 

the application server. The data source may choose to add a 

time interval tα between transmissions of two consecutive 

data pieces. A properly selected tα can effectively control the 

probability for any single delivery node to receive multiple 

data pieces, particularly in sparse networks. Since delivery 

nodes may not be completely trusted, the integrity of the 

reconstructed data has to be verified. The reconstruction 

algorithm follows the Barycentric Lagrange Interpolation 

defined in equation (1) and equation (2). It is described in 

Algorithm 2. 
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2) Algorithm 2 Data Reconstruction and Verification 

1) Suppose the server has received at least k out of n data 

pieces (i, fa(i), fb(i)) for data (d, H(d)). 

2) The application data server reconstructs the original 

data using the Barycentric Lagrange Interpolation 

algorithm described in equation (1) and equation (2). 

3) The application data server verifies integrity of the 

reconstructed data by checking whether D = H(d) holds 

true. 

IV. PERFORMANCE EVALUATION AND SIMULATION RESULTS 

A. Communication Delay 

The delay is defined as a period of time by which something 

is late or postponed. The total communication delay for 

transmission of every packet is calculated. If time interval tα 

increases the delay also increases. 

B. Packet Delivery Ratio 

The packet delivery ratio is defined as the ratio of total 

number of packets sent to the total number of packets 

received. It is measured as number of packets transmitted 

successfully to the destination.  

C. Security 

In this project the Identity Information leakage and Location 

Information Leakage is zero. Here we are determining Data 

Leakage Ratio for various values of time interval tα. 

Condition for Data leakage is that number of shares received 

greater than or equal to k, then by the malicious node data 

leakage occurs, data decryption occurs. 

D. Simulation Results 

 
Fig. 1: Simulation Results 

 
Fig. 2: Simulation Results 

 
Fig 3: Simulation Results 

tα Delay 

0.01 51.415 

0.06 52.915 

0.11 54.415 

0.16 55.915 

0.21 57.415 

0.26 58.915 

0.31 60.415 

0.36 61.915 

0.41 63.415 

Table 1: Total Communication Delay velocity=40 m/s, k=3, 

packets sent=20, bad nodes= 25 

k Velocity in m/s Packet Delivery Ratio 

3 30 1.0 

3 40 0.8 

3 50 0.9 

3 60 0.9 

3 70 0.3 

3 80 0.3 

Table 2: Packet Delivery Ratio for varying velocity Packets 

sent=10 

tα Overall Data Leakage Ratio 

0.1 0.15 

0.15 0.15 

0.2 0.12 

0.25 0.122 

0.3 0.122 

0.35 0.122 

0.4 0.062 

0.45 0.126 

0.5 0.09 

Table 3: Overall Data Leakage Ratio velocity=40 m/s, k=3, 

packets sent=20, bad nodes=25 

k No. of Adversaries Packet Delivery Ratio 

4 6 0.5 

4 10 0.5 

4 14 0.4 

4 18 0.4 

4 22 0.3 

4 26 0.1 

4 30 0.1 

Table 4: Packet Delivery Ratio Packets sent=20, 

velocity=40m/s 
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V. CONCLUSION 

In this research work, a DAPP packet-forwarding scheme 

for participatory sensing network is proposed. It is 

developed based on Shamir’s secret sharing, dynamic 

pseudonyms, and a two-phase data-forwarding method. 

Shamir’s secret sharing prevents delivery nodes from 

discovering privacy information in the reported data. The 

wireless sensor network is secure when the data leakage 

ratio is less. If time interval tα increases the delay also 

increases. The wireless sensor network is more secure when 

the packet delivery ratio is less. If the security is high the 

packet delivery ratio is less. Both theoretical analysis and 

simulation results demonstrate that the proposed DAPP 

provides an excellent design tradeoff among security, 

communication delay, and delivery ratio. 
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