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Abstract— this paper concentrates on comparative studying 

of existing lossless compression methods for biometric traits. 

The main contribution of this work is to provide a new 

approach which exploits the structura1 properties of 

fingerprint images to achieve higher lossless compression 

ratios and good qua1ity images. A natural result of this 

approach is that the original structural properties such as the 

number arid relative locations of ridge endings and 

bifurcations are well preserved i.e., they are not affected by 

reconstruction quality. They can be easily extracted from 

compressed data without reconstruction. Ten fingerprints and 

two iris images are been captured from their respective 

devices. Fingerprints are been preprocessed and then 

subjected to feature extraction process. In feature extraction 

process unwanted parts are removed. This process involves 

gray scale conversion, Resize, Histogram Equalization, 

canny edge detection. Compression is done to the output 

obtained from feature extraction module. Encryption is done 

to provide higher level security as data are used for 

authentication purpose. 
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I. INTRODUCTION 

Biometrics refers the identification of a person based on their 

physical and behavioral characteristics. These characteristics 

include the traits like fingerprints, iris face, hand geometry, 

palm print, voice, signature, tongue, lips, sclera and knuckle. 

These biometrics features can be used for authentication 

purpose in e-passports, border control, biometric attendance, 

forensic, smart cards, driving license and Aadhar card. The 

ID cards, UID no, punch card, secret password and PIN are 

generally used for personal identification but they can be 

stolen easily. Passwords can be forgotten or even cracked. 

The biometric identification overcomes all the issues and it 

provides additional security among all other techniques; 

fingerprint recognition is the most popular method and is 

successfully used in many applications. 

 
Fig. 1: Fingerprint 

A fingerprint consists of several feature vectors to 

be taken into consideration. Ridges are present at the upper 

layer and valleys are placed at lower side. The ridges form the 

minutia points. Ridges can be placed under different 

structures such as ridge endings (the point where ridge end) 

and ridge bifurcations (splitting point of line). Many types of 

minutiae exist, which includes dots (very small ridges), 

islands (dots look as clusters), ponds or lakes (empty spaces 

between two temporarily divergent ridge or empty space 

surrounded by ridge), spurs (a notch protruding from the 

ridge), bridges (small ridges joining two adjacent ridges), and 

crossovers (two ridges which cross each other) [1]. The need 

for fingerprint compression is to deal with huge fingerprint 

database and it plays major role in many governments sector 

applications.  

 
Fig. 2: Iris 

Iris is a kind of physiological biometric trait. It 

contains unique texture and it is complex enough to be used 

as a biometric signature for authentication purpose. 

Compared with other biometric features such as hand 

geometry and fingerprint, iris patterns are more permanence 

and reliability. The intimacy level is very high and cannot be 

stolen without the knowledge of candidate. It is unique to 

people and stable with age. Iris recognition systems can be 

non-invasive to their users. It is impossible to duplicate iris 

patterns. The iris is a strong contender alongside face and 

fingerprints of inclusion in multimodal recognition systems. 

Multimodal biometric system will provide high level of 

authenticity and de duplication of all the biometric inputs of 

a candidate is very hardly feasible. Thus the proposed system 

will make use of ten fingerprints and two iris codes.   

Cryptography is being used worldwide extensively 

for protecting information. The process of protecting 

information or image by encrypting it into an illegible format 

is called as cipher text. Merely people who hold the secret key 

can decipher the encipher data into original text. 

Remembering the key is very tedious task, due to the usage 

of 128,192 and 256 key bits. To solve this issue, biometrics 

can be used as a key. This increases the complexity of 

guessing and cracking a cryptographic key. Mixed key will 

provide better opinion for information security. Biometric 

key are been mixed with binding key in random for high 

efficiency. 

The need for fingerprint and iris image compressed 

has been discussed in this section along with methods 

involved in it. Metrics and terminologies studied has been 

given in section II. Brief investigation of compression and 

encryption algorithms for various traits are described in 

section III. Conclusion of the analysis is done at section IV. 

II. RELATED WORK 

Compression of fingerprints is very crucial step in automated 

fingerprint identification systems due to the increasing 

number of the fingerprint records in their databases. 
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Repeatedly compressing and decompression of a image will 

end up with reduction of quality. To attain superior 

compression ratios, standard structure of fingerprint images 

should be utilized. Classifications of fingerprint compression 

techniques fall under two divisions they are: 1) fingerprint 

data compression technique: It is based on extracting and 

compressing of feature vectors such as ridges and/or other 

vectors. 2) Fingerprint image compression technique: It is 

based on image transforms and does not make use of regular 

structural properties. 

The iris image is cropped and resized from its 

standard format, the part containing iris is alone cropped. Eye 

finding algorithm is used to do this process [2]. Further it is 

been applied with JPEG compression. There are several 

scalar and vector quantization methods used for fingerprint 

compression. U.S government has implemented new digital 

image compression standard in F.B.I. It is based on adaptive 

scalar quantization method and DWT. Lattice vector 

quantization method is used for achieving high compression 

ratio [3]. 

A. Compression Size 

It is the size of new file achieved after applying compression 

technique [4]. 

B. Compression Ratio 

It is the result obtained from dividing size of compressed file 

by size of uncompressed file and multiplying the value with 

hundred. 

C. Compression Time 

It is the actual Time taken to compress the original file or 

number of files compressed per millisecond. The 

compression and decompression time of the algorithm should 

be up to the acceptable level [5]. 

D. Histogram Equalization 

The process is done in order to enlarge the pixel value 

circulation of an image so as to increase the perceptional data. 

The original histogram of a fingerprint image has the bimodal 

type, the result obtained after the histogram equalization 

occupies the range 0-255 and the visualization effect is also 

enhanced finally [6]. 

E. Binarization 

Fingerprint Image Binarization is to transform the eight bit 

Gray fingerprint image into bit values of 0&1. After the 

operation, ridges in the fingerprint are tinted with black color 

while furrows are colored in white. A locally adaptive 

binarization technique is carried out to binarize the biometric 

trait. 

III. LITERATURE SURVEY 

The following description is about my analysis on papers I 

had taken under consideration. 

In [7], a model based approach for compression of 

fingerprints was proposed. They reconstruct the image from 

ridge pattern obtained and it creates the sparse representation. 

Reconstruction is done using an hybrid image model. There 

is no modification or missing of pixel in the reconstructed 

image as it depends on permanent ridge structure. Differential 

chain codes plays prominent role in coding efficiency. The 

limitation of this system is that overall course of action 

involves many iterations and it becomes bottleneck for 

decompression stage. 

In [8], they have described about sampling and 

compressing of human iris. The resilience of identity 

verification systems have been tested for three sky-scraping 

performance iris matching algorithms. The images are resized 

an sampling is done by their Fourier coefficients. Texture is 

been maintained even after noise reduction task. 

Compression ratio obtained by this process results good for 

smaller file size. Demerit of this system is it should preserve 

99% image power radically but sub sampling studies report 

that it is not sufficient; therefore system does not provide a 

level playing field for evaluation.  

In [9], three methods for compression of iris had 

been investigated in order to assess what their impact would 

be on recognition performance of the algorithm deployed for 

authenticating and indentifying people by their biometric 

traits. Standard iris images are six hundred times larger than 

iris template. There is an no exception administratively the 

iris image should be stored, transmitted and embedded in the 

form of images rather than templates that are computed with 

proprietary algorithms. To achieve the goal of bandwidth and 

storage implications we can combine ROI with JPEG 

compression at several stages. We can even test them on 

publically available iris image databases. The main drawback 

of the system is cropping leads to hamming distance error. 

In [10], a generic fingerprint image compression 

technique based on wave atoms decomposition was proposed. 

Multi resolution analysis tools have been successfully applied 

for fingerprint image compression for more than a decade. 

Wave atoms decomposition has specifically been designed 

for enhanced representation of oscillatory patterns to convey 

temporal and spatial information. Our proposed compression 

scheme is based upon linear vector quantization of 

decomposed wave atoms representation of fingerprint 

images. Later quantized information is encoded with 

arithmetic entropy scheme. The proposed image compression 

standard outperforms the FBI fingerprint image compression 

standard, the wavelet scalar quantization (WSQ). The quality 

of various image compression techniques depends upon how 

close is the reconstructed image to the original image. 

Different metrics are proposed for investigating the quality of 

compression algorithms. Some methods investigate similarity 

while others explore the level of dissimilarity between 

reconstructed and the reference image. Mean square error 

(MSE) and peak signal to noise ratio (PSNR) are two 

celebrated metrics used to examine the qualitative 

performance. Limitation of this system is quality is highly 

affected. 

In [11], a new method that combines arithmetic 

coding with Run length encoding (RLE) for lossless image 

compression was proposed. Run length encoding is used to 

reduce size by removing unwanted pixels in the image and 

avoid repetition of same pixel value which would lead to 

higher size. Results obtained from this proposed system is 

lossless compression is suitable for both static and adaptive 

model. Limitations are quality and compression ratio. Quality 

of decompressed image is hardly feasible. 

In [12], a survey on biometric cryptosystem and 

cancelable biometrics was proposed. It makes use of AES 

algorithm and biometric salting method. Form a privacy 

perspective most concerns against the common use of 
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biometrics arise from the storage and misuse of biometric 

data. Biometric cryptosystems and cancelable biometrics 

represent emerging technologies of biometric template 

protection addressing these concerns and improving public 

confidence and acceptance of biometrics. In addition, 

biometric cryptosystems provide mechanisms for biometric-

dependent key-release. In the last years a significant amount 

of approaches to both technologies have been published. A 

comprehensive survey of biometric cryptosystems and 

cancelable biometrics is presented. State-of-the-art 

approaches are reviewed based on in-depth discussion. 

Demerit of this system are practical recognition rate should 

be increased and stolen token scenario. 

In [13], IRIS Authentication Based on AES 

Algorithm was proposed. Cryptosystem is widely used in 

many information security application were the identification 

and verification are done by passwords, pin number etc which 

is easily cracked by others. So biometric cryptosystem is a 

powerful unique tool based on the anatomical and behavioral 

characteristics of the human beings in order to proof the 

authentication. Iris is used for generation of 128 bit binary. 

Extracting the multiple iris features from local iris image is 

based on Independent Component Analysis (ICA) to reduce 

the dimensionality and to get accurate iris feature vector. It is 

clustered and its centroid value is converted into 128 bits iris 

key using K-Means clustering. The clustering is used to 

minimize the intra variation on the extracted iris feature 

vector. This paper also proposes biometric cryptosystem 

based on AES encryption and decryption to protect the 

confidential information by using iris as a biometric key. 

CRC is used to check whether there is no modification in the 

original data. The advantages of this system are AES 

algorithm is very difficult to crack and is well suitable to 

security application and it has better resistance. AES is so 

simple and it had implemented easily. CRC had checked the 

message and give a genuine and imposter. 

In [14], diagnostically lossless coding of X-ray 

angiography images based on background suppression was 

proposed. Diagnostically lossless coding algorithm is been 

used. Advantage of the system is it achieves 0.98% better 

results when compared to manual segmentation. 

Disadvantage of this system is lower compression ratio. 

IV. SYSTEM ARCHITECTURE 

A. Enrolment and Preprocessing 

The feature is defined as a function of one or more 

measurements, each of which specifies some quantifiable 

property of an object, and is computed such that it quantifies 

some significant characteristics of the object. We classify the 

various features currently employed as follows: 

 General features: Application independent features such 

as color, texture, and shape. According to the abstraction 

level, they can be further divided into: - Pixel-level 

features: Features calculated at each pixel, e.g. color, 

location.  

 Local features: Features calculated over the results of 

subdivision of the image band on image segmentation or 

edge detection. 

 Global features: Features calculated over the entire 

image or just regular sub-area of an image. 

 
Fig. 2: System Architecture 

 Domain-specific features: Application dependent 

features such as human faces, fingerprints, and 

conceptual features. These features are often a synthesis 

of low-level features for a specific domain. On the other 

hand, all features can be coarsely classified into low-

level features and high-level features. Low-level features 

can be extracted directed from the original images, 

whereas high-level feature extraction must be based on 

low level features. 

B. RLE Encoding Compression 

This encoding method is frequently applied to graphics-type 

images (or pixels in a scan line) — simple compression 

algorithm in its own right. RLE Approach is given below:  

 Sequences of image elements X1, X2, …, Xn (Row by 

Row) 

 Mapped to pairs (c1, l1), (c1, l2), …, (c1, ln)  

 Where ci represent image intensity or colour and li the 

length of the i th run of pixels.  

 (Not dissimilar to zero length suppression above) The 

patches have been employed firstly to produce separate 

streams of DC coefficients (Direct Current. It'll define 

the basic shade for the whole block. 

The DC may also refer as constant component). AC 

coefficients (Alternating Components. The remaining 

coefficients are called the AC coefficients) and their indexes. 

The correlation among DC coefficients is exploited by using 

differential pulse code modulation (DPCM). Similarly 

indexes of the AC coefficients are also de-correlated by 

DPCM. 

C. RLE Decoding Compression 

The Run length decoding process is easy: If there aren't 

control pixel characters the coded symbol just corresponds to 

the original symbol, and if control pixel count occurred then 

it must be replaced with characters in a defined number of 

times. It can be noticed that the process of decoding image 

pixels. RLE algorithms are practically used in various image 

compression techniques like the well-known BMP, PCX, 

TIFF, and is also used in PDF file format. Furthermore, RLE 

also exists as separate compression technique and there is also 

a file format called RLE (in various brands). 

The proposed enhanced RLE algorithm  

1) Step 1: Read the Latent Finger print image. 

2) Step 2: Get the height N and the width M for the image. 

3) Step 3: Create an array, let it RLE (N, M), each element 

of this array consists of three fields for image channels. 

4) Step 4: Convert the image to the main array; ICA (N,M). 

5) Step 5: ICA (N, M) image to the main array; RLE (N,M). 

6) Step 6: Let X=RLE (0,0); RLE (0,0) is the first element 

in an array. Let TH=10, TH: the threshold. 
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7) Step 7: For I= 0 to N-1 

8) Step 8: For J=0 to M-1 

9) Step 9: If X-RLE (I,J) <= TH then Let C=C+1 

Else 

Let X=RLE(I,J) and C=0 

10) Step 10: End 

D. AES Encryption 

Rjindael is the block cipher chosen by NIST to replace the 

older Data Encryption Standard (DES). The version of 

Rjindael selected for AES accepts a128-bit block of input 

plain-text data and either a 128, 192, or 256-bit key 

encryption key. The encryption process applies four different 

transforms over a series of rounds with the number of rounds 

depending on the key size chosen[13]. Each transform acts to 

either add diffusion or non-linearity to the “state” or data be 

encrypted in the step.  The four transforms are: 

1) Sub Bytes – substitute state bytes with bytes from the 

predefined Rjindael  S-box 

2) Shift Rows – right  shift bytes by row by incrementing 

values 

3) Mix Columns – multiply each column by a fixed MDS 

matrix 

4) AddRoundKey – XOR each byte of the state with it’s 

corresponding byte of the current round’s key 

Advanced Encryption Standard (AES) is accepted as 

a symmetric cryptography standard for transferring block of 

the data securely. The available AES algorithm is used for 

text data and it is also suitable for iris image encryption and 

decryption to protect the confidential iris image data from an 

unauthorized access.  This paper proposes a method in which 

the iris image data is a key to AES encryption and to obtain 

the encrypted value, and the encrypted value is the input to 

AES decryption to get the original secret value. 128 bit key is 

used for AES encryption and decryption. 

V. EXPERIMENTAL RESULTS 

In the results the effects of ICA Transform on fingerprint 

compression is studied. As we say in the phase one section, 

there are three different ways to construct the dictionaries. 

Here, the first is to randomly select 4096 patches and arrange 

them as columns of the dictionary (Random-SR in short). The 

second is to select patches according to orientations 

(Orientation-SR in short). In the phase two experiments, there 

are 1000 patches with window size 16×16. The third is to 

train the ICA by RLE method (Run Length Encoding). For 

grey-level 8-bits per pixel images, the PSNR is computed as, 

PSNR = 10*log(255*255/MSE) / log(10) 

S. No. PSNR MSE TIME 

Image 1 40.013 2.641 0.881 

Image 2 40.100 2.780 0.883 

Image 3 39.987 2.401 0.886 

Image 4 39.999 2.427 0.882 

Image 5 40.055 2.739 0.884 

Image 6 41.001 2.987 0.888 

Image 7 39.980 2.389 0.879 

Table 1: Results 

VI. CONCLUSION 

This paper shows the comparison of different lossless 

compression algorithms for biometric traits such as 

fingerprint and iris and encryption methods which are used as 

on date. By considering the compression time and 

compression ratio of all the algorithms it’s clearly known that 

reconstruction and sub sampling should be concentrated to 

achieve higher quality. Reconstruction of image from ridge 

structure is very hardly feasible with few complications, so 

fingerprint image can be considered for better results. 

Segmentation also plays major role in achieving quality. AES 

algorithm is very difficult to crack and is well suitable to 

security application and it has better resistance. AES is so 

simple and it can be implemented easily. CRC had checked 

the message and give a genuine and imposter. 
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