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Abstract— In today’s world, Social media based e-

communication has become the most widely used platform to 

communicate and people make use of instant chat features to 

talk, share and spread each other’s ideas. With the help of 

Instant Messenger (IM), users can easily login to the 

messenger and can start the chat. The chat history is generally 

maintained in the messenger backend. Generally, these IM’s 

are used to chat and share ideas but users can also share the 

suspicious ideas on the IM. In this paper, the existing work 

for the detection of suspicious chat logs is presented. This 

paper also presents a framework based on Apriori Algorithm 

and linear SVM algorithm for the detection of suspicious chat 

activities. The research is based on taking these very instant 

chat logs and performing text mining techniques to it so that 

we can identify the users interest in various chat sessions. 

Text mining approaches are applied on chat log data and 

hence find the particular patterns and trends of words being 

used to find users motive. 

Key words: Text Mining, Linear SVM Algorithm, Apriori 

Algorithm, Suspicious Activity 

I. INTRODUCTION 

The term text mining is a derivative of the actual text Data 

mining; this is more on the lines of text analysis study. In this 

we process we are generally taking the simple text and 

finding out the most valuable information which we require 

for our analysis. The high end information is actually a 

derivative through the various patterns and trends recognition 

through the means of the statistical pattern recognition 

learning. It involves process mainly structuring the input text, 

and then deriving peculiar patterns within the form of a well 

laid out structured data. After all these process evaluating the 

desired output is obtained. Whenever we talk about text 

mining it relates to high quality data, which is a output of a 

certain data categorization, text Extraction, clustering, 

analytics, even the natural programming languages concepts 

are used in it. The text Analysis follows a certain similar but 

simple logics, like semantic analysis, information retrieving, 

word count, word frequencies, patterns and trends and there 

always be the predicates. A text mining process is shown in 

figure 1. 

In the end all we want is a rich, high valuable piece 

of information which helps us to understand the actual 

meaning even through the enormous raw, factual, infinitive 

text data. 

A. Sentiment Analysis 

In our research, we will finding out the motives of the users 

during their chat sessions, and for that we would be also doing 

a sentimental analysis of the users .We would Create data sets 

which will have words correlating to particular type of  

subject, like if they are talking more of religious words then 

the particular clusters would get generated and at the end we 

would be generating a graph on ties which will help us 

understand the motive of the users .The sentiment analysis is 

very important as people relate emotions with sentiments and 

hence we can find the motive of the users in this chat sessions. 

Micro blogging websites are filled with options to 

show different moods of people and when text mining these 

data is done, we can generate the social graphs of people.  

Text mining and sentiment analysis combined can 

Provide a lot of information regarding what the people are 

talking about a company, a particular brand, news and almost 

all possible things that are available on the social media 

platform. The amount of data that is being posted every single 

second on the web is enormous and user sentiments are 

changing with every passing event which is occurring in our 

world .Text mining is not that easy as it looks but due the 

great advancements in software technology the tools being 

developed today are far more capable to mine huge or big data 

as it is said. 

 
Fig. 1: Text Mining Process 

B. Apriori Algorithm 

Apriori algorithm was developed on the lines of mining of the 

most frequent data items which are available in our data sets 

and also takes into account of the rule learning into the 

transactional databases. A "bottom up" approach is followed 

by Apriori algorithm. In this algorithm, one by one candidates 

of subset are extended in the frequent manner. Each step is 

known as candidate solution. If there would not be any 

availability of further successful extensions, algorithm 

terminates automatically. To efficiently count the candidate 

items, Hash tree structure and breadth-first search are follows 

by Apriori algorithm. The Apriori was developed to work in 

accordance of the various transactional databases. An 
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iterative approach is followed by Apriori algorithm which is 

recognized as level wise search, where k-item sets are used to 

explore (k+1)-item sets. Initially, the set of frequent 1-

itemsets is found by scanning the database for the 

accumulation of count for each item, and collection is made 

by satisfying the minimum support. The example for the 

working of Apriori algorithm is shown in figure 2. 

 
Fig. 2: Working of Apriori Algorithm 

C. Linear SVM Algorithm 

SVM algorithm is superior learning models which are 

generally associated with a learning algorithm applied to it 

which analyses data, all this done to regroup or for 

categorization. It also performs the non linear classifications. 

Support Vector Machine (SVM) is one of the best-

known and considerable statistical approaches used to resolve 

the problems related to supervised regression & classification 

with well-built theoretical fundamentals that follows the 

principle of structural risk minimization. The SVM, proper 

selection of parameters is most important. However, 

improper selecting of SVM parameters usually leads to very 

poor generalization capabilities. Searching the optimal SVM 

parameters is decisive for achieving exceptional 

performance. 

The Rest of the paper is described as follow Section 

II Represent the Literature Survey means what the research 

has been done on text mining of instant chat to analysis 

people’s interests and motives. Section III represents the 

proposed work which is being carried out. Section IV 

describes future work. 

II. LITERATURE SURVEY 

This section presents the existing work for the data mining 

and suspicious chat log detection. Also a comparative 

analysis for the existing concepts is presented in table 1. 

Sohrabi et al. [1] focused in determining tie 

strengths (connections between the people) .Social media has 

become a huge platform were people interact with each other 

and share views about a lot of things. In this research data 

mining techniques were applied on the extracted data, to 

showcase the ties between users and hence produce a profile 

–behavior based model. 

Adamsa et al. [2] proposed a work which was a 

derivative of the work done by the cognition hypothesis. The 

work focused on examined the 2 most important instruction 

intervention which is given the Robinson hypothesis. It has 

the amount of the task structure and including a supportive 

language to go with it. In the proposed work 96 students were 

put under the experiment which performed a engineering task 

through a text chat .The students were divided into 4 groups 

in the form of counterbalanced group. Then the chats 

analytics were taken and showcased the students were 

influenced with the particular level of the complexity of the 

task in accordance to the cognition hypothesis.   The study 

showcased that when through a text chat a task is told to be 

done then there was a complete failure with accordance to the 

predictions of the robinson hypothesis. 

Anwar et al. [3] proposed that with the help of chat 

logs and text mining techniques, a graph can be generated 

which will help us to find the users interests during their 

particular chat log conversations. In their proposed 

framework, they made use of the n gram technique and with 

the help of HITS (hyperlink induced topic search) algorithm, 

recognized all the key words which were giving us the user’s 

interests in the conversations. The graph was generated, in 

which they made use of the self generated concept of ties 

(edges) between the pair of users (nodes) were established 

.When they would be taking part in at least one common 

group chat session. To that they gave weights to the given ties 

and when these would overlap in user sessions, a particular 

set of user emotion was established. And at the end they 

showcased three cyber crime investigation scenarios and each 

having its own very view of user group identification. These 

following experiments were based on the data set which was 

composed of nearly 1100 chat logs of the 11,143 chat 

sessions. The following chat logs were collected for duration 

of 29 months, which gave away all the vital key words, during 

the sessions hence helping during the crime investigations. 

The chat logs are collected from a single computer, but if the 

chat logs were to be collected from multiple computers then 

the graph could have been more detailed and enriched.   

Badea et al. [4] proposed a work which was a 

combination of two different analyses to develop tools which 

check for the application which were similar on the lines of 

instant messengers. Text Mining and Time series analysis 

was done to develop the following tools. The tools were 

developed through checking the chat logs, which had 

particular words repeating, and in what time, they are 

occurring and how repetitive the frequency of the words is 

taking place. Then these co-relations between how Rhythmic 

behavior all these were developed through the time series 

Model. 

Mostafa [5] focused on collecting text data logs 

from social media website (twitter) and checking the 

responses of users to various famous brands like DHL, KLM, 

IBM, T-Mobile and Nokia. The research highlighted that 

users had positive feedback of the certain big known brands 

due to their well known name and the trust people showcased 

on that brand. In his work mining of sentiments was done 

which gave a true and positive feedback of the customers to 
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the brand. This study showed how brands can quantitatively 

and qualitatively monitor their brands success. 

Hea et al. [6] focused on the impact of social media 

on the business of companies .the  content the companies are 

posting social media and the type of responses they get are a 

reflective of the growth of the  companies. The companies 

need to monitor competitive edge of the other companies. 

They took down the data in the form of text and mined it 

check what data is being posted on their social media 

platforms. They took into account the three largest pizza 

chains for their research: Papa John’s Pizza, Domino’s Pizza 

and Pizza Hut. 

Cao et al. [7] focused on the Aspect of the 

“helpfulness” feature that is available on the various websites. 

This feature helps the consumers to cope with the excessive 

information present on web and as the users have put their 

reviews with first on the hand expressions help the users to 

understand the product with much more ease. But not all 

online websites provide with the helpfulness feature options. 

The data text mining technique help us to find out that certain 

reviews produces more public responses. The paper 

showcased on the behavior of online helpfulness voting 

behavior mechanism 

Benveniste et al. [8] proposed the work which was 

based on the concept of text analysis and data mining tools to 

search out the main topics of texts, chat conversations and 

also web posting, all are in high demand due to the rapid 

increase in the web information worldwide. The steps 

followed by them to get the work done is on the lines of (FVS) 

feature vector selection in the first step and liner Discriminant   

Analysis as the second step to categorize the raw unstructured 

text documentations. When the output is out it gets compared 

with the help of latent semantic analysis (LSA)which is done 

for the applications in which text categorization is taking 

place.  

Haythornthwaite and Gruzd [9] focused on the 

mining of the text of communal conversations. During this  

work certain attributes were drawn like that certain words 

were repeating for a particular community and all were based 

on the noun based level, like certain communities make use 

of more peculiar types of words. They found that certain level 

of words like “agree”, “thanks” and other smiles were more 

of use and other “hateful” words like “disagree’ were less of 

use.  

Padmanabhan and Kummamuru [10] proposed work 

focused on the analysis of the text procedures which 

companies are providing these days to users, which are text 

based service providing apps, before this companies focused 

were totally based on the dialog based service providing 

facilities. 

Zanasi [11] work was totally focused on the Temis 

software of data mining,he tells us how the world has totally 

become dependent  on the  use of internet and how all the 

companies have become global thanks to the internet .His 

work was showcasing the power of data text mining on the 

companies ,as brands would develop images on the internet 

,through positive and negative feedbacks . 

Younis [12] work was focused on the users reviews 

and opinions that were being produced on the micro blogging 

websites on regular basis .For that he took the micro blogging 

website twitter as a platform for research. He collected online 

reviews of UK’s famous stores Tesco and Asda during the 

festive season of Christmas in the year of 2014.His data 

mining tools were all open source tools. He analyzed the 

sentiments which were attached with reviews for the brands 

and let the companies understand the needs of the people and 

also to bring a competitive edge over rivals, all this would 

help the company in their future brand marketing strategies. 

Calvin and Setiawan [13] focused on collecting the 

users reviews and text mining them to see which brand is 

popular among the customers. This research work was 

focused on checking the levels of how big companies are 

branding themselves in front of the customers and how an 

ordinary man evaluates which telephone brand operator 

should he trust .The data or the text which was to be mined 

was from the micro blogging website twitter.  

Irfan et al. [14] focused on reviewing the various text 

mining techniques to find out the various text patterns from 

the social web media. They also checked and investigated the 

very new enhancement, which are taking place in the field of 

text mining. Their work was focused on the two main 

approaches namely Classification and Clustering. All which 

was performed on large scale computers. 

Kaur et al. [15] focuses on creating the ontological 

framework to manage huge, excess amount of social media 

data. The research points out to one thing by the rise of social 

media millions of tera bytes of data is being used by these 

textual data of the social media websites. So how can all this 

be managed for that they create a framework model. 

Cheney [16] Work focused on the aspect of how the social 

media his transforming how the news is traveling in the 

World Wide Web. The content posted on these social media 

websites needed to be mined and examined as to hoe people 

like such peculiar type of information as compared to the 

traditional form of newspapers .His work also tells how 

people are more inclined to knowing information through the 

social media as compared to the old methods. 

Authors and 

Year 

Dataset 

Considered 
Key Features 

Sohrabi et al. 

(2016) 

LinkedIn 

social Media 

dataset 

Work related to tie 

strength prediction. 

Results are evaluated 

using different 

classifiers like Naive 

Bayes, decision tree 

algorithm and 

Bagging & Boosting 

methods. 

Adamsa et al. 

(2015) 

Dataset of 

engineering 

simulation 

task (via text 

chat) 

performed by 

96 students 

Focused on 

examined the two 

most important 

instruction 

intervention which is 

given the Robinson 

hypothesis. It has the 

amount of the task 

structure and 

including a 

supportive language 

to go with it. 

chats analytics were 

taken and showcased 

the students were 

influenced with the 
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particular level of 

the complexity of 

the task in 

accordance to the 

cognition hypothesis 

Anwar et al. 

(2014) 

Chat log data 

of 1100 chat 

logs from 

January 2010 

to May 2012 

containing 

11143 chat 

sessions. 

Graph based theory 

for the analysis of 

user’s interests 

during their 

particular chat log 

conversations. 

N-gram technique 

and HITS (hyperlink 

induced topic 

search) for the 

recognition of 

repetitive keywords 

in chat logs. 

Badea et al. 

(2014) 

Chat logs 

with 

repeating 

words 

It presents the 

Correlations 

between the 

Rhythmicities of 

interventions with 

high frequency 

appearance, using 

the time series 

model. 

Mostafa (2013) 

text data logs 

from social 

media 

website 

Consumer sentiment 

analysis for the well 

established brands 

like IBM, T-Mobile 

and Nokia etc. 

Limitation of 

employing a mixed 

methods approach 

based on both 

quantitative and 

qualitative methods. 

Hea et al. (2013) 
Twitter 

dataset 

Text mining for the 

famous pizza chains: 

Papa John’s Pizza,  

Domino’s Pizza and 

Pizza Hut 

Shows positive 

behaviors of 

customers towards 

these pizza brands. 

Cao et al. (2011) 

Software 

market based 

CNETD 

website 

dataset 

Aspect of the 

“helpfulness” feature 

that is available on 

the various websites 

to get instant 

information related 

to useful content. 

Behavior of online 

helpfulness voting 

behavior mechanism 

is analyzed. 

Benveniste et al. 

(2009) 

text dataset 

from web 

postings and 

Work done is on the 

lines of (FVS) 

feature vector 

selection in the first 

chat room 

discussions 

step and liner 

Discriminant 

Analysis as the 

second step to 

categorize the raw 

unstructured text 

documentations. 

Haythornthwaite 

and Gruzd 

(2007) 

Postings of 

bulletin board 

from 2001 to 

2004 year. 

Focused on the 

mining of the text of 

communal 

conversations. 

Certain attributes 

were drawn like that 

certain words were 

repeating for a 

particular 

community and all 

were based on the 

noun based level. 

Padmanabhan 

and 

Kummamuru 

(2007) 

customer call 

transcripts of 

IT company 

Proposed a method 

for the extraction of 

procedural 

information from the 

transcript of 

different contact 

centers. 

It presents the 

differentiation 

between clusters that 

are procedure-steps 

and those that are 

topical sentence 

collections. 

Zanasi (2004) 

text dataset 

from 

different 

sources like 

chat logs, 

emails, web 

pages and 

documents 

etc. 

focused on the 

Temis software of 

data mining 

Presents that how 

the world has totally 

become dependent  

on the  use of 

internet and how all 

the companies have 

become global 

thanks to the internet 

Younis (2015) 
Twitter 

Micro blogs 

Analyzed the 

sentiments which 

were attached with 

reviews for the 

brands and let the 

companies 

understand the needs 

of the people and 

also to bring a 

competitive edge 

over rivals. 

Calvin and 

Setiawan (2014) 

Twitter 

Dataset 

Naïve based 

approach is used to 

check the levels of 

how big companies 

are branding 

themselves in front 

of the customers, 
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and how a ordinary 

man evaluate which 

telephone brand 

operator should he 

trust. 

Irfan et al. 

(2015) 

Dataset from 

different 

social 

networking 

websites 

Focused on 

reviewing the 

various text mining 

techniques to find 

out the various text 

patterns from the 

social web media. 

Investigation on the 

clustering and 

classification 

techniques that are 

extensively used to 

explore the 

unstructured text 

data available on 

Web. 

Kaur et al. 

(2015) 

Social media 

data in 

textual 

format 

Provides outline on 

text analytics and 

social media 

analytics. 

Also present the 

work based on 

ontology framework 

to cope up with 

excessive social 

media textual data 

Cheney (2013) 

Textual data 

of news 

content 

Big data concept can 

be introduced. 

Presents that how 

people are more 

inclined to knowing 

information through 

the social media as 

compared to the old 

methods. 

Table 1: Analysis of the existing concepts 

III. PROPOSED METHODOLOGY 

This section presents the proposed research framework for 

the detection of suspicious chat log. The steps involved for 

the framework using Apriori algorithm and SVm approach is 

defined below: 

– Step 1: In first phase we will develop an android group 

chat application and store all chat data on server in xml 

format. 

– Step 2: After that we will extract the chat data in xml 

format and pass to our tool which will make using java 

swing. 

– Step 3: Apply pre-processing steps to raw data. Pre-

processing involves the steps of Stemming, Stop word 

Removal, Tokenization and Segmentation. Before these 

steps, we need to manually remove the all the other 

language words and digits present in dataset.  

– Step 4: After pre-processing, normalize the dataset. 

Extract the normalised data and train the dataset text 

comments.  

– Step 5: After that we will pass the XML file to Apriori 

algorithm to extract the parent attribute which belongs to 

user session where as child attribute belongs to group 

chat conversation.  

– Step 6: Apply Support Vector Machine for the 

classification of testing data. Finally detect repetitive 

string and create sets, so that we can figure out the most 

repetitive string. 

– Step 7: Then finally pass that most reusable string to 

Decision tree algorithm and then starts creating a 

decision tree in which we scan the whole parent attribute 

inside xml file and map with reusable string those parent 

get match will attach as a child in decision tree algorithm. 

The workflow for the proposed algorithm is shown in figure 

3 

 
Fig. 3: Flowchart for proposed work 

IV. CONCLUSION 

Through our proposed work, we will be able to extract the 

motives of the users in the chat messengers. The work will be 

reflective of the user’s intentions in chat sessions and also 

help organizations in determining the user’s interests during 

any crime scene investigations. The research would also 

reflect the ties between users in through graphs, and bring the 

topic which is being discussed in chat sessions. This work is 

not limited but it can be extendable as well. 
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