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Abstract— Data security in USB or disks has turned out to be 

an important research issue in recent years, because of lack of 

efficient algorithms. As the technology is advancing many 

high performance computer are available in market, using 

which intruder can change or take the data from a disk or 

USB. This system is mainly designed for any person or 

organisation who wants to secure their data in Today’s 

World. This system mainly concentrates on two steps: first is 

to combine more than two algorithms for full disk encryption, 

second is to ask for encryption key or password when 

someone tries to decrypt it. The success rate has been tested 

on 5 sets of data entries of different size approximately, 

though the throughput of our algorithm is less but it is more 

secure than others. We have used AES with SHA-1 & 

integrated the BitLocker module along with these 2 

algorithms. All these algorithms together provide sufficient 

security for any disk. 
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I. INTRODUCTION 

Passwords on USB streak drives shield the information put 

away on them from access by unapproved clients. USB streak 

drive items have been available since 2000, and their 

utilization is expanding exponentially. As both shoppers and 

organizations have expanded interest for these drives, makers 

are delivering quicker gadgets with more noteworthy 

information stockpiling limits. 

An expanding number of compact gadgets are 

utilized as a part of business, for example, portable 

workstations, scratch pad, individual advanced colleagues 

(PDA), cell phones, USB streak drives and other cell phones. 

Organizations specifically are at hazard when 

delicate information are put away on unsecured USB streak 

drives by workers who utilize the gadgets to transport 

information outside the workplace [3]. The outcomes of 

losing drives stacked with such data can be noteworthy, 

including the loss of client information, money related data, 

strategies for success and other secret data, with the related 

danger of notoriety harm. Circle encryption techniques 

expect to give three unmistakable properties: First-The 

information on the plate ought to stay private. Second-Data 

recovery and capacity ought to both be quick operations, 

regardless of where on the plate the information is put away. 

Third-The encryption technique ought not squander circle 

space (i.e., the measure of capacity utilized for encoded 

information ought not be altogether bigger than the extent of 

plaintext). 

Information encryption has been utilized for 

individual valuable archives previously. With the appearance 

of all the more capable desktop processors[7] in the most 

recent decade, the information throughput of figures 

outperformed that of hard circles. Consequently, encryption 

[2] is no longer a container neck, and customary clients turn 

out to be more intrigued by the subject of hard plate 

encryption. Present day working frameworks that use virtual 

memory swapping and brief records make following and 

binding touchy information hard. To diminish the client of 

controlling each program's swapping conduct decisively, the 

encryption of the hard circle is an agreeable choice. This 

paper is not about the encryption of a solitary record, but 

rather about the encryption of the entire hard circle 

straightforwardly. 

The first property requires defining 

an adversary from whom the data is being kept confidential. 

The strongest adversaries studied in the field of disk 

encryption have these abilities: First-they can read the raw 

contents of the disk at any time; second-they can request the 

disk to encrypt and store arbitrary files of their choosing; and 

they can modify unused sectors on the disk and then request 

their decryption. A method provides good confidentiality if 

the only information such an adversary can determine over 

time is whether the data in a sector has or has not changed 

since the last time they looked. 

II. OBJECTIVE 

The general objectives of the research paper are: 

 Maximize the security level in USB drive or any drive 

using multi-layered security system. 

 Confidentiality: Data confidentiality assures that private 

or confidential information is not made available or 

disclosed to unauthorized individuals. 

 Privacy: It assures that individuals control or influence 

what information related to them may be collected and 

stored and by whom and to whom that information may 

be disclosed. 

 Integrity: Data integrity assures that information and 

programs are changed only in a specified and authorized 

manner.  

 Availability: assures that systems work promptly and 

service is not denied to authorize users. 

The Technical objectives of the proposition are:  

 Make Hidden segment  

 Check validation  

 Store/get to information from the concealed volume  

 Execute encryption/unscrambling calculation while 

perusing/composing information on Hard Disk Drive. 

III. LITERATURE SURVEY 

The related study is separated into two sections. The initial 

segment is study about full plate encryption. The second part 

is study about cutting edge encryption principles. Data 

security is the procedure of safe-guarding data. It ensures its 

accessibility, protection and integrity [2]. The vast majority 

of the organizations store business and individual data on PC. 

A great part of the data put away is profoundly classified and 

not available to open. Without this data, business can't run 
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effectively [3]. A strong Data security framework should be 

actualized to ensure this data. There are different approaches 

to actualize Information security frameworks. One of the 

well-known strategies is full plate encryption. Full Disk 

Encryption (FDE) is the most secure approach to ensure 

advanced assets, the hard drive is a basic component in the 

registering chain since it is the place touchy information is 

put away. Full plate encryption expands the security of data 

put away on a portable PC significantly. It keeps business 

basic information secure. Additionally, full circle encryption 

meets a few congressional necessities. Min Liang and Chao 

wen Chang (2010 IEEE) portrayed a full plate encryption 

conspire based on XEN virtual machine which is put away in 

a security streak circle. XEN is utilized to encode (decode) 

every one of the information in hard circle and deal with the 

entire framework. Li Jun and Yu Huiping (2010 IEEE) 

presented the information encryption advancements of 

encoding record framework (EFS) and customary full-circle 

encryption (FDE)[10], and brings up the issues of information 

encryption of EFS and FDE. Consolidated with the elements 

of confided in stage module (TPM)[6], this paper built a 

trusted full-circle encryption (TFDE) in view of TPM. The 

second some portion of study spreads usage of Encryption 

Algorithms. There are numerous encryption calculations 

generally accessible and utilized as a part of data security. 

They can be ordered as Symmetric (private) and Asymmetric 

(open) keys encryption. In Symmetric keys encryption, 

likewise called as mystery key encryption, just a single key is 

utilized to encode and decode information. The 

encryption/decoding key ought to be dispersed before 

transmission between elements. Key is an imperative 

substance. In the event that limp key is utilized as a part of 

calculation then everyone may decode the information. The 

Symmetric key encryption[14] quality relies on upon the 

extent of key utilized. The calculation utilizing longer key is 

harder to break than calculation utilizing littler key. The paper 

employments Symmetric key cryptography to actualize plate 

security. The related work concerning execution of different 

encryption calculation is as per the following Jyothi 

Yenuguvanilanka Omar Elkeelany (2008 IEEE), the paper 

dissected the execution of Rijndael AES Encryption 

calculation of key length 128 bits. The equipment models in 

light of HDL furthermore, IP center are utilized to investigate 

the execution of the calculation. The encryption time and 

furthermore the execution measurements, for example, size, 

speed and memory usage are assessed, utilizing these models. 

Dazhong Wang and Xiaoni Li (2009 IEEE) displayed the 

plan, usage and execution of a FIPS – endorsed cryptographic 

calculation – Advanced Encryption Standard (AES), which 

can be utilized to ensure electronic information. El-Sayed 

Abdoul-Moaty ElBadawy and all (ICES 2010), This paper 

proposed another confusion AES calculation for information 

security. The calculation depends on substituting the 

Rijndael[7] relative change S-box by another in light of 

tumult hypothesis. The new S-box has a low connection and 

displays a critical execution change with an adequate 

multifaceted nature expansion. S.Anandi Reddy and M.Arul 

Kumar M.Tech.,(2011 IEEE) The paper, utilized 

simultaneous  structure autonomous blame location plans for 

planning elite and dependable engineering of the AES. For 

elite applications, rather than utilizing look-into tables 

IV. PROBLEM STATEMENT 

No proposed work or model can remove all the problems 

from the system, in our project work is done on the Full disk 

encryption, in this way Boot sector will b encrypted so data 

leakage will be eliminated. 

Though the viruses can infect the data or they may 

destroy it, but the problem of data leakage will be minimized, 

as the data on drive can’t be accessed without the correct 

keyword, in this way if the drive gets misplaced or stolen then 

thief or unintended person can’t see the data inside the disk, 

though he may destroy the data, our data will be safe in any 

case. 

V. PROPOSED METHOD 

There are diverse methods accessible for a product design or 

a software engineer to actualize full disk encryption. These 

strategies include: Cipher Block Chaining (CBC), Cipher 

Feedback Mode (CFB), Output Feedback Mode (OFB), 

Counter Mode (CTR) and Advanced Encryption Standard 

(AES), and so other. 

This review depended on Truecrypt open source 

code that utilized AES strategy in light of Rjndael calculation 

to encode information obstructs on the tablet. The full circle 

encryption framework was actualized utilizing C and C++. 

The encryption calculation comprises of various modules 

executed in various stages: the plain content information from 

the portable PC is gotten by the collector module; the 128-

piece width plain content is scrambled by the AES encryption 

module; the encoded content is sent to the transitional module 

and the information sender module gets the encoded content 

from the middle module and sends the encoded content to 

hard drive where it is put away. The decoding procedure is 

performed essentially in inverse course to the encryption 

system. Once a full hard circle encryption is accomplished, 

plaintext is never accessible on the plate. After encryption, 

the framework works by diverting the portable PC's lord boot 

record (MBR), which is a saved division that figures out 

which programming, for example, OS, utility, and so on will 

be executed when the PC boots. Prior to the full circle 

encryption framework was introduced onto the tablet, the 

MBR more often than not indicates the PC's essential OS. 

With full circle encryption programming introduced, the 

portable PC's.  

MBR is diverted to an uncommon pre-boot 

condition (PBE) that controls access to the portable PC. The 

PBE prompts the client for confirmation before decoding and 

booting the OS. Once effective pre-boot verification (PBA) 

happens, the full plate encryption programming decodes the 

boot segment for the OS and the boot loader in the boot 

division begins to stack the OS. The full plate encryption 

programming decodes the OS documents as required. Once 

the OS has begun, the client enters his login accreditations 

and utilizations the PC as he wishes. 

Notwithstanding Truecrypt module, Bit locker 

modules, File encryption modules with SHA-1 and numerous 

different calculations have been included .These modules 

possibly frail if utilized alone, however they end up plainly 

unbreakable when utilized together continuously. 
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VI. RESULT & RESULT ANALYSIS 

The proposed system is integration of different modules, 

which are written in different languages, these modules 

secure the disks in their own ways, and all the modules have 

different actions with different complexities. These modules 

if applied separately may not be sufficient for the security of 

the disk. However, when these modules are applied together 

they form a strong firewall, which prevents unauthorised 

access to disks. 

Following table (VI) is proposed based on practical 

result obtained using Stopwatch, different file size have been 

taken into consideration and accordingly encryption and 

decryption time have been recorded. 

 
Table 1: Time for execution 

Based on above result, the average encryption 

throughput (MB/Sec) is: 0.75 Sec and the average decryption 

throughput (MB/Sec) is: 0.85 Sec.  

VII. CONCLUSION AND FUTURE WORK 

In this Project, we research a few security models and 

avoiding techniques against aggressors. The points of interest 

and impediments of studied securing design are depicted and 

the same have been broke down regarding safety efforts. 

We discuss three aspects of securing USB and Hard 

drives i.e. Hashing, Encryption, and PowerShell for 

integrating different algorithms. Though proposed work 

provides comparable security but it slows down the process a 

little bit but sometimes security is more important so it can be 

used there. Though this process is secure enough but if 

attacker gets physical access to the system in USB 

unencrypted mode then he may get access through cold attack 

or evil maid attack. A large portion of the exploration in the 

region of encryption has not used this idea since it is muddled. 

The utilization of the parameters and calculations together is 

unsubstantiated. 

Now a day’s security and privacy is major concern 

for people, even if the process for providing security is little 

bit slow then also people will go for it. This project can be 

used in government bodies like military, CIA, NSA for 

securing the data where security is very important. 

Sometimes very classified data is needed to be transferred 

from one party to other but there are intruder in between and 

sometimes thefts happens in all these cases security is 

compromised, so here comes my proposed project which will 

encrypt the USB, Hard disk in such a way that unauthorised 

access will be rejected  
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