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Abstract— Steganography is a most powerful technique in 

which hide the information into existence   information. The 

main objective of steganography is provide more security 

from an unauthorized access. It essence is to embed secret 

message within seemingly innocent carrier in such way that 

unauthorized parties are not aware of communication. Some 

of the techniques used in steganography are domain tools or 

simple system such as least significant bit (LSB) insertion and 

noise manipulation, and transform domain that involve 

manipulation algorithms and image transformation such as 

discrete cosine transformation and wavelet transforms. In this 

paper, there is technique in which Least Significant Bit is 

modified to hide the secret message or any information from 

third party. LSB encryption is used for hiding information in 

multimedia document. In this method each character of 

secret/embedding message including extra special character 

is turn into in ASCII code then each value is turned in 8 bit 

binary number. Each bit of each character is inserted in last 

LSB (Least significant bit) of each pixel of cover image. Only 

last bits of cover image will be altered soon, this method 

having an ability of yield a secret-embedded image that is 

totally equivalent from the original image by the human eyes. 
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I. INTRODUCTION 

The word steganography is made up of two Greek words 

steganos and graphic meaning “concealed writing”. It is a 

most powerful technique in which hide the information into 

existence information. 

Steganography technique can be applied to images, 

a video file or an audio file. 

In broad sense, the term steganography is used for 

hiding message within an image. In the enhancement of 

Cryptography techniques where the enemy is allowed to 

perceive, detection and modification of messages without 

being able to violate certain security premises guaranteed by 

a cryptosystem, the goal of steganography is to hide message 

in way that does not qualify any violator to even detect that 

there is a second secret message present. Steganography is in 

the (especially military) literature also referred to as 

transmission security of short TRANSEC. 

 
Fig. 1: Block Diagram of Steganography 

II. EVOLUTION OF STEGANOGRAPHY 

 Invisible Ink: An innocent letter may contain a very 

different message written between the lines that invisible 

ink. Common sources for invisible ink are milk, vinegar, 

fruit juice and urine. All of these darken when heated. 

 Microdots: Microdots are photographs size of a printed 

period having the clarity of standard size typewritten 

pages steganography. The first microdots was introduced 

the masquerading as an enveloped carried by a German 

agent. 

III. PRINCIPLE OF STEGANOGRAPHY 

 
Fig. 2: Steganography 

In this, Sender embeds hidden data (steganogram) into the    

carrier message. Steganogram is invisible for the third party 

observer. Only receiver aware of the steganographic 

procedure is extract the hidden data from the carrier message. 

IV. COMPARISON BETWEEN CRYPTOGRAPHY AND 

STEGANOGRAPHY 

A. Cryptography 

 It means “secret writing”. 

 It essence is to prepare a message in such way that 

unauthorized parties are not able to understand it. 

B. Steganography 

 It means “covered writing”. 

 It essence is to embed secret message within seemingly 

innocent carrier in such way that unauthorized parties are 

not aware of communication.  

V. IMAGE ENCODING TECHNIQUES 

 Least Significant Bit (LSB). 

 Masking and Filtering. 

 Algorithm and Transformation 

A. Least Significant Bit (LSB) 

The most common and popular method of modern day 

steganography is to make use of LSB of picture’s pixel info. 

This technique works best when the file is longer than the 

message file.  When applying LSB technique to each byte of 

a 24 bit image, three bit can be encoded into each pixel. 

There are some steps: 

 Security through obscureness. 

 Hiding of message so that nobody is aware of its 

actuality. 
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 Most commonly used to hide text or an image within a 

cover image. 

 Operate on the principle that the human eye can’t 

distinguish between two shades separated by only one 

bit. 

The LSB is the lowest significant bit in the byte 

value of the image pixel. 

The LSB based image steganography insert the 

secret in the least significant bits of pixel values of the cover 

image. 

 
Fig. 3: LSB 

The concept of LSB insertion is simple. It deed the 

fact that the level of accuracy in many image formats is far 

greater than that understandable by average human vision. 

Therefore, an altered image with small difference in its color 

will be indistinct from the original by a human being, just by 

looking at  

VI. IMPLEMENTATION 

To implement the algorithm, first the Main image is loaded 

and then image is denoised by using various methods and 

among them here is using non local means and noise 

thresholding is used. First the noisy image is loaded which is 

denoised by appling various steps. After loading the image 

non local means filter is applied and then a method image 

noise thresholding is used for the same. A image having better 

quality is obtained. Hence an image which is denoised is now 

having better quality and its clear now. 

VII. PROPOSED ALGORITHM 

As there are various steps to implement the image Image 

decription notes with lsb encoding in MATLAB here. 

 
Fig. 4: LSB Steganography 

 Step 1: An image is loaded which is to be denoised. 

 Step 2: Apply non local means filter at the image which 

is to be loaded to denoise the image. 

 Step 3: After applying non local means filter at the 

loaded image, a method noise thresholding is used. 

 Step 4: Then after applying all these steps, a denoise 

image of better quality is obtained. All the above steps 

are followed to denoise the image. All the above steps 

are followed to denoise the data. The correlation property 

is exploited in a proposed technique. 

IMw(x,y)= IM(x,y)+k*X(x,y) 

In the above equation, k is a gain factor and IMW is 

the steganographed image. With the increases of k factor the 

robustness of the hidden message also increases. X(x,y) is an 

PN pattern which create a steganographed image. PN pattern 

is added to the cover mageIM(x,y). 

The Proposed algorithm is compared for more than 

4 images on the basis of their corresponding MSE and PSNR 

value. 

The above Steps are followed to denoise the image. 

Now each step is discuss in detail. 

VIII. FLOWCHART 

The flowchart represents the method of denoised image by 

the proposed framework. 

The flowchart shows that first the image is loaded 

and then non local and noise thresholding method is used to 

denoise the image. This method of image Image decription 

notes with LSB encoding in MATLAB provide more clear 

image that having good Quality. 

 
Fig. 5: Flowchart to denoised image 

IX. RESULT AND ANALYSIS 

The proposed algorithm is implemented on MATLAB 7.11. 

The results are analysed based on PSNR (Peak Signal to 

Noise Ratio) value and MSE (Mean Square Error). 

A. Parameters used (MSE and PSNR) 

Detecting an embedded message defeats the primary goal of 

steganography, that of concealing the existence of a hidden 

message. As steganography is based on obscurity, the most 

important tests are related to the human perception. These 

types of tests evaluate the invisibility or transparency. The 

most used tests are the Subjective and the Peak-Signal to- 

Noise-Ratio PSNR in dB (decibel). The subjective tests are 

carried out by people who look for visual differences between 

the images (original and stego image) trying to find which 

one of them is the original. If the percentage of success goes 

50%, it can be concluded that the message is invisible. The 

subjective test’s rules and recommendations are defined by 

the International Telecommunication Union (ITU). Unlike 

the subjective approach which is vulnerable to human vision, 

PSNR (Peak Signal to Noise Ratio) is a technical approach 

usually used to evaluate the real quality of stego image. This 

technique is refers to us for the ratio between the maximum 

possible power of a signals and the power of mixed type of 

noise that affects the fidelity of its representation. The PSNR 

is most commonly used to measure the quality of 

reconstruction in an image; by comparing the stego image 

with the original image. PSNR can be calculated using the 
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mathematical models/formulas in Equations below. First 

MSE is calculated using the following equation: 

MSE=i/mn ∑_(i=0)^(m-1)▒.∑_(j=0)^(n-1)▒〖I(i,j)-K(i,j)〗
^2                           (1) 

Where MSE is the Mean Squared Error of m × n 

monochrome images I and K, where one of the images is 

considered a noisy approximation of the other, where lower 

is better. Thereafter, PSNR can be calculated using the 

following equation: 

 
Fig. 6: Intensity values of cover image 

PSNR=10.log_10((〖MAX〗_i^2)/MSE)=20.log_10(〖

MAX〗_i/√MSE)                   (2) 

Where, MAXi is the maximum pixel value of the 

image and MSE is mean squared error value. 

X. RESULT AND COMPARISON 

Several experiments have been performed to compare the 

performance of images. 

Image denoising is implemented by using non local 

means filter and executed using MATLAB 7.11. The noised 

and denoised images are compared on the basis of MSE and 

PSNR. PSNR and MSE are the most commonly used metrics 

for measuring the quality of the image. The experimental 

results convey that this technique provides sufficiently good 

PSNR value. 

 
Fig. 7: Image4 showing original and Stego image 

Figure 7 represents Image4 showing original and 

Stego image and their parameters are calculated as: Obtained 

values of the parameters are: 

PSNR= +43.667 dB 

Time Taken = 3.078 

Cover 

Images 

Secret 

Images 

PSNR 

value 

by LSB 

method 

PSNR 

value by 

Proposed  

algo 

Time 

Taken 

(sec) 

Baby.jpg Flowr.jpg 30 33.667 2.953 

Lion.jpg Rose.jpg 29 34.083 4.187 

moon.jpg Child.jpg 32 37.864 3.108 

lion.jpg Teddy.jpg 30 34.083 3.046 

baby.jpg Moon.jpg 37 43.667 3.078 

Table 1: Experimental Results 

 
Fig. 8: Experimental Results 

Figure 8 represent two images upper image is blur 

than the lower one which indicate that the upper image is 

noised which is to be removed by noise thresholding method. 

In similar way Figure represent upper image is denoised and 

lower image is noised which is to be removed by the same 

non local means filter and thresholding image. 

XI. CONCLUSION 

Steganography is an effective way to hide private or 

confidential information. In this paper we have used the LSB 

Technique on images to obtain secure stego-image. Our 

results indicate that the LSB insertion using random key is 

better than simple LSB insertion in case of lossless 

compression. The image resolution doesn't change much and 

is negligible when we embed the message into the image and 

the image is protected with the personal key.  And we get the 

good quality image. So, it is not possible to destroy the data 

by unauthorized access. 
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