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Abstract— Cloud computing has become an advanced 

platform for personal computing. Cloud computing will 

provide high performance computing resources and makes it 

possible to store and port large amounts of data across 

computers, servers and within IT environment. In 

computing, data deduplication is a special data compression 

technique for removing duplicate copies of repeated data 

without compromising its uniqueness. A multi-user cloud 

storage system needs the secure cross-user client-side 

Deduplication process, which allows a user to skip the 

upload process and get the rights of the document 

immediately, when other owners of the same document who 

tries to upload the document  to the cloud. To the best of 

knowledge, existing dynamic PoSs cannot support this 

technique. In this paper, introduced the theory of 

deduplicatable dynamic proof of storage and proposed an 

effective system called DeyPoS, to accomplish dynamic PoS 

and secure cross-user Deduplication, synchronously. 

Considering the problems of structure diversity and private 

tag generation, and make full use of a structure called 

Homomorphic Authenticated Tree (HAT). 
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I. INTRODUCTION 

Cloud storage is a model of networked enterprise storage 

where data is stored in logical pools of storage which are 

hosted by third party companies. Cloud storage provides 

customers with benefits, ranging from cost saving and 

simplified convenience, to mobility opportunities and 

scalable service. These great features attract more customers 

make use and store their personal information to the cloud 

storage: according to the report, the volume of data in cloud 

is expected to achieve 40 trillion gigabytes in 2020. Even 

though cloud storage system has been extensively accepted, 

it fails to hold some important developing needs such as the 

abilities of auditing virtue of cloud documents by clients and 

detecting cloned documents by servers. We exhibit both 

problems below. The first problem is virtue auditing. The 

cloud server is able to mitigate clients from the overburden 

of storage management and maintenance. The variation 

between cloud storage and conventional in-house storage is 

that the data is transferred through Internet and stored in a 

dubious domain, not under control of the clients, which 

surely raises client’s great concerns on the virtue of their 

data. These concerns arise from the fact that the cloud 

storage is vulnerable to security threats from outside and 

inside of the cloud storage, and the undisciplined cloud 

servers may calmly suppress some data loss events from the 

clients to maintain their prestige. What is more serious is 

that for saving money and space, the cloud servers might 

even actively and knowingly remove hardly accessed data 

documents belonging to an ordinary client. Considering the 

large size of the outsourced data documents and the clients 

forced resource capabilities, the first problem is generalized 

as how can the client efficiently perform periodical integrity 

verifications even without the local copy of data document. 

However, dynamic PoS remains to be improved in a multi-

user environment, due to the requirement of cross user 

deduplication on the client-side. This indicates that users can 

skip the upload process and get the ownership of documents, 

as long as the uploaded document already exist in the cloud. 

This process can reduce storage space for the cloud, and 

save transmission bandwidth for users. To the best of 

knowledge, there is no such dynamic PoS that can support 

secure cross-user deduplication. There are two challenges in 

order to solve this problem. the authenticated structures used 

in dynamic PoSs, such as skip list and Merkle tree, are not 

convenient for deduplication. This is called as challenge 

structure diversity, which means the authenticated structure 

of a file in dynamic PoS may have some conflicts. 

II. LITERATURE REVIEW 

The core objective of this literature review is to study the 

work carried and published by different authors in the 

domain of Document Annotation and tagging. Kun He, Jing 

Chen, Ruiying Du, Qianhong Wu, Guoliang Xue, and Xiang 

Zhang proposed in “DeyPoS: Deduplicatable Dynamic 

Proof of Storage for Multi-User Environments” the global 

requirements in multi-user cloud storage systems and 

introduced the model of deduplicatable dynamic PoS. They 

designed a unique tool called HAT which is an powerful 

authenticated structure. Based on HAT, proposed the first 

constructive deduplicatable dynamic PoS scheme called 

DeyPoS and proves the security in the random oracle model. 

The results show that DeyPoS implementations effective, 

especially when the file size and the number of the 

challenged blocks are extensive. [1] Jianghong Wei, Wenfen 

Liu, Xuexian Hu proposed in paper “Secure Data Sharing in 

Cloud Computing Using Revocable-Storage Identity-Based 

Encryption” proves cloud computing brings great 

accessibility for people. Particularly, it perfectly matches the 

increased need of sharing data over the Internet. In this 

paper, to build a cost-effective and secure data sharing 

system in cloud computing, they proposed a notion called 

RS-IBE, which supports identity revocation and cipher text 

update simultaneously such that a revoked user is prevented 

from accessing previously shared data, as well as 

subsequently shared data. Furthermore, a concrete 

construction of RS-IBE is presented. [2] Pietro and Sorniotti 

proposed in paper “Boosting Efficiency and Security in 

Proof of Ownership for Deduplication” proves other proof 

of ownership scheme which improves the ability. Xu et al. 

[4] proposed a client-side deduplication scheme for 

encrypted data, but the scheme employs a deterministic 

proof algorithm which demonstrate that every document has 

a deterministic short proof. Thus, anyone who obtains this 

proof can go through the authentication without possessing 

the document locally. Alternative schemes for encrypted 

data were suggested for enhancing the security and 
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efficiency. All existing approaches for cross-user 

deduplication on the client-side were designed for static 

document. Once the documents are updated, the cloud 

servers should regenerate the complete authenticated 

structures for the documents, which causes abundant 

computation cost on the server-side. [3] The approach of 

proof of storage was introduced by Ateniese et al. in paper 

“Provable data possession at untrusted stores”, and Juels and 

Kaliski, respectively. The core idea of PoS is to pick few 

data blocks at random order as the challenge. Then, the 

cloud server returns the challenged data blocks and their 

private tags as the feedback. Since the data blocks and the 

private tags can be combined via homomorphic functions, 

the communication cost is decreased. The ensuing works 

enhanced the research of PoS, but those works did not take 

dynamic operations into account. Erway et al. and following 

works focused on the dynamic data. Among those works, 

this scheme is the most powerful solution in action. 

However, the scheme is stateful, which needs users to 

maintain some information of own document locally. Hence, 

this is not convenient for a multiuser environment. Halevi et 

al. introduced the concept of proof of ownership which is a 

solution of cross-user deduplication on the client-side. It 

requires that the users generate the Merkle tree without 

involvement of cloud server, which is a big task in dynamic 

PoS. [5] Zheng and Xu proposed in paper “Secure and 

efficient proof of storage with deduplication” proves a 

solution called proof of storage with deduplication, which is 

the first effort to design a PoS scheme with deduplication. 

Du et al. Introduced proofs of ownership and retrievability, 

which are like but more effective in terms of computation 

cost. Note that neither can support dynamic operations. Due 

to the challenge in structure diversity and private tag 

generation, cannot be extended to dynamic PoS. Wang et al. 

and Yuan and Yu considered proof of storage for multi-user 

updates, but these schemes focus on the challenge of sharing 

document in a groups. Deduplication in these schemes is to 

deduplicate document among different groups. 

Unfortunately, these schemes cannot support deduplication 

due to structure diversity and private tag generation. In this 

paper, they considered a more general situation that every 

user has own document separately. [6]. Jingwei Li, Jin Li, 

Dongqing Xie, and Zhang Cai “Secure Auditing and 

Deduplicating Data in cloud” proves both data integrity and 

deduplication in cloud, they propose SecCloud and 

SecCloud+. SecCloud proposes an auditing entity with 

maintenance of a MapReduce cloud, which helps clients 

generate data tags before uploading as well as audit the 

integrity of data having been stored in cloud. In addition, 

SecCloud enables secure deduplication through introducing 

a PoS protocol and avoiding the leakage of side channel 

information in data deduplication. Compared with past 

work, the computation by user in SecCloud is greatly 

decreased at the time of file uploading and auditing stages. 

SecCloud+ is an advanced construction motivated by the 

fact that customers constantly want to encrypt their data 

before uploading, and allows for integrity auditing and 

secure deduplication directly on encrypted data. Compared 

with previous work, the computation by user in SecCloud is 

considerably decreased at the time of file uploading and 

auditing stages. SecCloud+ is designed motivated by the fact 

that customers always want to encrypt their data before 

uploading, and enables integrity auditing and secure 

deduplication on encrypted data. [7]. the major approaches 

used in PoS and dynamic PoS theories are homomorphic 

Message Authentication Codes [10] and homomorphic 

signatures [11] [12]. With the help of homomorphism, the 

messages and MACs/signatures in these theories can be 

compressed into a single message and a single 

MAC/signature. Therefore, the communication cost can be 

dramatically decreased. These approaches have been used in 

PoS [14] [15] [16] and secure network coding [10] [11] [12]. 

Zhihua Xia, Xingming Sun, Qian Wang proposed in paper 

“A Secure and Dynamic Multi-keyword Ranked Search 

Scheme over Encrypted Cloud Data” a secure, economical 

and dynamic search mechanism is projected, that supports 

not solely the correct multi-keyword hierarchical search 

however conjointly the dynamic deletion and insertion of 

documents. We have a tendency to construct a special 

keyword balanced binary tree because the index, and 

propose a “Greedy Depth-first Search” algorithmic program 

to get higher potency than linear search. Additionally, the 

parallel search process is administered to additional scale 

back the time price. The safety of the theme is protected 

against 2 threat models by exploitation the secure kNN 

algorithmic program. There is a unit still several challenge 

issues in radial SE schemes. Within the projected theme, 

owner is chargeable for generating change information and 

causation them to the cloud server. 

III. PROPOSED SYSTEM 

In this System we have considered two entities: the cloud 

servers and users, for any specific document, original user is 

the user who uploads the file to the server, while ensuing 

user is the user who confirms the ownership of the 

documents but did not upload the file to the server. 

We have five stages in a DeyPoS system: 

1) Pre-process 

2) Upload 

3) Deduplication 

4) Update 

5) Proof of storage 

In pre-process stage, user aim is to upload the 

locally available document. The cloud server determine 

whether the document should be uploaded. If the upload 

process is allowed, go into the upload stage; otherwise, go to 

the deduplication stage. 

In upload phase, the available document expected 

to upload do not present in the cloud. The original users 

encrypts the local available document and upload them to 

the cloud. 

In duplication phase, the available document 

expected to upload already exist in the cloud server. The 

ensuing users retain the document locally and the server 

store the authenticated structures of the document. 

Subsequent users need to assure the cloud server that they 

possess the document without uploading them to the cloud.  

Note that, these three stages [pre-process, upload, 

and deduplication] are performed only once in the life cycle 

of a document from the context of users. That is, these three 

stages appear only when users tries to upload document. If 

these stages conclude normally, i.e., users finish uploading 

the document in the upload stage, or they passed through 
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verification in the deduplication stage, we say that the users 

have the possession of the document. 

Some Advantages of Proposed System 

1) The duplicate documents are mapped with a single copy 

of the file by mapping with the existing file in the cloud 

2) The complete specification in multi-user cloud storage 

systems and introduced the system of deduplicatable 

dynamic PoS. 

IV. CONCLUSION 

The Planned the great necessities in multi-user cloud storage 

systems and introduced the system of deduplicatable 

dynamic PoS and had developed a unique tool known as 

HAT that is Associate in nursing economical genuine 

structure. Supported HAT, that had planned the primary 

sensible deduplicatable dynamic PoS theme known as 

DeyPoS and evidenced its security within the random oracle 

model. The result show that DeyPoS execution is 

economical, particularly once the file size and therefore the 

range of the challenged blocks area unit giant. 
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