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Abstract— Captcha is a security mechanism that 

distinguishes human from malicious computer. Text based 

Captcha ask the user to identify distorted text. It brings 

complexity for the user to recognize the text. In order to 

overcome such difficulty Image based Captcha is developed. 

Image based Captcha has another type of Captcha such as 

Confident Captcha that asks the users to click on all images 

that gives a specific type of symbols such as cats or birds. 

Such kind of image based Captcha faces difficulty, since it 

could be easily identified by the unauthenticated user. The 

proposed system focus on providing authentication by using 

Occluded Image based Captcha. Occlusion is applied on 

images. Occlusion used is affine transformation. Affine 

transformation is used for providing complexity to user. 

Transformations such as Rotation, Translation, Scaling and 

Shearing will be applied to the images. Rotation is used for 

rotating the image to certain angle. Translation will translate 

the shape of an image. Shearing slants the shape of an image. 

Scaling will changes the size of an image. The user has to 

select the image during enrollment and the details will be 

stored into database. During login the user has to select the 

shuffled image that is selected in the enrollment. The selected 

image will be compared with database. If it matches, the user 

is authenticated. If the match is not detected, the user will not 

be authenticated. To bring complexity in authentication OTP 

is generated and sent to register ID. 

Key words: Affine Transformation, CAPTCHA, Image 
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I. INTRODUCTION 

Web Security is the process of preventing and detecting 

unauthorized access to computer. It involves the process of 

safeguarding computers against intruders from using 

computer resources. Computer security is a branch of 

Information Security and is often used for securing the 

computer access.  

CAPTCHA technology has an experiment called the 

Turing Test. Alan Turing, the father of modern computing, 

proposed the test as a way to examine whether or not 

machines can think like humans. The classic test is a game of 

imitation. The goal of Captcha test is to create a test to 

distinguish that humans can pass but machines cannot pass. It 

is also important that the CAPTCHA application is able to 

present different CAPTCHAs to different users. If a visual 

CAPTCHA presented a static image that was the same for 

every user, it would not take long before a spammer spotted 

the form, deciphered the letters, and programmed an 

application to type in the correct answer automatically [1]. 

Most of CAPTCHAs does not rely on a visual test. Computers 

lack the sophistication that human beings have come to 

processing visual data. By looking at an image users can pick 

out patterns more easily than a computer. The human mind 

will perceive patterns easily even when none exist. But not all 

CAPTCHAs rely on visual patterns. In fact, it is important to 

have an alternative type to a visual CAPTCHA. One 

alternative technique to a visual test is an audible one. An 

audio CAPTCHA usually presents the user with a series of 

spoken letters or numbers. It is not unusual for the program 

to distort the speaker's voice, and it is also common for the 

program to include background noise in the recording. This 

helps thwart voice recognition programs. Another option is to 

create a CAPTCHA that asks the reader to interpret a short 

passage of text. A contextual CAPTCHA quizzes the reader 

and tests comprehension skills. While computer programs 

can pick out key words in text passages, they aren't very good 

at understanding what those words actually mean. 

A CAPTCHA has various forms like text based or 

image based CAPTCHA. The bot operation is similar to that 

of the reverse “TURING TEST”, where the program will be 

acting like a judge and the other person will be acting like a 

user [2]. If the user fails the test then he/she is considered to 

be a machine otherwise the user is considered to be an 

authenticated user or a human being. CAPTCHA is a system 

that acts as a tool to check web Bots from exploiting online 

services on the internet including free email providers, wikis, 

and blogs. It is a HIP system that is widely used for securing 

the internet based applications. It is also referred to as a 

challenge response test which gives a challenge to the users, 

when the user gives correct answer then the user is considered 

to as a human otherwise a web bot. CAPTCHA is an 

authentication process that is based on challenge-response 

test. CAPTCHA provides a mechanism that protects the users 

from spam and password decryption by a simple test. In this 

test a user will see either distorted image or a distorted text. 

The user has to enter the pattern exactly as shown to them if 

the CAPTCHA is based on text. If the CAPTCHA is based 

on image the user has to enter the correct name of the image 

which correctly symbolizes the image. Various web services 

like Yahoo, Google, and Bing use CAPTCHA to differentiate 

between an authenticated user and a malicious program. 

CAPTCHAs are also being used in the sites that provide 

access to sensitive data, such as credit card accounts and 

banks. 

The reminder of the paper is organized as follows. 

Section II provides Literature Survey. Section III explains the 

proposed work. Section IV addresses the Experimental setup.  

Section V evaluates the Performance analysis. Section VI 

gives the conclusion. 

II. LITERATURE SURVEY 

S. 

No. 

Author Name & 

Year 
Title 

Technique/ 

Algorithm 
Results Limitations 
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1 

Guido Schryen, Gerit 

Wagner, 

Alexander Schlegel 

(2016) 

Development of two 

novel face-recognition 

CAPTCHAs: A 

security and usability 

study 

Pattern 

Matching 

Two new Captcha for face 

recognition improves the 

security 

High error rate 

occurs. 

2 

Andrea Bianchi, Ian 

Oakley, and 

Hyoungshick Kim 

(2016) 

PassBYOP: Bring 

Your Own Picture for 

Securing Graphical 

Passwords 

Feature 

Matching 

algorithm 

Improves the security of 

graphical password 

systems by integrating 

live video of a physical 

token that a user carries 

Mismatching of 

users 

3 

Mohammed E. 

Hoque, David J. 

Russomanno, 

Mohammed Yeasin 

(2016 ) 

2D Captchas from 3D 

Models 

Image 

Recognition 

method 

Mislabelling of image 

problems can be solved 

and provides a scheme for 

improving security 

against cyber attacks 

Unreliable and 

computationally 

expensive. 

Table 1: Literature Survey

III. SYSTEM ARCHITECTURE OF OCCLUDED IMAGE CAPTCHA 

When the user wants to open an account he/she has to register 

their personal details such as name, password, date of birth 

and other details that are required [3]. Each user is provided 

with unique id. If there is more than one user then the user 

account can be identified by their id, since it is unique for 

each user. At present most of the online applications use 

Image based Captcha as computer security to prevent the 

unauthorized access to user account and to keep the user 

account secure. The system includes Image based Captcha as 

authentication that mainly focus on using homomorphic 

images with enhanced geometric transformation in each 

image to provide authentication. Each image will appear as 

homomorphic image and it is hard to break by the spammer. 

It provides the more challenging issue for spammer. It can be 

used in online applications such as e-banking. 

 
Fig. 1: System Architecture 

The proposed works focus on providing security and 

improve authentication. At present most of the online 

applications use Image based Captcha as computer security 

to prevent the unauthorized access to user account and to keep 

the user account secure. The proposed system includes Image 

based Captcha as authentication that mainly focus on using 

homomorphic images with enhanced geometric 

transformation in each image to provide authentication. It 

provides the more challenging issue for spammer. OTP is 

used for providing complexity to the user. Pseudo Random 

Number Generator (PRNG) is generated and it is send to the 

registered email-id/mobile number. It improves the security 

and keeps user account secure from spammer. 

A. Enrollment 

 
Fig. 2 Enrollment 

The user has to enroll their details. User has to select the 

image during enrollment. The details given by the user will 

be stored in the database for verification and authentication 

[4]. During login, User has to select the image that is given 

during enrollment, if the match is found then the user is 

authenticated, else their access is denied. The user selects 

images for opening new account. The image will be 

heteromorphic images. The geometric transformations are 

applied to make the task difficult. The user details as well as 

the selected images will be stored into the database. 

1) Shuffling Chaotic Encryption Algorithm 

shuffled(img[] charArray) 

 { 

Img[] shuffledArray = new img[charArray.Length]; 

 int rndNo; 

Random rnd = new Random(); 

for (int i = charArray.Length; i >= 1; i--) 

{ 

rndNo = rnd.Next(1, i + 1) - 1; 

shuffledArray[i - 1] = charArray[rndNo]; 

charArray[rndNo] = charArray[i - 1]; 

} 

 return shuffledArray; 

} 

B. Pre-Processing 

 
Fig. 3: Pre-processing 

The geometric transformations are applied to make the task 

difficult. The user details as well as the selected images will 

be stored into the database. Unique account number is 

provided to each user during enrollment. The user is account 

is open only if it matches with the stored database. Geometric 

transformations are applied to each image. The user has to 

recognize the image that is selected during enrolment. The 
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images will be of different shapes and size. It is done to make 

more complex task for the user. So, the user data couldn’t be 

easily identified by unknown users. 

C. Blocked Transformations 

Blocked transformation used is affine transformation. Affine 

transformation is the combination of translation, rotation, 

scaling and shearing.  

1) Translation 

Translation is used to move the object from original position 

to specified direction [7]. The image is translated from the 

original input image to output image, the output image is 

translated image. 

2) Rotation 

The rotation is used for rotating the image to specified angle. 

The angle is user defined [7]. User has to specify the angle 

such that the input image is rotated to certain angle. 

3) Scaling 

The scaling is used to resize the shape of an object or image.  

It can be used to shrink or zoom the size of an image (or part 

of an image). 

4) Shearing 

It slants the shape of an image. 

D. Verification/Authentication 

 
Fig. 4: Verification/Authentication 

The verification phase is used to verify whether the user is 

authenticated/unauthenticated user. When the user login to 

their account, user id and password is verified with the 

database. If the database returns the user is authenticated, then 

Captcha image will appear. From the Captcha user has to 

selects the correct image and it verifies with the database. If 

it matches then OTP will be sent to registered mail id. It is 

done to improve the complexity for authentication. 

IV. EXPERIMENTAL SETUP 

This research work describes the online authentication using 

image captcha which aims a) to prevent unauthorized access 

to human account. b) To maintain the human user data from 

spammer. c) To maintain the privacy information of the user 

account. d) Provides complexity in authentication. In this 

system, the user has to enroll their data such as username, 

password, and captcha image. During login, the user has to 

select the image that is selected during enrollment. For 

verification/authentication OTP will be sent to registered id. 

It will easily identify the spammer from hacking user account. 

V. PERFORMANCE ANALYSIS 

In this paper, the accuracy, efficiency and efficient of the 

system is tabulated below: 

Captcha type Accuracy % Efficiency % 

Text Captcha 83.3 84 

Audio Captcha 91.5 92.3 

Video Captcha 93 94.4 

Image Captcha 98.6 98.7 

Table 1: Performance analysis 

A. Text Captcha 

Text based CAPTCHAs is a very simple to implement. It is 

very effective and requires a large question bank. In Text 

based Captcha the Number of classes of characters and digits 

are very small so the problem occur for user to identify the 

correct characters and digits [8]. The text based captcha is 

possible to identify the character and digit through Optical 

character recognition (OCR) technique. 

B. Video Captcha 

Video CAPTCHA is a newer and less commonly seen 

CAPTCHA system. In video-based CAPTCHAs, three words 

are provided to the user which describes a video. The users 

tag must match to a set of automatically generated ground 

truth tags then only the test is said to be passed [9]. The term 

video CAPTCHA is used to any CAPTCHA that uses a video 

as its means to present information to a user. Although video 

CAPTCHA is limited, both commercial and academic 

applications do exist. 

C. Audio Captcha 

Audio-based CAPTCHAs are based on the sound-based 

systems. These CAPTCHAs are developed for visually 

disabled users. It contains downloadable audio-clips. In this 

type of CAPTCHA, first the user listens and submits the 

spoken word. The audio-based system is based on the 

difference in the ability between computer machines and 

humans in recognizing spoken language. The program 

chooses a sequence of digits and words randomly and renders 

the words and number digits into sound clips and distorts it. 

The distorted sound clip is then presented to the user to enter 

the right word or number [10]. The user is asked to enter 

exactly the same words as spoken the audio clip. 

VI. CONCLUSION 

In this paper, the image based captcha improves the security. 

The Occluded image makes the difficult task for the user. 

Since image will appear as homomorphic images. To bring 

complexity for the user Shuffling chaotic encryption 

algorithm is being used. It overcomes the problem of several 

attacks. The image recognition is the task performed by the 

user. The recognized image is known only to the 

authenticated user. It provides the more challenging issue for 

spammer. Because of using Occluded image, it brings 

complexity for the spammer. Therefore, the spammer can be 

easily identified by the user. 
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