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Abstract— A masquerade aggressor impersonates a legal user 

to utilize the user services and privileges. The semi-global 

alignment algorithmic rule (SGA) is one among the foremost 

effective and efficient techniques to observe these attacks 

however it's not reached yet the accuracy and performance 

needed by massive scale, multiuser systems. To improve each 

the effectiveness and also the performances of this 

algorithmic rule, we propose the Data-Driven Semi-Global 

Alignment, DDSGA approach. From the protection 

effectiveness read purpose, DDSGA improves the rating 

systems by adopting distinct alignment parameters for every 

user. Moreover, it tolerates little mutations in user command 

sequences by permitting little changes within the low-level 

illustration of the commands practicality. It conjointly adapts 

to changes within the user behaviour by updating the 

signature of a user in line with its current behaviour. To 

optimize the runtime overhead, DDSGA minimizes the 

alignment overhead and parallelizes the detection and also the 

update. 
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I. INTRODUCTION 

A masquerader is an attacker who authenticates as a legal user 

by stealing its credentials or by violating the authentication 

service. An insider masquerader is a legal system user that 

misuses his/her privileges to access distinct accounts and 

perform unauthorized actions. An outsider aims to utilize all 

the privileges of a legal user. Alternative implementations of 

this attack do exist, such as duplication or ex-filtration of user 

password, installation of software with backdoors or 

malicious code, eavesdropping and packet sniffing, spoofing 

and social engineering attacks. 

These attacks may leave some trail in log _les that, 

after the fact, can be linked to some user. In this case, a log 

analysis by a host-based IDS remains the state-of-the art to 

detect these attacks. Attacks that do not leave an audit trail in 

the target system may be discovered by analyzing the user 

behaviors through masquerade detection. At first, 

masquerade detection builds a profile for each user by 

gathering information such as login time, location, session 

duration, CPU time, commands Issued, user ID and user IP 

address. 

II. LITERATURE SURVEY 

A. “A detection-oriented classification of insider it misuses” 

[1] 

This although the problem of insider misuse of IT systems is 

frequently recognized in the results of computer security 

surveys, it is less widely accounted for in organizational 

security practices and available countermeasures. Indeed, the 

opportunities for insider misuse, by perpetrators with 

legitimately assigned privileges, are often overlooked until an 

incident occurs. A possible reason for this is that the problem 

receives relatively little attention in the commonly recognized 

classifications of IT-related attackers and intrusions, with 

most focusing upon attacks and methods involving some 

form of system penetration and/or unauthorized access. This 

paper examines the potential forms of insider misuse in more 

detail, classifying them according to the level within in a 

target system at which the incidents could be detected. It is 

considered that such an approach could provide a relevant 

foundation in terms of subsequent approaches to automate 

insider misuse detection methods. 

B. “Sequence alignment for masquerade detection” [2] 

The masquerade attack, where an attacker takes on the 

identity of a legitimate user to maliciously utilize that user 

privileges, poses a serious threat to the security of 

information systems. Such attacks completely undermine 

traditional security mechanisms due to the trust imparted to 

user accounts once they have been authenticated. Many 

attempts have been made at detecting these attacks, yet 

achieving high levels of accuracy remains an open challenge. 

In this paper, we discuss the use of a specially tuned sequence 

alignment algorithm, typically used in bioinformatics, to 

detect instances of masquerading in sequences of computer 

audit data. By using the alignment algorithm to align 

sequences of monitored audit data with sequences known to 

have been produced by the user, the alignment algorithm can 

discover areas of similarity and derive a metric that indicates 

the presence or absence of masquerade attacks. Additionally, 

we present several scoring systems, methods for 

accommodating variations in user behavior, and heuristics for 

decreasing the computational requirements of the algorithm. 

Our technique is evaluated against the standard masquerade 

detection dataset provided by Schonlau et al. and the results 

show that the use of the sequence alignment technique 

provides, to our knowledge, the best results of all masquerade 

detection techniques to date.  

C. “CIDD: A cloud intrusion detection data set for cloud 

computing and masquerade attacks” [3] 

Masquerade attacks pose a serious threat for cloud system due 

to the massive amount of resource of these systems. Lack of 

datasets for cloud computing hinders the building of efficient 

intrusion detection of these attacks. Current dataset cannot be 

used due to the heterogeneity of user requirements, the 

distinct operating systems installed in the VMs, and the data 

size of Cloud systems. This paper presents a Cloud Intrusion 

Detection Dataset (CIDD) that is the first one for cloud 
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systems and that consists of both knowledge and behavior 

based audit data collected from both UNIX and Windows 

users. With respect to current datasets, CIDD has real 

instances of host and network based attacks and masquerades, 

and provides complete diverse audit parameters to build 

efficient detection techniques. The final statistic tables for 

each user are built by Log Analyzer and Co-relator System 

(LACS) that parses and analyzes user's binary log _les, and 

correlates audits data according to user IP address and audit 

time. We describe in details the components and the 

architecture of LACS and CIDD, and the attacks distribution 

in CIDD. 

D. Predicting sequences of user actions [4] 

People display regularities in almost everything they do. This 

paper proposes characteristics of an idealized algorithm that, 

when applied to sequences of user actions, would allow a user 

interface to adapt over time to an individual’s pattern of use. 

We describe a simple predictive method with these 

characteristics and show its predictive accuracy on a large 

dataset of UNIX commands to be at least as good as others 

that have been considered, while using fewer computational 

and memory Resources. 

III. SYSTEM MODEL 

DDSGA is a masquerade detection approach based upon 

Enhanced-SGA. It aligns the user active session sequence to 

the previous ones of the same user and it labels the 

misalignment areas as anomalous. A masquerade attack is 

signaled if the percentage of anomalous areas is larger than a 

dynamic, user dependent threshold. DDSGA can tolerate 

small mutations in the user sequences with small changes in 

the low level representation of user commands and it is 

decomposed into a configuration phase, a detection phase and 

an update one. The configuration phase, computes, for each 

user, the alignment parameters to be used by both the 

detection and update phases. The detection phase aligns the 

user current session to the sig nature sequence. The 

computational performance of this phase is improved by two 

approaches namely the Top-Matching Based Overlapping 

(TMBO) and the parallelized approach. In the update phase, 

DDSGA extends both the user signatures and user lexicon list 

with the new patterns to reconfigure the system parameters. 

 
Fig 1: System Architecture 

IV. ALGORITHM 

A. The Enhanced-SGA 

Coull and Syzmanski [3] changed the SGA algorithmic 

program to handle the issues of the standard Smith-Waterman 

alignment algorithmic program from 2 views. The primary 

one considers that the usage patterns of legal users could 

change because of modifications in their role or to new code. 

A static user signature is thus susceptible to label as attacks 

some variations of legal users. To avoid these false positives, 

the signature is updated as new behaviour is encountered by 

exploiting the power of SGA of discovering areas of 

similarity. 

Furthermore, as mentioned in Section four, they 

outlined two grading systems, the command grouping and 

binary scoring systems, to line the alignment scores and also 

the gap insertion penalties. The signature update theme is 

applied with the binary grading, their best system. This 

scheme augments each this signature sequence with 

information on the new behaviours and also the user lexicon 

with the new commands the user invokes. The theme 

conjointly introduces a threshold for every user profile to 

make sure that both the signature sequence and user lexicon 

stay freed from tainted commands from masquerade attacks. 

the brink is used in each detection and update processes, and 

it is built through a shot of the user signatures. The other 

perspective considers that the Smith-Waterman algorithmic 

program is computationally overpriced and impractical to 

discover masquerade attacks on multi-user systems. By by 

selection orientating only the parts of the user signature with 

the very best success chance, Heuristic orientating [3] will 

considerably reduce the machine overhead with nearly no 

loss of accuracy in detection. These modifications are tested 

on the ocean knowledge set to alter the comparison with 

different approaches. 

B. The Data-Driven Semi-Global Alignment approach 

DDSGA could be a masquerade detection approach based 

mostly upon Enhanced-SGA [3]. It aligns the user active 

session sequence to the previous ones of a similar user and it 

labels the placement areas as abnormal. A masquerade attack 

is signalled if the proportion of abnormal areas is larger than 

a dynamic, user dependent threshold. DDSGA will tolerate 

little mutations within the user sequences with little changes 

within the low level illustration of user commands and it's 

rotten into a configuration phase, a detection section 

associated an update one. The configuration section, 

computes, for every user, the alignment parameters to be 

utilized by each the detection and update phases. The 

detection section aligns the user current session to the 

signature sequence. The process performance of this section 

is improved by 2 approaches namely the Top-Matching based 

mostly Overlapping (TMBO) and the parallelized approach. 

Within the update section, DDSGA extends each the user 

signatures and user lexicon list with the new patterns to 

reconfigure the system parameters. The phases and therefore 

the modules that implement them that we tend to discuss 

within the following. 

V. ANALYSIS 

DDSGA improves each the procedure and therefore the 

security efficiency of the Enhanced-SGA. From a procedure 
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perspective, DDSGA improves the performance of each the 

detection and therefore the update through a parallel 

multithreading theme and a replacement Top-Matching 

Based Overlapping approach that improves the Heuristic 

Aligning and saves procedure resources. While the heuristic 

orienting splits the signature sequence into a hard and fast 

overlapped subsequences of size 2n, wherever n is that the 

size of the check sequence, TMBO simplifies the alignment 

through shorter overlapped subsequences. Besides saving 

procedure resources, this quickens the detection and update 

phases and consequently reduces the masquer live time 

within the system. With relevance the accuracy of 

masquerade detection, DDSA introduces distinct grading 

parameters for every user, namely the gap penalties and 

therefore the overlapping length. The adoption of distinct 

grading parameters for every user improves the detection 

accuracy, the false positive and false negative rates and 

increase the detection hit quantitative relation with respect to 

the standard and increased SGA that use the same parameters 

for any user. This neglects variations among the behaviours 

of distinct users and reduces the accuracy of detection, as a 

result of the alignment cannot tolerate even slight changes 

within the user behaviour over time. Starting from the info of 

every user, the configuration section of DDSGA computes 

the grading parameters that end in the maximum alignment 

score for the thought of user. To improve the accuracy of the 

alignment, DDSGA integrates binary and command cluster, 

2 grading systems recommended by Coull et al.’s, into 2 

alternative grading systems, restricted and free permutation. 

The ensuing systems tolerate permutations of antecedently 

determined patterns with a coffee reduction of the score. To 

tolerate changes within the low-level representation of 

commands with identical practicality, they classify user 

commands into many teams and align two commands within 

the same cluster while not reducing the alignment score. The 

DDSGA configuration section additionally creates a dynamic 

threshold for every user to be employed by each the detection 

section and therefore the update one. Whereas Enhanced- 

SGA builds this threshold through a photo of a user profile, 

DDSGA builds a lot of sensitive and dynamic threshold by 

considering any information within the profile. What is more, 

DDSGA runs 2 update modules: the inline and long term 

modules. The inline module updates the user signature 

patterns, the user lexicon list, and their corresponding 

command classes in a very reconfiguration section. The long-

term module updates the system with the most recent changes 

within the alignment parameters. It additionally updates the 

dynamic threshold values, grading parameters, and the 

overlapping length i.e., the length of the overlapped signature 

subsequence in keeping with most range of inserted check 

gaps. The dynamic threshold, the grading systems, and the 2 

update modules change DDSGA to tolerate slight changes 

within the user behaviour overtime. Table 1 briefly compares 

DDSGA and Enhanced-SGA. 

 
Table 1: Comparison 

 
Table 1: A Comparison between DDSGA and Enhances-

SGA 

VI. CONCLUSION 

Masquerading is by far one of the most critical attacks 

because an attacker that can successfully logs to a system can 

also maliciously control it. The semi-global alignments 

(SGA) are based upon sequence alignment and it is one of the 

most effective detection techniques that can be applied to 

distinct sequences of audit data. While SGA may result in low 

false positive and missing alarms rates, even its enhanced 

version has not yet achieved the level of accuracy and 

performance for practical deployment. This is the reason 

underlying the design of the Data Driven Semi-Global 

Alignment Approach, DDSGA. From the security efficiency 

perspective, DDSGA models more accurately the consistency 

of the behavior of distinct users by introducing distinct 

parameters. 
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