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Abstract— Peer-to-Peer (P2P) computing has become a 

popular application model because of its easy resource 

sharing pattern and powerful query search scheme. In this 

paper, we propose a mutual anonymity [2] protocol [1], called 

Secret Sharing Protocol (SSP), for peer-to-peer systems. SSP 

employs Shamir’s secret sharing scheme [3] to allow peers to 

issue queries and RSA for responders to deliver requested 

files anonymously. 
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I. INTRODUCTION 

The Internet has been developed into a globally discrete 

information sharing system over the past few years. While the 

network users’ privacy requirements have become increasing 

urgent, the anonymity issues [6]. The most important protocol 

of the Internet, TCP/IP, pays less attention on privacy than 

other performance issues such as efficiency and scalability. 

The easy track feature of TCP/IP makes private and secure 

data vulnerable when being transferred in the open Internet 

environment. 

Under certain circumstances, network users may 

require different types of anonymity. Anonymity[2] can be 

divided into three types: resistant-censorship (or publishing 

anonymity); initiator or responder anonymity; and mutual 

anonymity (giving both the initiator and responder 

anonymity). Strictly defined, mutual anonymity is made up 

of three parts: an anonymous initiator, an anonymous 

responder and the anonymous communication between these 

two units. Most previous work provides mutual anonymity 

protocols for clients with the help of trusted agents or proxy 

servers. 

This paper focuses on mutual anonymity[2]. 

Theoretically, no peer has any knowledge of other peers two 

or more hops away. Since a query message does not include 

the IP address of its query peer, current P2P systems achieve 

a certain degree of anonymity, which is incomplete based on 

following observation. 

A peer’s identity is exposed to all its neighbours. 

Some malicious peers can acquire information easily by 

monitoring packet flows, distinguishing packet types, (e.g., 

the Query Hits type message), and analyzing the TTL value 

of these queries. In this way, initiators and responders are not 

anonymous to their neighbours and P2P systems fail to 

provide anonymity in each peer’s local environment. 

Therefore, current P2P systems cannot provide 

anonymity guarantees. 

In this paper, we propose a mutual anonymity 

protocol in decentralized P2P systems, called Secret-sharing-

based Mutual Anonymity protocol (SSP). SSP provides both 

initiator and responder anonymity, and communication 

security as well. In SSP, we employ the idea of a secret 

sharing scheme [3] to guarantee anonymous query issue, and 

introduce the Data Encryption Standard (DES) together with 

RSA and Diffie–Hellman for key exchange to achieve a 

complete reply-confirm interaction between initiators and 

responders. 

II. DESIGN OF SSP 

In this section, we first introduce the secret sharing scheme 

[3], which is the basic algorithm used in SSP. We then present 

the details of the SSP protocol. 

A. Secret Sharing Scheme 

In this scheme, a secret sender (or dealer) distributes secret s 

to n participants. It requires no less than k (k<n) players of n 

participants to recover the secret s. One of the most popular 

secret sharing schemes is Shamir’s secret sharing scheme [3]. 

The mathematical basis of this scheme is as follows. 

Given k points on the plane (x1,y1),…,(xk,yk), if all xi’s are 

distinct, there exists a unique polynomial f of degree � k-1, 

f(xi) = yi for all i. The constructive method is that given these 

k points, f can be recovered by using Lagrange’s interpolation 

formula. 

Normally, all these hold in a field Zp, where p is a 

prime. Based on these discussions, we describe Shamir’s 

scheme [3] as follows. 

To share secret s among n entities and ensure that no 

less than k participants are required to recover the secret, 

dealer D creates a random polynomial f(x) of degree k-1: 

 
This polynomial is constructed over a finite field Zp, 

and the coefficient a0 is the secret s. All other coefficients are 

random elements in the field. Where the field is known to all 

participants. Dealer D publicly chooses n random distinct 

evaluation points: xi, and secretly distributes the share(s) = 

(xi,f(xi)),i=1..n to each player Pi. We can prove the theorem: 

the secret s can be reconstructed from every k-share subset. 

Using Lagrange formula, given k points (xi,yi), i = 1..k, we 

have 

 
Thus, 

 
The complexity of Lagrange interpolation is 

O(klog2k). 

B. SSP Protocol 

Shamir’s secret sharing scheme [3] provides prefect secrecy, 

we use it in SSMP to distribute the DES Encryption code 

The basic idea of SSMP is as follows, 

When a peer is ready to issue a query, it first encrypt 

the message with DES and share the key with neighbour 

using Diffie-Hellaman and divide the encrypted text to n 

shares using Shamir Secret Sharing Scheme [3] and share the 

shares with neighbour then neighbour reconstruct the 

encrypted shares using Shamir Secret Sharing [3] and get 
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encrypted DES code, then it decrypt with DES key and get 

message. 

Once a first message is received from above 

iteration this peer may or may be share this again with another 

neighbouring peer using same steps with a probability of ½. 

Once a peer decided not to share message again with 

peer it flood [4] the simple file request message in network 

and once it find the file it generate a response, the response 

message is encrypted with RSA using public key of the peer 

which send this data to this peer and the received peer decrypt 

it with its private key, these steps follows until the response 

reach the initiator. 

Before going into details of SSMP, we first 

introduce some notations used in this paper. Let f denote the 

desired file name or id, A denotes the initiator, B denotes 

neighbour of A, P denotes the adjacent neighbour to the 

neighbour of neighbours, PN denotes peers of network, R 

denotes query responder, RM response message. We use RE 

denote RSA encrypted text, K to denote the DES key.  

1) Step 1: The initiator A generates a random DES key K, 

which is used to encrypt f. 

a) Distribution method: 

 Select random key K and encrypt f as e = EK(f). 

 Partition encrypted text e into n shares using Shamir 

(k, n)-method, T1…Tn. 

 Share DES random key with Diffie–Hellman with 

the neighbour B. 

 Share the n shares and RSA public key with the 

neighbour B. 

 Create log file for requested file to verify response 

with request. 

2) Step 2: Once neighbour B receives n shares. 

 Decrypt the shares using Shamir (k, n)-method, 

T1…Tn and get e. 

 Decrypt e using key K. 

 Get message M. 

 Store RSA public key of A. 

3) Step 3 

When B receive a message, it simply forward query shares to 

one of its neighboring peers except A. 

Using the procedure in step 1, with a probability ½. 

4) Step 4 

 
Fig 1: Query reply, confirmation and file delivery 

If not forwarding the message, it simply flood the bare 

message in network to find the file. 

P Flooding PN 

5) Step 5: When a responder R ready to give file, 

 P generates a response message RM. 

 Get public key of neighbours from stored logs. 

 Encrypt RM with public key KX (RSA). 

Where X is neighbour from which the request 

message is received to P. 

6) Step 6: When X receives the RSA encrypted text RE. 

 Decrypt RE with is private key and get response 

message RM. 

 Peer check if it requested for this file in its logs table. 

7) Step 7 

 If the peer not requested the file then. 

 Generate message again for forwarding using Step5. 

 Forward to its neighbours. 

 Except one from it receive the message RE. 

III. CONCLUSION 

In this paper, we propose a Glimpse Design of Anonymous 

Peer-To-Peer Protocol, called Secret Sharing Protocol (SSP), 

in decentralized P2P systems. SSP employs Shamir’s secret 

sharing scheme to let peers issue queries and let responders 

deliver requested files anonymously. Compared with existing 

designs, SSP achieves mutual anonymity in P2P systems with 

a higher degree of anonymity and a lower cryptographic 

processing overhead. 

Future work on SSMP will lead in three directions. 

First is to improve log’s used to check if file requested or not 

by the peer. 

Second improve the flooding and sharing method 

within the peers. 

Third to improve more security by adding more 

anonymity protocol such as TOR[5]. 
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