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Abstract— General survey stat that fileless Malware used for 

bypass traditional Anti-Virus but it isn’t new. During the last 

few years, fileless malware attacks have been on the increase, 

and by Proof point’s approximations, pose a higher risk to 

businesses than commodity malware attacks. Fileless 

malware attacks will overtake traditional write to disk attacks 

if they haven’t already. Fileless malware infects targeted 

computers leaving behind no artefacts on the local hard drive, 

making it easy to sidestep traditional signature-based Anti-

Virus. The technique, where attackers hide their activities in 

a computer’s random-access memory and use a native 

Windows tools such as PowerShell and Windows 

Management Instrumentation (WMI). Sophisticated attacks 

advanced adversaries were first spotted using fileless 

malware several years ago. But since then, there has been a 

steady rise in the numbers of attacks, according to experts.  

Slightly code runs in the system’s memory and executes 

programs already on Windows such as PowerShell and 

Windows Management Instrumentation (WMI). Using these 

programs, attackers gain a foothold on systems to carry out a 

quick theft of data, or establish a persistence links on a system 

by leaving a backdoor link to a remote c & c server. As soon 

as, malware hidden in memory it can traverses from one 

process to another process for hide themselves in different 

places. However, these type of attacks have one large 

disadvantage: When the system and application is turned off, 

the memory attack ends. To work around those restrictions, 

attackers often will traverse from one application to another. 
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I. INTRODUCTION 

Malware is frequently spread by releasing copies of 

themselves to a location defined in the malicious code and 

using persistence strategies like setting up an auto start 

feature to ensure that they continue to run. However, the 

development of security scanners has concentrated most of 

these threats detectable. A new form of malware has been 

discovered and this is ‘fileless malware’ which hides in a 

location that’s hard to detect. Fileless malware exists only in 

memory and is written directly to RAM of being installed in 

target computer’s hard drive. 

Powershell tool is included in the initial installation 

packages of Windows OS versions 7 and higher. And since 

more users have computers that run on Windows 7 and 

higher, cybercriminals have a bigger net of potential victims. 

More malware with the fileless concept will be out soon and 

these will probably be more sophisticated and use techniques 

other than hiding the malware in the registry and dropping a 

file to the affected system. The emergence of fileless malware 

can be a serious threat to users who are not familiar with this 

type of infection.  Fileless malware can also be a challenge to 

security vendors, which rely heavily on file-based detection. 

It’s difficult to detect or remove fileless malware. 

Like rootkits, the location of the malware makes detection 

and deletion more difficult than the typical malware infection. 

As attackers increasingly utilize WMI, it is important for 

defenders, incident responders, and forensic analysts to have 

knowledge of WMI and to know how they can wield it to their 

advantage. This paper will introduce attacks using WMI, and 

Powershell malware. 

A. Fileless Malware 

Fileless Malware does not execute any malicious code in 

Hard Disk, rather it is directly written into RAM. It is hard to 

detect because malware hides themselves in difficult 

locations which are not scan by any traditional Antivirus. 

Trojan.Poweliks is first Persistent Fileless malware which is 

appear in August 2014. Although it is not new threats but 

previously they did not contained persistence methodology 

and remove when system shut down. 

Towards the third quarter of 2015, customers were 

attacked by completely file-less, registry script-based attacks, 

like Poweliks, Powesploit, Empire, PowerWarm (Crigent), 

and the completely file-less ransomware CoinVault. This 

phenomenon began at the end of 2014, but appeared in 

massive proportions only at the end of 2015. 

II. LITERATURE SURVEY 

A. Poweliks 

From the file-based malware known as Wowliks, Trojan. 

Poweliks evolved into a registry-based malware. One of its 

notable behaviors is downloading a PowerShell application, 

hence the name Poweliks. This malware uses PowerShell 

scripts to launch and inject its DLL watchdog from the 

registry entry into the DLLHost.exe process to retain its 

persistence mechanism. The main payload of Poweliks is to 

deliver ad-fraud trojans and ransomware to the infected user. 

B. Bedep 

Trojan.Bedep is believed to have a connection to Poweliks 

due to similarities in coding style and the use of the same 

CVE-2015-0016 exploit, but there is no conclusive evidence 

linking the authors of the two pieces of malware. Bedep has 

been observed to download and install Poweliks along with 

other ad-fraud malware. Bedep comes in 32-bit and 64-bit 

variants and uses Microsoft properties for its own file 

properties as part of its disguise. The main purpose of this 

malware is to turn the compromised computers into botnets. 

C. Kotver 

Prior to adopting Powerlink’s fileless infection technique, 

variants of the Kotver malware were residing only in the 

registry to evade detection. However, it does not fully 

embrace the fileless infection technique. Like Poweliks, it 

downloads a PowerShell application, but if no Internet 

connection is available, it reverts to file-based infection and 
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creates a copy of itself on the disk. Kotver has been observed 

to deliver ransomware and banking Trojan’s. 

D. Fileless Malware Work 

Usually, fileless malware come through exploit kits (EK) 

when a victim visits a malicious site. The Angler exploit kit 

was the initial EK experimental to infect a system without 

writing the malware on the drive. 

 
Fig. 12: Infection chain of fileless threat. 

Angler is liable for injecting shellcode of fileless 

malware into running process such as iexplore.exe. Malware 

also arrive through malicious attachments or URL links found 

in spam emails. These are typically downloader malware, 

which execute first on the disk and remove themselves after 

injecting malware into memory. 

After inject shellcode into memory, the malware 

load and encrypt a binary. This obscured copy save in registry 

and then other entries are add in registry. The script execute 

as part of autostart mechanism. The script written in either 

VBscript, Javascript, or powershell. It is use for decrypt 

binary and load script into the memory. 

Binary component is formerly launched and servers 

as watchdog. It observers the related registry entries and is 

also liable for communicating the compromised command 

and control (C&C) server. Malware create backdoor for 

reinstalling registry entry, download and execute other files 

and send other commands. Any files which are download and 

execute can work as click fraud module in memory. 

III. METHODS USE 

A. WMI Architecture 

 
Fig. 13: Overview of the WMI architecture 

Microsoft implement Web based enterprise management and 

common information model standards which is published by 

DMTF is called WMI. Both criteria purpose to offer an 

industry-agnostic means of gathering and communicating 

information linked to any managed component in an 

enterprise. An example of a achieved module in WMI would 

be a running procedure, registry key, installed service, file 

information, etc. These standards interconnect the resources 

by which implementers should request, populate, building, 

communicate, accomplish actions on, and consume data. 

B. WMI Attacks 

WMI is an very influential tool for attackers through several 

stages of the attack development. There is a prosperity of 

WMI substances, approaches, and events that can be very 

powerful for execution anything from inspection, AV/VM 

recognition, code execution, lateral crusade, secret data 

storage, to persistence. It is even likely to figure out a pure 

WMI backdoor that doesn’t present a single file to disk.  

There are various benefits of using WMI to an 

attacker:  

 It is installed and running by defaulting on all Windows 

OS later then Windows 98.  

 For code execution, it proposals a quieter other to 

running psexec.  

 Enduring WMI event contributions run as SYSTEM.  

 Defenders are usually ignorant of WMI as a multi-

purpose attack path.  

 Approximately each os act is accomplished of activating 

a WMI event.  

 Additionally storage in the WMI source, no payloads 

trace disk. 

C. Powershell 

Powershell has its individual scripting language which is 

constructed in .NET Framework. A Powershell can be 

command line or GUI based. It is used for task automation 

and configuration. The first version was came in November 

2006 for Windows XP and Vista. The current version of 

powershell is windows 5.0. It also works in window server 

2003 and later version.  

IV. EVASION TECHNIQUES 

1) Script are easily inserted in all kinds of droppers. They 

are inserted, encoded or obscured to avoid signature 

detection. A portion of the script is continuously 

produced randomly, evasion any signature based 

detection.  

2) The usage of command line to obscure the parent 

sequence still working in most cases, and confuses all 

recognitions based on procedure behavior inspection, 

like various sandboxes or virtualized procedure memory 

study, where they are all processed as portion of the 

initial one and will be plotted as clatter.  

3) Maximum script executions are essentially bounded by 

SandBox recognition or Anti-malware detection 

methods that will break the script from running in a 

debug or examination environments, avoiding most 

common sandboxes.  

4) Script program runs in an environment of appropriate 

procedures to accomplish. Such procedures can be 

browsers for Java Script, wscript. Cscript for VBS, 

PowerShell.exe, etc. All of these are recognized digitally 

signed OS applications that cannot be implicated of 

being malicious. This is similar to Microsoft Excel 

accomplishing a malicious excel file. The file itself is 

malicious, but the application is definitely gentle.  

5) A most of work has been finished in the industry to 

identify malicious contented in documents and images. 
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However, script malware has only newly increased 

momentum and it can still be used to escape detection.  

6) The anxiety of the false positive - malware scripts are 

much related in their action to network administrator 

scripts, as they attempt to execute the similar activities 

and now use the similar tools. This makes it very hard for 

behavioral methods to be able to recognize malicious 

actions amongst them. 

V. PREVENTION AND MITIGATION 

Symantec mentions users observe to the following greatest 

practices to stop one-click fileless infection: 

 Certainly not handle  HTA files as HTML files 

 Dynamically discover child registry entries that appeal 

PowerShell, WSCRIPT, CSCRIPT, cmd, RUNDLL32, 

or regserve32 

 Accomplish manual subtraction anywhere essential as 

below. 

A. Manual Removal 

1) Take and accomplish Microsoft’s Procedure Explorer. 

2) Reboot in Safe Mode. 

3) Select the main procedure and dismiss it. 

4) Start Registry Editor (Run > regedit.exe). 

5) In the left section, go to: HKEY_LOCAL_ 

MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Run\ 

6) Remove registry entries. 

7) Terminate Registry Editor. 

B. AV Solutions 

Anti-virus products have the following methods to report 

fileless infections: 

 Memory skimming 

 Registry skimming 

 Network skimming 

VI. CONCLUSION 

Fileless malware directly execute code from memory, its 

make them hard to detect. PowerShell, as a Windows built-in 

scripting language and evasion on Windows 7 and 10, stances 

a specific problem since appropriate usage efficiently hides 

attackers malicious actions. File less malware is frequently 

used to “test the water” as the initial phase of an attack, it 

delivers the model occasion for an attacker to outline a system 

before dropping and performing the core payload on disk. 

Inappropriately file based detection tools such as AV are 

progressively unsuccessful, identifying less than 50% of 

malware important to long term negotiation of systems. 
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