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Abstract— In past few decades, if we compare with the 

traditional analog media, making seamless alteration is much 

easier on digital media by software editing tools. With the 

popularity of consumer-level scanner, printer, digital camera, 

and digital camcorder, detecting tampering becomes an 

important concern. As a result over this decade it has become 

a standard high-requirements benchmark for machine 

learning ways. Systems are developed that extensively use the 

character of the image domain to attain correct time period 

performance. This paper provides an overview of well-known 

Steganography methods. It identifies current research 

problems in this area and discusses how current research 

approach could solve some of these problems. 
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I. INTRODUCTION 

Steganography word is classified into two parts: Stegano 

which means “secret or covered” (where you want to hide the 

secret messages) and the graphic which means “writing” 

(text). Authenticity is a relative concept: whether an item is 

authentic or not is relative to a reference or certain type of 

representation that is regarded as authentic. Authentication is 

usually done by checking whether certain rules and 

relationship which are supposed to be found for an authentic 

copy are still hold in the test material. This provides efficient 

way of communication between sender and receiver without 

any loss in the originality of the cover image. The 

effectiveness of such systems wouldn't be potential while not 

the progress within the underlying machine learning and 

classification ways. At the center of each image detection 

system lies a machine learning algorithmic rule. The foremost 

outstanding machine learning ways historically embrace 

neural networks, applied math modeling ways like principal 

elements analysis, and a lot of recently, support vector 

machines. Three techniques are interlinked, steganography, 

watermarking and cryptography. The first two are quite 

difficult to tease apart especially for those coming from 

different disciplines. The work presented here revolves 

around steganography in digital images and does not include 

other types of steganography (such as linguistic or audio). 

 
Fig. 1: The different embodiment disciplines of Information 

Hiding. 

II. AUTHENTICATION SYSTEM REQUIREMENTS 

Digital Image Authentication System should satisfy 

following requirements [1]. 

1) Sensitivity: The system must be able to detect any 

content modification or manipulation. For strict 

authentication algorithms, detection of any 

Temperament is required. 

2) Robustness: Also called tolerance. The system must be 

able to tolerate content preserving manipulations. This 

property can just handle selective authentication 

algorithms.  

3) Localization: The system must be able to point out the 

regions that have been modified. 

4) Recovery: The system must be able to partially or 

completely restore the image regions that were tampered. 

5) Security: The system should protect the authentic data 

against any falsification attempts. 

6) Portability: The system must be able to carry the 

signature with the protected image during any 

transmission, storage or processing operation. 

7) Complexity: The authentication system must use real-

time implemented algorithms that are simpler and faster. 

III. AUTHENTICATION TECHNIQUES 

A. Strict Authentication 

Strict image authentication methods do not accept any 

changes in the image data. These methods can be separated 

in two groups according to the techniques that are used [1]: 

Image authentication methods based on cryptography 

compute a message authentication code (MAC) from images 

using a hash function. Algorithmic approach based on 

conventional cryptography shows up satisfying results for 

strict image authentication with more precise tamper 

detection.  

Other method is Digital watermarking. And the 

basic idea behind fragile watermarking techniques is to 

generate a watermark for a set of image pixels and to insert it 

in the image to be protected in such a way that any distortion 

given to the image is also reflected in the inserted watermark. 

Simply verifying the presence of the inserted watermark 

allows the image authenticity verification and eventually 

localization of tampered regions. 

B. Selective Authentication 

Content modification is assumed as an object appearance or 

disappearance, a modification to an object position, or 

changes to texture, color or edges. As a result new 

watermarking methods known as semi fragile watermarking, 

and to new approaches known as content-based signatures 

has to used. Semi-fragile watermarking technique combines 

characteristics of fragile and robust watermarking 

techniques. Basically, the idea of semi-fragile watermarking 
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is to insert a watermark in the original image in such a way 

that the protected image can undergo some specific image 

processing operations while it is still possible to detect 

alterations and to locate and restore image regions that have 

been altered. 

For a Content –based signature methods, digital 

signature consists of extracting unique features from the 

image at the source side and encoding these features to create 

digital signatures. Afterwards signatures are used to verify the 

image integrity by signature comparison at the detection side 

[1]. 

IV. RELATED WORK 

A paper proposed by Che-Yen Wen, 1, Ph.D.; Kun-Ta 

Yang,1 M.S.  describes about a cryptography based 

technology that has been publicly applied in information 

security to assist the examination and analysis of digital 

image data. The discussed technology provides a unique 

cipher for every single processed image. The unique cipher 

can be used to confirm if the image is modified easily. Using 

MD5 algorithm for compression is got a hash value as output 

of Image authentication for digital image evidence. 

For Image authentication- An image evidence 

content is tampered unscrupulously with Adobe Photoshop 

CS. For instance, change original numbers of the license plate 

(6-HH) to new ones (6 6-HH), replace the feature �ridge 

ending� with �bifurcation� in the fingerprint analysis and 

hide the main features of other images (include equipment on 

the hood, bloodstain and bite mark) respectively to influence 

their power of evidence. As a result corresponding hash 

values of modified image are distinct from original ones right 

away. The results are shown in Figure below. 

 

 

 
Fig. 2: Tampered images in Ps has different Hash functions 

from the originals. 

Abbas Cheddad, Joan Condell, Kevin Curran and 

Paul Mc Kevitt in there research concluded that the emerging 

techniques such as DCT, DWT and Adaptive Steganography 

are not an easy target for attacks, especially when the hidden 

message is small. That is because they alter bits in the 

transform domain, thus image distortion is kept to a 

minimum. Generally these methods tend to have a lower 

payload compared to spatial domain algorithms. In short there 

has always been a trade off between robustness and payload. 

Their proposed framework, Steganoflage, was based on edge 

embedding in the DWT domain using skin tone detection in 

RGB sequential image files. Choosing to use the latter to 

compensate for the limited capacity that edge embedding 

techniques demonstrate. Using the actual elements of the 

image when hiding a message, leads to many exciting and 

challenging future research problems. 

 
Set A 

 
Set B 

 
Set C 

 
Fig. 3: Set A,B&C:(left) Original test images and (right) 

Stego images hiding UU template. 

Bottom: data to hide (University of Ulster’s logo - 47x48). 

A. Method PSNR (dB) 

Set A Set B Set C 

Steganoflage 

76.917 

Steganoflage 

71.449 

Steganoflage 

70.1268 

S-Tools 68.7949 S-Tools 68.144 S-Tools 68.9370 

F5 53.4609 F5 53.221 F5 48.7112 

Table 1: Comparisons of Stego images’ quality 
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Abbas Cheddad, Joan Condell, Kevin Curran, Paul 

Mc Kevitt later on in 2010 in a Digital image steganography: 

Survey and analysis of current methods works on different 

softwares to get the results. 

 
Table 2: Summary of performance of common software 

 
Fig. 4: Stego-images of each tool 

V. CONCLUSION 

In this paper we categorize digital image authentication 

techniques into strict image authentication and content based 

or selective image authentication. And attempt has been made 

to review a significant number of papers to cover the recent 

development in the field of Image Authentication with 

emerging technologies. As now the research area of 

Steganography is much advanced. Hence in this paper we 

have attempted to do a survey on Image Authentication 

techniques. To achieve more efficient outcome, it is essential 

to use multiple methods and softwares to get a secure and 

precise output. Watermarking is widely applied in the fields 

of Stego image security in recent years. The various non-

oblivious watermarking techniques avail- able, which are 

highly resilient to image processing and geometric attacks, 

aim to detect the presence of a watermark using a correlation 

with an original template except in the rare watermarking 

blind detection scenario.  

Generally these methods tend to have a lower 

payload compared to spatial domain algorithms. There are 

different ways to reduce the bits needed to encode a hidden 

message. Apparent methods can be compression or correlated 

steganography. Steganography urges that the cover image 

must be carefully selected. A familiar image should not be 

used, it is better for stenographers to create their own images. 

Apart from that we have also compared some of the 

Techniques and technologies of different authors to get an 

idea what is the best way to make the system more efficient, 

reliable and faster.  
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