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Abstract— Cloud computing provides a versatile and 

convenient method for information sharing, that brings varied 

advantages for each the society and people. However there 

exists a natural resistance for users to directly source the 

shared information to the cloud server since the information 

often contain valuable info. Thus, it's necessary to put 

cryptographically increased access management on the 

shared information. Identity-based encoding may be a 

promising science primitive to create a sensible information 

sharing system. However, access management is not static. 

That is, once some user’s authorization is invalid, there ought 

to be a mechanism that may take away him/her from the 

system. Consequently, the revoked user cannot access each 

the antecedently and afterward shared information. To the 

present finish, we tend to propose a notion called revocable-

storage identity-based encoding (RS-IBE), which might give 

the forward/backward security of cipher text by introducing 

the functionalities of user revocation and cipher text update 

at the same time. Moreover, we tend to gift a concrete 

construction of RS-IBE, and prove its security within the 

outlined security model. The performance comparisons 

indicate that the planned RS-IBE theme has benefits in terms 

of practicality and potency, and therefore is possible for a 

sensible and cost-efficient data-sharing system. Finally, we 

offer implementation results of the planned theme to 

demonstrate its usefulness. 
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I. INTRODUCTION 

Firstly, outsourcing data to cloud server implies that data is 

out control of users. This may cause users’ hesitation since 

the outsourced data usually contain valuable and sensitive 

information. Secondly, data sharing is often implemented in 

an open and hostile environment, and cloud server would 

become a target of attacks. Even worse, cloud server itself 

may reveal users’ data for illegal profit. Thirdly, data sharing 

is not static. That is, when a user’s authorization gets expired, 

he/she should no longer possess the privilege of accessing the 

previously and subsequently shared data. Therefore, while 

outsourcing data to cloud server, users also want to control 

access to these data such that only those currently authorized 

users can share the outsourced data. 

A. Data Confidentiality 

Users who are un-authorized should be prevented from 

accessing the decrypted form of the shared data stored in the 

cloud server. Even curious cloud server, should also be 

deterred from knowing plaintext of the shared data. 

B. Backward Secrecy 

Backward secrecy means that, when a user’s authorization is 

expired, or a user’s secret key is compromised, he/she should 

be prevented from accessing the plaintext of the subsequently 

shared data that are still encrypted under his/her identity. 

C. Forward Secrecy 

Forward secrecy means that, when a user’s authority is 

expired, or a user’s secret key is compromised, he/she should 

be prevented from accessing the plain text of the shared data 

that can be previously accessed by him/her. 

D. Competence 

The amount of clients in a data sharing system could be vast 

and a realistic system must decrease the calculation and 

communication cost as much as possible. Or else it would 

guide to a misuse of energy, which oppose the objective of 

smart grid.  

E. Data Genuineness 

If we consider the condition of smart grid, the statistic energy 

usage data might be ambiguous if it is fake by opponents. 

Whereas this subject on your its can be resolved using well 

recognized cryptographic tools for e.g. Digital signatures, one 

may come across extra difficulties at the time of other 

problems are considered into account, such as secrecy and 

effectiveness. 

Cloud computing technology is widely used so that 

the data which is stored on cloud can accessed easily. 

Different members can use different virtual machines to share 

data on cloud but present on single physical machine. 

However the user don’t have physical control over data being 

outsourced. The aim is to share data securely among users. 

The cloud service provider must provide authentication to 

users which is necessary to make sure that no loss or leak of 

user’s data. Privacy preserving in cloud is important so that it 

make sure that the users’ identity is not revealed to everyone. 

On cloud there is a particular limitation up to which the user 

can upload the data. Cryptography helps the data owner to 

share the data in safe way. The user at first encrypts data and 

uploads on server. The encryption and decryption keys are 

different for different sets of data. Only those files which 

needs to be decrypted, the corresponding decrypted keys are 

shared. 

II. ARCHITECTURE AND APPROACH 

 
Fig. 1: Architecture and Approach 
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The file is converted into fragments, in DROPS and replicate 

the fragmented data over the cloud nodes. Each of the nodes 

stores only a single fragment of a particular data file that 

ensures that even in case of a successful attack, no meaningful 

information is revealed to the attacker. The fragments inside 

the nodes are separated by certain distance by using graph 

coloring which stops the attacker of guessing the locations of 

the fragments. Moreover, the DROPS methodology does not 

rely on the traditional cryptographic techniques for the data 

security. 

Data distribution progresses with the progress of 

cloud computing, and an exact examination on the shared 

data offers a collection of profits both to the public and 

individuals. Data distribution occurs with a number of 

applicants who must get into account issues, counting 

effectiveness, and data integrity and data confidentiality of 

data owner. Ring signature lets a data owner to secretly 

authenticate his data which can be set into the cloud for 

storage or scrutiny purpose. Till now the certificate 

authentication in the public key infrastructure (PKI) 

surroundings becomes a restricted access for this solution to 

be scalable. Identity-based (ID-based) ring signature can be 

utilized instead 

A. Explanation of Architecture 

 Step 1: The data provider first decides the users (e.g., 

Adam and Eve) who can share the data. The, provider 

first encrypts the data and then sends the data to Adam 

and Eve, and uploads the ciphertext of the data which is 

shared to the cloud server. 

 Step 2: When either Adam or Eve wants to use shared 

data, she or he can decrypt the corresponding ciphertext 

using a trial key which is randomly generated. However, 

user who is not authorized the plaintext of the shared data 

is not available. 

 Step 3: In some cases, e.g., Adam’s authorization gets 

expired, Eve can download the cipher text of the shared 

data, and then decrypt-then-re-encrypt the shared data 

such that Adam is prevented from accessing the plaintext 

of the shared data, and then upload the re-encrypted data 

to the cloud server again. 

III. MODULES 

 User Interface Design 

 Trail Access 

 File Upload 

 New Key Generate and Encryption 

 File Upload and Data Retrieve From Database 

 Key Renewal: 

A. Module Description 

1) User Interface Design 

To connect with server user must give their username and 

password then only they can able to connect the server. If the 

user already exits directly can login into the server else user 

must register their details such as username, password and 

Email id, into the server. The server creates the account for 

the user to upload and download rate. Name will be set as user 

id. Logging in is usually used To Enter A Specific Page. 

2) Trail Access 

User can upload the data and retrieve from database in certain 

time period only. If once validation is expired then user 

removed from the system by administration. 

3) File Upload 

In this module the file is being uploaded where the data may 

contains some valuable information. 

4) New Key Generate and Encryption 

There is necessary to place cryptographically enhanced 

access control on the shared data. Identity-based encryption 

is a promising cryptographically primitive to build a practical 

data sharing system. Can provide the forward/backward 

security of ciphertext by introducing the functionalities of 

user revocation and ciphertext update simultaneously. 

5) File Upload and Data Retrieve from Database 

In this module the methodology of considered to store data 

records into the Database. Then same user will upload the file 

severally. 

6) Key Renewal 

Administration is renewed a new key for data user who has 

interact with Administration. 

B. Modules Diagram 

1) User Interface Diagram 

 
Fig. 2: User Interface Diagram 

2) Trail Access 

 
Fig. 3: Trail Access 

3) File Upload 

 
Fig. 4: File Upload 

4) New Key Generate and Encryption 

 
Fig. 5: New Key Generate and Encryption 

5) File Upload and Data Retrieve from Database 

 
Fig. 6:  File Upload and Data Retrieve from Database 
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6) Key Renewal 

 
Fig. 7:  Key Renewal 

IV. PHASES OF KEY ENCRYPTION 

Encryption of key has five polynomial-time algorithms as 

A. Setup Phase 

The data owner first checks the account on server who just 

entered the entered the details which is not trusted. The setup 

algorithm only takes implicit security parameter. 

B. KeyGen Phase 

In this phase the data owner executes to generate the public 

or the master key pair (pk, msk). 

C. Encrypt Phase 

In this phase the candidate encrypts the data which he wants 

to send for execution. The algorithm encrypts message m and 

produces a ciphertext C. 

D. Extract Phase  

This is executed by the data owner for decrypting power for 

a certain set of ciphertext classes to a delegate.  

 Input = master-secret key MS and a set S of indices 

corresponding to different classes  

 Outputs = aggregate key for set S denoted by MS.  

E. Decrypt Phase  

This is executed by the figure who has the authorization to 

decrypt. The decryption algorithm takes input as public 

parameters PP, a ciphertext C, J denoting ciphertext classes. 

 Input = MS and the set S, where index J = ciphertext class  

 Outputs = m if J element of S  

V. DEVELOPMENT TOOLS 

A. General 

This chapter is about the software language and the tools used 

in the development of the project. The platform used here is 

JAVA. 

B. Features of Java 

1) The Java Framework 

Java is a programming language which was developed by 

James Gosling at Sun Microsystems and released in 1995 as 

a core component of Sun Microsystems' Java platform. The 

language is derived from syntax of C and C++ but has simpler 

object model and fewer low-level facilities. 

2) Object Oriented 

To be an Object Oriented language, any language must follow 

at least the four characteristics. 

 Inheritance: It is the process of creating the new class 

from the parent class which extends the features of parent 

class and adding some more features into it. 

 Encapsulation: It is the mechanism of combining the 

information and providing the abstraction. 

 Polymorphism: As the name suggest one name multiple 

form, Polymorphism is the way of providing the different 

functionality by the functions having the same name 

based on the signatures of the methods. 

 Dynamic binding: Sometimes we don't have the 

knowledge of objects about their specific types while 

writing our code. It is the way of providing the maximum 

functionality to a program about the specific type at 

runtime. 

C. Collections 

The Java Collections API's helps developers with classes and 

interfaces that makes it easier to handle collections of objects. 

Collection's works a bit like arrays, except their size can 

change dynamically, and they have more advanced behavior 

than arrays. In this project we are using Array List for 

collecting the user input and saving values. 

D. Thread 

In this project threading concept is very important. A thread 

is a path of code execution within a program. Thread has its 

own local variables, program counter and lifetime. Like 

creation of a single thread, we can also create more than one 

thread (multithreads) in a program using class Thread or 

implementing interface Runnable to make our project 

efficient and dynamic. In our project we are using request 

process with the help of multi-threading concepts. 

E. Swings 

Swing, is an extension of AWT, which includes new and 

improved components that increases the look and 

functionality of GUIs. Swing can be used to build Standalone 

GUI apps as well as Servlets and Applets. It employs a model/ 

view design architecture. 

VI. EXPERIMENT RESULTS 

Whenever there is a new user, he has to register to the site 

first. There is a trial key which is generated after the 

registration. After the registration the user goes to log-in and 

then he can update, store or share data in it. Whenever the 

user tries to upload files there is a random trial key generation 

with which there is a secured upload and storage of data. The 

main advantage of this system is that even after the trial 

period is over, the user can have access to old files as well as 

newly stored files. 
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Fig. 8: Experiment Results 

VII. CONCLUSION 

Cloud computing perfectly matches the increased need of 

sharing data over the internet. The proposed RS-IBE scheme 

is proved adaptive-secure in the standard model, under the 

decisional ℓ-DBHE assumption. This comparison results 

demonstrate that our scheme has advantages in terms of 

efficiency and functionality, and thus is more feasible for 

practical applications. 

REFERENCES 

[1] A. Shamir, “Identity-based cryptosystems and signature 

schemes,” in Advances in cryptology. Springer, 1985. 

[2] W. Aiello, S. Lodha, and R. Ostrovsky, “Fast digital 

identity revocation,” in Advances in Cryptology–

CRYPTO 1998. Springer, 1998. 

[3] D. Naor, M. Naor, and J. Lotspiech, “Revocation and 

tracing schemes for stateless receivers,” in Advances in 

Cryptology– CRYPTO 2001. Springer, 2001. 

[4] V. Goyal, “Certificate revocation using fine grained 

certificate space partitioning,” in Financial 

Cryptography and Data Security. Springer, 2007. 

[5] B. Libert and D. Vergnaud, “Adaptive-id secure 

revocable identity based encryption,” in Topics in 

Cryptology–CT-RSA 2009. Springer, 2009. 

[6] J. Chen, H. W. Lim, S. Ling, H. Wang, and K. Nguyen, 

“Revocable identity-based encryption from lattices,” in 

Information Security and Privacy. Springer, 2012. 

[7] J. H. Seo and K. Emura, “Revocable identity-based 

encryption revisited: Security model and construction,” 

in Public-Key Cryptography–PKC 2013. Springer, 2013. 

[8] “Efficient delegation of key generation and revocation 

functionalities in identity-based encryption,” in Topics in 

Cryptology– CT-RSA 2013. Springer, 2013. 

[9] S. Ruj, M. Stojmenovic, and A. Nayak, “Decentralized 

access control with anonymous authentication of data 

stored in clouds,” Parallel and Distributed Systems, 

IEEE Transactions on 2014. 

[10] C.-K. Chu, S. S. Chow, W.-G. Tzeng, J. Zhou, and R. H. 

Deng, “Key-aggregate cryptosystem for scalable data 

sharing in cloud storage,” Parallel and Distributed 

Systems, IEEE Transactions on, 2014 


