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Abstract— This paper is proposing security over a large 

amount of confidential information growing in all the sectors 

of industry, which are seeming to be the main threat for all 

the IT enterprise all over the world. The security of these data 

storing over the cloud for every organization is the real 

challenge. Using the services provided by the CSP, individual 

user can use all the on demand cloud services and data with 

their own infrastructure on the pay per use basis. In CC, 

following security measures are considered – Cloud Data 

authentication and Cloud Data confidentiality. To ensure the 

above functions and measures as our goals, AES algorithm is 

being analyzed and used after getting compared with other 

encrypting algorithms. In this paper, various challenges in 

this area is discussed and how to better optimized them. This 

article will definitely help the cloud users to explore and the 

problems and understand the solutions to provide a much 

more secure and trust worthy environment over Cloud. 
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I. INTRODUCTION 

Cloud Computing, we generally refer to it when we want to 

store the data at a place that we don’t want to physically carry 

all around. It is the place that is imagined as a cloud of our 

nature that is available anywhere for all the people around the 

world for which an individual needs a special network to 

access its applications and services i.e internet. Now a days , 

Cloud computing is the most prominent topic in IT that 

provide omnipresent , efficient , flexible and convenient 

computing and data storage services in their optimized data 

centers that are remotely accessed by every individual of an 

enterprise . It refers to the services that are delivered over the 

internet and the cloud infrastructure consists of mainly 

hardware and software in the data centers that lets us avail the 

offered services. Thus, it has appears as a most used and 

blooming business models due to its elegant features. 

Cloud Computing mainly consists of 3 types of 

service models, i.e Iaas (Infrastructure as a Service), SaaS 

(Software as a Service) and PaaS (Platform as a Service). 

Among these, difference is based on the services and the 

storage facility they provide is on the distributed system and 

not on the local. 

As now a days, many of the individual as well as an 

IT enterprise moving their data on the cloud, which means 

they all uses the services provided by the cloud service 

provider. So, in order to make data authenticated and 

confidential we need to protect that data from unauthorized 

persons which may lead toward modification, hacking, etc. 

In this article, we are initially focusing on the data storage 

purpose which needs to be protect from the unauthorized user 

access. (1) Data is shared over the cloud storage by applying 

splitting algorithm to break that data into the small number of 

chunks and applying encryption algorithms (AES) on each 

and every chunk. (2) After encrypting each chunk, we 

compress them by using the GZIPSTREAM algorithm so that 

the size of the splitted files get reduced and it can easily be 

transferred to the cloud server. (3) Unique ID of the receiver 

to be provided by the sender in order to share its data over the 

download module. 

Thus, the receiver will get the notification of the 

shared file and he/she can download the file by clicking on 

the download button, which will merge all the splitted file and 

saved to the receiver local system. As a outcome of this whole 

process, receiver will get the encrypted and compressed file 

which needs to decrypt further to obtain the original data. 

II. LITERATURE SURVEY 

Security in Data Storage and Transmission in Cloud 

Computing presented by Pradnyesh Bhisikar and Prof. Amit 

Sahu. In this paper, encryption on the transferred data is 

performed on the upper layer on the transport layer instead of 

using SSL which makes this scheme highly efficient and 

elastic to malicious, modification and other clouding attacks. 

Here the main aim to achieve public verifiability and storage 

correctness, also decided to explore the problem of fine-

grained data error localization [1]. 

Data Storage Security challenges in cloud 

computing manifested by Sajjad Hashmi. In this paper he 

coneys the whole security in three elements,i.e first element-

client, where he uses AES encryption  is investigated and 

analysed , second element-server , where he posses virtual 

storage space and third element consists of transmission and 

storage of data [2]. 

New approach of Data Encryption Standard 

algorithm presented by Shah Kruti R, Bhavika Gambhava . 

This paper explore the security of data transmission by using 

the DES encryption with two keys instead of one keys which 

will further lead to increase in efficiency of cryptography [3]. 

Secure Data Storage in cloud computing presented by 

B.Shwetha Bindu, B. Yadaiah. They proposed an 

accomplishing and flexible scheme including block revise, 

erase and affix. He also uses erasure correcting code to 

guarantee the data fidelity [4]. 

III. METHODOLOGY 

The project is initially based on the data storage purpose.The 

main aim to provide the efficient security to the data is to be 

stored on the cloud server by using the encryption algorithm 

(AES). 

Generally to send the large amount of data, more 

time takes place but after converting them into small chunks, 

they all would be shared easily over a cloud storage . Main 

objective of this application is the security of the data from 

the unauthorized user cannot access the data without 

permission. 

Our main tasks begin with the first module where we 

have let the user to get register themselves using their email, 
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unique user id and password. once user gets registered , 

he/she can then login to the cloud using its user id and 

password . After logging in to the system, split the file that 

you want to share with the other user into the required number 

of chunks. After splitting, encrypt each of splitted chunks 

using the AES encryption algorithm. 

Once you split and encrypt all the chunks, then 

compress each of the chunks using the GZIPSTREAM 

algorithm. When you complete the encryption of all the 

chunks of files, click on the “share” tab and enter the user id 

in the dialog box, of the person whom you want to share the 

data and upload the file you had earlier compressed and click 

on submit button. Finally, the receiver will receive the 

notification of the file which is shared by the sender and later 

they can download that particular file.  

IV. IMPLEMENTATION 

This project is implemented by using the several following 

modules:- 

A. Registration Module 

In this module, users will register themselves by entering 

their own unique username, email and password for further 

process to proceed. 

 
Fig. 1: 

B. File Splitting Module 

In this module we split the files with some extension, which 

further will get stored in our local system. 

 
Fig. 2: 

C. Encryption Module 

In this, we encrypt each and every splitted file with public key 

so that it cannot be easily readable by any unauthorized entity. 

 
Fig. 3: 

D. Compression Module 

In this module, splitted files get compressed with 

GZIPSTREAM algorithm so that size of splitted files gets 

reduced, and it can easily be transferred to the cloud server. 

 
Fig. 4: 

E. Upload and Download module 

In this module, we have designed a page in which user simply 

enter the id of the particular person whom to transfer the files 

and file gets uploaded to cloud server and name of the files 

get saved . 

 
Fig. 5: 
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Then, the receiver will get a notification that 

somebody has shared a file with you. If user clicks on the 

download button, all splitted files get merged and saved to 

receiver local system. Now the receiver gets the encrypted 

and compressed file. 

 
Fig. 6: 

 

V. CONCLUSION & FUTURE SCOPE 

Today many of the organisations are moving toward the cloud 

as it is the most recent emerging technology in the IT 

infrastructure, but lacking due to security reasons. So cloud 

security is must which will break all the barrier and provide 

solutions that make a trustworthy cloud computing 

environment. 

Our future scope is based on considering some 

problems related to existing security measures and implement 

a better version of splitting algorithm. 
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