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Abstract— Now-a-days, E-mailing has proved to be one of 

the most important way of communication. There is a growth 

in number of Email messages that are being sent and received 

world-wide. Increase in the number of Emails also increases 

their vulnerabilities towards spam mails which tend to time 

wastage of users as well as wastage of bandwidth. Machine 

Learning techniques are widely used in Detection and 

Filtration of Spam mails. In this paper, we have evaluated the 

probabilities of spam and ham Emails using various spam 

detection algorithms. 
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I. INTRODUCTION 

In the modern era, Emailing has turned out to be one of the 

most important and commonly method of communication 

process. Whether it is for commercial purpose, technical 

purpose or anything, most messages are sent using E-mails. 

With the increase in number of mails sent and received, there 

is an increase in the number of spam mails. Spamming is a 

way of sending unsolicited mails for advertisement purpose 

or sometimes sending messages repeatedly at the same time. 

Disadvantages of spam mails are that a spam mail may 

consist of some sort of virus. Another drawback of spamming 

is that sending a lot of spam mails may cause Denial of 

Service attack in which certain services are blocked due to 

increased traffic by useless mails. 

Machine Learning has proven to be a robust tool for 

detecting and filtering spamming. In this paper we have 

shown a comparative analysis of various methods and 

algorithms used for spam detection and filteration. Certain 

techniques like Naïve Bayes Classifier, knn classification 

technique, SVM etc are used and are compared on the basis 

of precision and falls positive. 

The paper structured is as follows. Section 2 

presents related work on methods various methods used for 

spam detection and filtration. Section 3 presents brief 

introduction of Spamming and different types of mails (spam 

and ham).  Section 4 shows various methods for spam 

detection and their comparison with Naïve Bayes classifier. 

Section 5 gives the conclusion derived from this article. 

II. RELATED WORKS 

In [1], M. Mateen, M. A. Iqbal, M. Aleem and M. A. Islam 

have suggested a hybrid model to identify spammers on 

twitter platform using both content and graph-based 

techniques with a dataset comprising of over 11,000 users and 

over 400,000 tweets. A.Wijaya and A. Bisri in [2] proposed a 

hybrid model combining logical regression (LR) and decision 

tree. LR reduces the noisy data and hence efficiency turned 

out to be 91.67%. In [3], the authors have suggested a novel 

framework called NetSpam which uses spam features to 

model review datasets as heterogeneous information 

networks to map spam detection procedure into a 

classification problem. Datasets were reviewed from Yelp 

and Amazon website. In [4], a novel framework was 

introduced by Y. Yuan, S. Xie, C. T. Lu, J. Tang and P. S. Yu 

which mines both macroscopic level temporal sentimental 

patterns and microscopic level features from multiple review 

websites that has jointly detected and explained the potential 

attacks. In [5], S. Kumar, X. Gao and I. Welch have 

investigated three types of web spams namely content-based, 

link-based and cloaking. They have introduced new features 

to detect these spams and have found that these features have 

improved the detection performance. In [6], R. Sharma and 

G. Kaur surveyed and proposed a RBFN algorithm to 

enhance precision quotient. Guang Gang Geng [7] in their 

work proposed a link based semi supervised learning 

algorithms for detecting spam and to boost the performance. 

In [8], Loredana Firte presented a new approach for spam 

detection filter. The solution developed uses the K-Nearest 

Neighbour algorithm and pre-classified email data set for 

learning process, it is an offline application. Messages are 

classified based on a set of features from the email properties 

sand content using K-NN. 

III. SPAMS AND SPAMMING 

Now-a-days, almost all people and industries rely on 

communication through emailing. But, with the increase in 

the number of emails, there is an increase in spams and 

spamming. Electronic spamming is the process of sending 

unsolicited messages repeatedly to a site or messages sent for 

advertising purpose. The basic and most obvious 

disadvantages of spamming are: 

 It annoys people. 

 Wasting of user’s time. 

 Takes up space on people's hard-drives. 

Except for email spamming, there are some other 

types of spamming that are done now-a days which are listed 

in the table below: 

S. No. Spam Type 

1. Instant messaging spam 

2. Usenet newsgroup spam 

3. Web search engine spam 

4. Spams in blogs 

5. Online classified ads spam 

6. Mobile phone messaging spam 

7. Internet forum spam 

8. Junk fax transmissions 

Table 1: Different types of spamming 

There are two main types of spam that have different 

effects on Internet users. Cancellable Usenet spam is that in 

which a single message will be sent to 20 or more Usenet 

newsgroups. Usenet spam focuses at "lurkers", those people 

who rarely or never post and give their address but are only 

interested in reading newsgroups. It robs people of utility of 

newsgroups by bombarding advertising and other irrelevant 

https://en.wikipedia.org/wiki/Messaging_spam
https://en.wikipedia.org/wiki/Newsgroup_spam
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posts in very large amount. Also, Usenet spam overturns the 

capability of system administrators and owners to control the 

topics that they accept on their systems.  

Direct mail messages target the individual users by 

Email spams. Email spam lists are usually created by 

examining Usenet postings, sneaking list of Internet mailing, 

or searching the Web. Users are charged to receive spam 

mails. Spamming costs users extra money. Furthermore, ISPs 

and online services cost money to transmit spam, and 

subscriber benefits from the money. 

IV. SPAM DETECTION USING MACHINE LEARNING 

Machine learning can be defined as a type of Artificial 

learning in which a machine tends to learn things, adapt itself 

to any change in data without being explicitly programmed. 

Machine learning is of two types, supervised and 

unsupervised learning. In supervised learning, output datasets 

are provided for the machine to train, whereas in 

unsupervised learning, there is no provision of providing 

datasets, rather the output datasets are clustered. Supervised 

learning includes Classification and Support Vector 

Machines whereas unsupervised learning includes 

Clustering. 

Machine learning is widely used in detection and 

filtration of spams. According to [9], Konstantin Tretyakov 

has used algorithms and methods like knn classifier, naïve 

Bayes theorem, perceptron and SVM to classify whether the 

given mail is a spam or not. Naïve Bayes classifier can be 

used to find the probabilities of a spam and a ham mail. In 

knn classification, k neighbors are identified. If the neighbors 

consists of more spam, then the given mail or message under 

test is considered as spam else ham. Here are some of the 

experimental results generated by different researchers in the 

past. 

Following table shows the accuracy achieved by 

various researches in detection of spam emails using Naïve 

Bayes classifier: 

Method Description Authors Accuracy 

Don't follow me: Spam 

detection in Twitter 

A dataset of 25k users, 500k 

tweets was taken and Naïve 

bayes theorem was applied. 

A. H. Wang [10] 89% 

Machine Learning 

Techniques in Spam 

Filtering 

Various machine learning 

techniques were used to 

classify spam messages. 

Konstantin Tretyakov [9] 87.4% 

Machine learning 

methods for spam email 

classification 

Various machine learning 

techniques were applied by 

the authors in order to find the 

highest accuracy percentage. 

W.A. Awad and S.M. ELseuofi [11] 99.66% 

Spam Detection Using 

Web Page Content: a 

New Battleground 

A methodology was described 

for extracting pages linked by 

URLs in spam messages. 

Marco Túlio Ribeiro, Pedro H. Calais 

Guerra, Leonardo Vilela, Adriano 

Veloso, Dorgival Guedes∗, Wagner 

Meira Jr., Marcelo H.P.C Chaves, Klaus 

Steding-Jessen, Cristine Hoepers [12]. 

99.87% 

Table 2: Accuracy obtained by various researchers

Average accuracy from above methods = 93.9825%. 

 
Fig. 1: Graph showing comparison of accuracy of Naïve 

Bayes obtained by various researchers. X-axis shows 

references of the works according to table 2 and Y-axis 

shows accuracy percentage. 

Method Accuracy 

Naïve Bayes Theorem 93.9825% 

SVM 95% 

KNN 97.14% 

Neural Network 96.92% 

Table 3: Comparison of above average accuracy with other 

methods 

 
Fig. 2: Graph showing comparison of accuracy of Naïve 

Bayes with other machine learning mechanisms. X-axis 

shows the machine learning methods and Y-axis shows 

accuracy percentage. 

According to [9], the legitimate mail fallout for 

Naïve Bayes = 00.00%. Following tables shows the mail 

fallouts for given machine learning techniques: 

Techniques Fallouts 

Naïve Bayes 00.00% 

K-nn 11.00% 

SVM 1.6% 

Table 4: Legitimate mail fallout achieved by different 

machine learning techniques 

 
Fig. 3: Graph showing comparison of legitimate mail 

fallouts 
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V. CONCLUSION 

Machine learning has turned out to be one of the most 

powerful tools for detection and filtration of spams using 

machine learning. In this paper, we have compared methods 

by various researchers and their accuracies that are being 

obtained are compared. 

Special emphasis is given to Naïve Bayes Technique 

to detect and classify the spams. Though this method has the 

least accuracy (average = 93.9825%), this method was chosen 

because it was 0.00% legitimate mail fallout. 
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