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Abstract— Fraud and abuse on medical claims became a 

major issue for health insurance recent organisation. Data 

mining techniques such as detection of outliers are suggested 

to be an effective predictors for fraud detection. In this paper, 

the proposed method utilize the profiling techniques for 

health insurance to know the highest risk i.e, the highest claim 

ratio for fraud detection. In addition to increase the accuracy 

of data, the feature selection is applied for better accuracy 

followed by outlier. Outlier based predictors are not likely to 

succeed as fraud classification technology, though it explored 

an important role as decision supportive technology for 

resource allocation of fraud. 
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I. INTRODUCTION 

Fraud detection can be seen in all environment type including 

health insurance. Fraud in health insurance is done by 

purpose trick or misrepresentation for achieving some shabby 

benefit in the form of health expenditures. Data mining 

procedures can be utilized to distinguish misrepresentation in 

expansive arrangements of protection claim information In 

view of a fraud cases that are known or suspected to be fraud, 

the outlier detection computes the probability or likelihood of 

each record to be fraud by investigating the past protection 

claims. The examiners can then have a nearer examination for 

the cases that have been set apart by information mining 

programming.  

Medicinal scope costs over the world have extended 

alarmingly starting late. A critical purpose behind this 

development are portion botches made by the protection 

organizations while planning claims. Fraud attempts have 

seen a drastic increase in all the filled including health 

incurance in recent year. So, the fraud detection plays 

important role in health insurance.  Despite efforts on the part 

of the affected institutions, hundreds of millions of dollars are 

lost to fraud every year.   These mistakes frequently result in 

additional authoritative push to re-handle (or modify) the 

claim which represents up to 30% of the managerial staff in 

an average well being back up plan. This methods portray a 

framework that diminishes these mistakes utilizing machine 

learning methods by anticipating claims that should be 

adjusted, creating clarifications to offer assistance the 

evaluators remedy these cases, and try different things with 

highlight choice, idea float, and dynamic figuring out how to 

gather input from the evaluators to enhance after some time.  

This methods depict our structure, issue organize, 

examination estimations, moreover, exploratory outcomes on 

cases information from an epic US flourishing move down 

course of action. They demonstrate that our framework 

understands a request of monstrosity better accuracy (hit rate) 

over existing approachs which is enough right to conceivably 

accomplish over $15-25 million in theory saves for a general 

move down course of action. The proposed method likewise 

delineate beguiling examination issues in this space and in 

addition arrange decisions made to make the framework 

effectively deployable transversely over restorative degree 

affiliations. 

This methods use only data set as a test case, since it 

does not find another similar one available. Despite this, The 

proposed method believe that our methodology is generic and 

can be applied to fraud detection in other. The main 

contributions of this work are: 

 The analysis of the effectiveness of traditional methods 

for feature selection in the detection of anomalies; 

 A deep investigation in effectiveness of resampling 

methods before feature selection techniques; 

 The creation of a resampling method to be used before 

feature selection step in anomalous scenario;  

 The construction of a model for fraud detection, that 

combine strategies of resampling before feature selection 

and classification techniques; 

 A complete validation of the proposed method using an 

actual data from a database 

II. LITERATURE REVIEW 

This section briefly review earlier works based on the feature 

selection and outliet. A number of approaches have been 

reported in the literature survey for fraud in health insurance 

data Methods for detecting fraud in web-transactions are 

extensively discussed in the scientific community . In this 

they are used the support vector machines (SVM), random 

forests and logistic regression to detect credit card fraud in a 

actual data set. In [8] it is used Networks Discovery methods 

and data mining techniques to detect fake users in a Service 

User Accounts of Web. In [3] the authors used pattern 

recognition techniques to detect products not delivered by 

fake sellers a in Free Market E-Commerce system. Although 

the works have focus on different techniques to detect frauds, 

none of these works focus on feature selection to fraud 

detection. In those studies they were not using different 

approaches for feature selection to suit an anomaly detection 

application. 

To confirm this lack they performed a systematic 

literature review among fraud detection works, following the 

methodology described in [9] In this review we evaluate 30 

most cited works and 20 most relevant researches in fraud 

detection. We do not identify any use of appropriate feature 

selection approaches or investigation in resampling methods 

before feature selection to identify frauds. they found some 

researches in feature selection for high imbalanced 

dataset.However, these works do not conduct fraud detection 

experiments.  
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The main scenarios discussed in these papers are the 

biological genes (micro-array analysis) and diseases. 

Although, these scenarios also contain high imbalance 

between classes, the bases used differ in the ratio between 

classes, attributes, numbers and nature of the data. There are 

works that discuss methods of resampling to reduce the high 

imbalance between classes on training for classification [6], 

but few studies have analyzed the application of these 

methods before the feature selection step. Resampling 

methods before feature selection step was used in [5]. 

However, these studies only exploit micro-array datasets and 

do not focus on the investigation of different methods and 

ratios of resampling before feature selection. 

Ng et al.  experimented on detecting non-compliant 

consumers (prescription shoppers) in spatio temporal health 

data of Medicare Australia using multiple metrics that 

flagged providers. Although beneficial experimental results 

were achieved and the authors consider spatial and temporal 

factors to be effective in metrics, significant benefits 

concerning the use of spatial- temporal factors instead of 

more traditional metrics could not be verified. The simpler 

metrics, such as multiple visits or prescription percentages of 

pharmacy visits for drugs of concern, have proved valuable 

activity as well. Also Tang et al. (2011) described the 

problem of prescription shopping in their research. They used 

integrated techniques like feature selection, clustering, 

pattern recognition andoutlier detection. Using a threshold on 

the outlier[8] score provider groups could be marked as 

potential fraudulent. Iyengar et al. (2013) described a 

methodology for identifying and ranking candidate audit 

targetsfrom prescription drugs.  

The researchers developed a normalized baseline 

behavioral model for each prescription area and searched for 

statistically significant deviations from that model. For some 

of the areas, up to 500 features were used to find anomalies. 

For the narcotic analgesics drug class, all the known cases of 

fraud were correctly identified by the model as being very 

abnormal and excessive. The research of Thornton et al. 

(2013) builds upon Sparrows fraud type classifications and 

developed a Medicaid multidimensional data schema and 

elaborated on analysis techn0iques that help to predict the 

likelihood of finding fraudulent activities.A scope and extent 

of health care fraud was described by Travaille et al. (2011) 

that provided an overview of the electronic fraud detection 

from other industries applicable to the health care industry.  

Sokel et al use information visualization techniques 

to detect fraud and abusive behaviors. In their paper, special 

attentionis given to the data preprocessing stage and data 

extraction, datatransformation, and data auditing, which are 

presented in detail. Various examples of information 

visualization techniques are dis-cussed in which field experts 

determine the analyzed features. The discussed techniques 

are appropriate for reactive analysis[7], and they do not 

provide any comparisons or validations of the results.It 

propose various machine-learning approaches, such as abuse 

andmisuse profiling, normative profiling, and link analysis as 

futureresearch topics. Most papers have a focus on a specific 

health care area, which seems to indicate a non- 

homogeneous field for application. In their problem look for 

a common approach that can be extended and applied flexibly 

at scale. Their goal is to apply this methodology on the total 

set of Medicaid data, including over 70 million beneficiaries. 

Therefore, a generic approach to developing predictors for 

detection of healthcare fraud in multiple health specialties.  

In general, the papers suggest and justify the 

applicability of data mining techniques for detecting health 

insurance fraud. To overcome the existing drawbacks, the 

FDHIDFSOA (Fraud Detection in Health Insurance Data 

using Feature Selection and Outlier Approach)  is proposed.     

III. PROPOSED SYSTEM 

The proposed system involves the fraud detection using 

feature selection to increase the accuracy of the data, and the 

profiling methods is used for identify the highest claim ratio 

among the insurance company. In addition to outlier detection 

is incorporated for the effective predictor for fraud detection. 

 
Fig. 1: FDHIDFSOA System Architecture 

A. Profiling method: 

In insurance industry, profiling is very important in 

determining premium rates. Typically, insurers collect every 

information available. However, analyzing thoroughly is not 

feasible since the number of variables is normally large. The 

following two examples demonstrate how hotspot analysis 

can be used in profiling risky insurance policies out of dozens 

of customer variables 

For an example: An insurance company keeps health 

insurance or life insurance records in its database: gender, 

age, education, smoking, drinking, sun activity, height, 

weight (=obesity level), claim payment, etc., as well as 

contact information. The company wishes to know which 

health insurance groups are at the highest risk, i.e., have the 

highest claim ratio. The following is a possible output of 

hotspot analysis 

 
Fig.  2: Profiling Method 



Fraud Detection in Health Insurance Data using Feature Selection and Outlier Approach 

 (IJSRD/Vol. 5/Issue 02/2017/502) 

 

 All rights reserved by www.ijsrd.com 1847 

B. Feature Selection: 

The initial step is to plays out the standardization of the 

database to make less complex the connection and 

examination of the frameworks used. The steady qualities 

were standardization between 0 additionally, 1 and the 

discrete characteristics were by and large considered. The 

following stride is a differential of our work, the utilization of 

under sampling methodology before highlight determination 

step. The under sampling diminishes the quantity of 

occasions of the prevalent class, hence, expanding the extent 

of extortion with respect to the extent of substantial 

exchanges.  

This methods accomplished the best outcomes with 

a specimen of 15% of misrepresentation and 85% of 

substantial exchanges. Thus, for each feature selection 

technique, it generate two subset of characteristics One subset 

of characteristics selected from the data with the real 

proportion and the other subset of characteristics selected 

from the data with under sampling. It highlight this element 

choice stride was performed in the preparation set (70%) 

utilizing 5-overlap cross-approval. 

 
Fig. 3: Feature selection 

This proposed work utilize two measurements to 

assess the outcomes found by these models. The primary 

metric is the F-Measure (FM) or F1-Score, this is a weighted 

normal of the accuracy and review. For each class (0 and 1) 

This methods get a FM, along these lines This proposed 

workutilize the Average F-Measure (Avg FM) to encourage 

examination of results. The second metric was called 

Economic Efficiency (EE). This metric assess the monetary 

profits after utilization of the extortion location models. To 

encourage the examination of the models, our outcomes are 

situated in a Relative Economic Efficiency (Relative EE), 

which measures the rate pick up on the current situation of 

the organization. 

The feature selection technique Gain Ratio was 

more sensitive to the imbalance between classes, while the 

Relief technique proved less sensitive to imbalance. 

 Increasing the fraud ratio in resampling methods does not 

imply in xzxzxz the effectiveness of feature selection. 

 Each resampling method is best suited to a distinct fraud 

ratio. Our method Sampling Outlier is a good alternative 

when the cost of performing a classification to choose the 

best fraud ratio is high. 

Subsequently, this exploration demonstrates the 

need to give systems to build the viability of highlight choice 

in irregular situation. Despite the fact that This methods 

accomplished great outcomes with the utilized 

methodologies, In this system trust that it is conceivable to 

additionally enhance proficiency in misrepresentation 

discovery with a few expansions of this examination. Thus, 

this methods identify as a potential future work the proposal 

of new feature selection approaches, combined with 

resampling methods. 

C. Outlier detection: 

Outlier technology, our predictors for fraud detection can be 

used to identify highrisk fraud candidates in business or the 

public sector. While outlier detection and classiffcation 

techniques are used on the individual metrics, the metrics are 

based on heuristics of fraudulent behavior and therefore form 

the predictors for detecting fraudulent activity. The ability to 

apply data mining techniques to the health care fraud domain 

is dependent on the individual measurement semantics, the 

assumed relations between the behavior of a metric and fraud, 

and on the availability, size, types and forms of claim 

registrations. In order to choose the right metrics and 

associated mining techniques one should take into account to 

deal with a set of data. 

IV. EXPERIMENTAL RESULT 

The experiment is performed in patient data for health 

insurance stored at database as shown figure 1. In this data 

normalization is done by using feature selection approach for 

the fraud detection. The acquired patient details are stored in 

the database. The patient detail contains age, disease, hospital 

name etc., for authentication purpose, claim_id is maintained 

as primary key to avoid the duplication. 

In Figure 5 graph represents the accuracy of 

fraudulent by comparing the proactive analysis and 

retrospective analysis. The x axis denotes the detection rate 

and the y axis denotes the number of clusters for the accuracy 

of the detected fraudulents. 

 

Predicted 

P                              N 

 

Actual                     P 

 

N 

True Positive False Negative 

False Positive True Positive 

Fig. 4: Confusion matrix 

      Accuracy is the measure of proportion of true 

positives and true negatives,which are correctly identified. 

   Accuracy   = (TP+TN)/(TP+TN+FP+FN)  ...........(1) 

      where TP stands for true positive, TN stands for true 

negative, FP stands for false positive, FN stands for false 

negative. Further, It represented the confusion matrix as well 

in Fig. 4. 

 
Fig. 5: Graphical representation 
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V. CONCLUSION 

This paper proposed to detect the fraud using feature selection 

for the accuracy of the health insurance data. The profiling 

method is used to calculate the highest claim ratio among the 

other companies. In addition to effective method of outlier 

based predictors for health insurance fraud detection is used 

to identify suspicious behaviour of health care providers. The 

Future work is underway to extend the method to other 

specialties and enable its use by fraud analysts. 
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