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Abstract— The digital way of communication has a leg in 

both the extremities.  With the abnormal growth in 

digitization, the vulnerabilities have also grown along with it. 

There are lots of softwares available to tamper the digital 

images and alter the sequential meaning of it, for several 

intentions.  The tampered images could not satisfy the needs 

of their applicability areas. Thus, the original cause of the 

application areas like military, criminal investigation, 

forensic investigation, surveillance systems, and services in 

intelligence systems, journalism and medical imaging are 

deviated. There are many methods in detecting the tampered 

regions like analyzing the source of the image, exploring the 

characteristics of illumination color classification, 

investigating variational deconvolution features. This paper 

emphasis on reviewing the techniques used in identifying the 

tampered regions in the digital images and details their 

performance.  
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I. INTRODUCTION 

Increased need for analyzing the truth and originality of the 

digital images in the present scenario has led to the 

development of various tampering detection techniques. The 

intention of tampering a digital image is with respect to the 

concern doer, and thereby imposing threats to the images’ 

trustworthiness. Tampering may be done in one of such ways 

like adding or removing any component from the image, 

duplicating certain regions of the image, altering in physical 

inconsistencies like lighting of geometric features, objects, 

shadows etc. 

Section 2 goes into detail on the methods used to 

identify the tampered regions and their merits and demerits. 

Summary of the considered methods is in section 3, and 

concluded in section 4. 

II. METHODS 

Image features like analyzing the illumination colors, visual 

saliency features, noise in the image etc.  Of the varied 

methods available to identify the tampered regions, this 

review paper envisages on the following methods, 

1) Geometric forensic technique. 

2) Variational deconvolution. 

3) Maximal Entropy Random Walk, MERW. 

4) Illumination color classification. 

5) Zernike moments. 

A. Geometric forensic technique: 

Forgeries in objects that are in ballistic motion in a video can 

be detected using this geometric forensic technique. In the 

statistical techniques, it is harder to find the tampered regions 

as the videos posted may be of very low quality and have 

endured recompression and postprocessing.  

To override these deficits, the geometric forensic 

technique is used as it is insensitive to the above said features. 

Input to this is limited and it’s given manually. The method 

depends on the assumptions like, the object moves in a three 

dimensional space and is ballistic, the moving object is clear 

that it is possible to estimate its center of mass for each frame 

of the video, and the parameters of the acquisition device can 

be found out from the scene background thereby it is probable 

to place all the frames into a common coordinate system.  

The number of frames is constrained to be n ≥ 5, so 

that the object in ballistic motion (Valentina Conotter et al., 

2012) is visible.  Projectile size is manually estimated and 

followed by the trajectory estimation. Trajectory estimation 

results in two parameters, the first constituting the initial 

position, velocity and acceleration (p0, v, a) and the second 

being the parametric variable of the line, sτ. The original 

video must contain these representations in agreement; else it 

is identified to be tampered. The experiment is setup on the 

videos obtained from video-sharing websites like YouTube. 

The mean error for the authentic ballistic trajectories is found 

to be 0.0096. 

The main strength of this method is that, it is less 

sensitive to the resolution of the video to be analyzed and the 

pitfall is it focusses on detecting the tampering only with 

objects in ballistic motions. The tampering analysis in a two-

dimensional image based manipulation deviates from this 

method.  

B. Variational deconvolution: 

Noise in the digital images can be denoised using the median 

filtering method. By applying this method, (Wei Fan et al., 

2015) smoothening of the image is done without any addition 

of extra pixels to the image.  Median filtering may sometimes 

degrade the quality of the image so that image blurring effect 

may be obtained as a result. Median Filtering, MF is good at 

preserving the edge characteristics. For each pixel xi in 

original image represented as x, there are s2 possible masks 

(i.e. the convolution kernel matrices). This method is used 

based on image convolution. The method succeeds in 

enhancing the quality of median filtered images. The 

experiment is set up on 200 TIFF images and images captured 

using various cameras.  

The images are median filtered using the square 

window. The deconvolution problems is solved by adjusting 

the parameters like convolution kernel, k, ω, λ and γ. The 

value of ω must be small enough so that the image that is 

processed is not too near to the median filtered image that is 

carrying too many median filtering artifacts. 

This method is effective in applications of 

disguising the image resampling traces and JPEG blocking 

artifacts. It outperforms other methods in terms of un-

detectability of higher quality images. The method fails in the 

fact, when embedding un-detectable secret information is 

done in rate higher than 0.5bpp. Median Filtering the image 

can degrade the quality of the image and it results in 

undesired image blurring.  
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C. Maximal Entropy Random Walk, MERW: 

The salient objects in the input image are detected using this 

method. MERW, is not only delimited in localizing the 

tampered region, it is also implemented for other disputes in 

image segmentation, link prediction, and saliency detection. 

The way from which the MERW discerns from the generic 

random walk method is that the former knows the complete 

details about the full graph structure, whereas the latter is 

aware only of the local knowledge.  

The method proceeds with over-segmenting the 

input image superpixels and they’re taken as the primary units 

for the subsequent procedures. Then, the patch of pixels is 

considered as the nodes and the random walker moves 

randomly from one node to another. The saliency estimation 

can be obtained by predicting the probability of querying the 

walker on the nodes at stationary distribution. MERW (Pawel 

Korus and Jiwu Huang, 2016) also aids in judging the 

accurate salient regions based on the uniqueness and visual 

organization. 

The experiment is setup on Uncompressed Color 

Image Dataset, UCID dataset and it testing is done on a 

dataset of 1000 response maps. This method leaves behind 

the threshold-based method and Markovian prior method in 

terms of low false positive rates. 

MERW is best used, due to its awareness of global 

knowledge in decision making and localization properly. The 

drawback of this method is that many regional features like 

orientation, size, symmetry, existence of human face 

identification are not done in this method. Despite these lags, 

the method outclasses all the other methods. 

D. Illumination color classification: 

Splicing attacks (adding/removing a region in the image) is 

mainly identified by exploiting the inconsistencies in the 

illumination color of the images (Tiago José de Carvalho et 

al., 2013). This method is applicable to the images containing 

two or more people. So, the user is required to mark the 

bounding box of the regions containing facial regions in the 

images. Illumination distribution is analyzed. Illumination 

maps are the intermediate results, and these maps are 

explored using the edge-based characterization method.  It 

reveals the edge attributes.  

When the bounded region in the image contains 

faces is provided by the user, the faces are compared for 

consistency analysis. For this purpose, SASI (Statistical 

Analysis of Structural Information) descriptor and HOGedge 

(Histogram of Oriented Gradients) descriptors are used. If 

inconsistency is found, then the face is tagged as manipulated. 

The experiment is setup on DSO – 1, DSI – 1 datasets.  

The merit of this method lies on its semi-automatic 

way of approach and the use of best descriptors like SASI and 

HOGedge. The limitation is that the image is constrained to 

detect the forgeries only in the images of people and also they 

are prone to estimation errors. 

E. Zernike moments: 

The Zernike moments (Seung-JinRyu et al., 2013) are applied 

in digital watermarking, pattern recognition. Apart from these 

applications, they can also aid in detecting the copy-move 

attacks on digital images. Matching procedure is the basic 

methodology followed. The preprocessed image is either 

splitted to small block followed by separate transformation or 

extracting the feature vectors from the found salient key 

points. When matching procedure is done, the false positives 

can be identified and pruned in the error-reduction step. 

Zernike moments aid in feature extraction 

irrespective of the noise present, information content. It is 

very robust in representing the images. The experiment is 

setup on BOSS dataset containing smooth to highly textured 

images.  

The strength of applying Zernike moments lies in 

the fact that, it is capable of removing falsely matched block 

pairs by evaluating phase differences of corresponding 

Zernike moments. It has high robustness. The limitation is 

that it is incapable of finding the duplicated regions that has 

undergone transformations other than rotations. 

III. SUMMARY 

Of the various methods discussed, most of those methods are 

refrained only to certain criteria based detection strategies. 

Table I represents the virtues of the methods discussed.  For 

instance, the illumination color method focusses only on the 

detection of forgeries in images of people. If objects other 

than human facial structures are available, then the method 

may fail. Whereas, the MERW method is capable of detecting 

the forgeries irrespective of any criteria and the experimental 

results are also positively affined towards it. 

IV. CONCLUSION 

This paper has reviewed some of the most popular techniques 

that are deployed to discover the tampered regions. MERW 

method is most suitable among the other methods discussed 

as the random walker traverses through almost all the possible 

nodes and finds the exact tampered regions, while the other 

methods like the one focusing only on objects under 

trajectory motion,  images of people and images tampered 

only by rotation (geometric forensic technique, illumination 

color classification method and Zernike moments methods 

respectively), cannot be used extensively, they are concerned 

with only such restricted criteria.  

The developmental phase may involve in 

developing methods to intensify the accuracy in 

authenticating images, recovering the original image and 

improved localization techniques. 
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Ossim: 

0.9905 

Where O 

Represents 

The 

Original 

Image, M 

Denotes 

Median 

Filtered 

Image; 

PSNR Is 

The Peak 

Signal To 

Noise Ratio 

And SSIM 

Is The 

Structural 

Similarity. 

 

SVM Based 

Detectors. 

 

MERW 

 

Average 

Running 

Time 

0.71seconds 

ROC, F-
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Τ = 0.035 
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n 

Detection 

Rate: 63.5% 

And 69% 

For Images 
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y. 

 

AUC: 82.6% 
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Zernike 

Moments 

 

Pixel 

Detection 

Accuracy, 

PDA/Pixel 

False 

Positives, 

PFP. 

Textured 

Images: 

99.4/9.7 

Smooth 

Images: 

99.6/9.5 

ROC Of 

True 

Positive 

Rate: 75.7% 

(Textured 

Images) And 

95.5%(Smoo

th Images) 

 

Yes 

Table 1:  Virtues of the methods discussed 
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