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Abstract— Industry 4.0 is the broad research area towards the 

manufacturing and data handling industry. This paper 

provides a review on industry 4.0 and embedded IoT (Internet 

of Things). Moreover, current revolution in mobile, Internet 

and machine to machine technologies can be seen as the first 

phase of the IoT. In addition to that, Industry 4.0 is the 

revolution in traditional manufacturing by smart IoT based 

manufacturing and data gathering, which shall be used for the 

development of smart products. Intelligence of the industrial 

components (sensors, actuators, machines, etc.) are the main 

features of the Industry 4.0.  Intelligence is used both during 

manufacturing of the product and handling, up to continuous 

observing of the product lifecycle (smart processes). 

However, Cyber Physical Systems (CPS) which connected 

with embedded system can provide complete devices and 

real-time computing. Also, MQTT protocol is used for the 

development of smart industrial components. Which is the 

first phase for implementation of Industry 4.0. 
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I. INTRODUCTION 

The aim of this paper is to introduce, the revolution in the 

Industry 4.0 as well as the Embedded Internet of Things. 

Currently we are at the threshold of the fourth revolution in 

the industry which is Industry 4.0, marked by connecting 

industrial sensors or actuators, VFD’s, PLC’s and many more 

components with the Embedded Internet of Things (EIoT).[2]  

Embedded systems are already working on the 

development of the Internet of Things (IoT). In addition to 

that, there are mainly four components of an Embedded 

Internet of Things. 

 The Thing itself (the device) 

 The Local Network; this can include a gateway, which 

translates proprietary communication protocol to internet 

protocol 

 The Internet 

 Back end Services; enterprise data systems, or PCs and 

mobile devices 

IoT systems are not complicated, but designing and 

building them can be a complex task. Moreover, we have all 

the tools we need today to start making the Embedded IoT a 

reality. 

We can also separate the internet of things in the two 

broad categories: 

1) Industrial IoT, where the local network is based on any 

one of many different technologies. The IoT device will 

typically be connected to an IP network to the global 

internet.    

2) Commercial IoT, where local communication is typically 

either Bluetooth or Ethernet (wired or wireless). The IoT 

device will typically communicate with local devices.  

 

 
Fig. 1: Embedded Internet of Things concept[6] 

    Fourth industrial revolution is based on the six 

design principals. Which are helping companies to 

identifying and implementing Industry 4.0 [2]: 

1) Interoperability: the ability of CPS, human and Industry 

4.0 factories to connect and communicate with each 

other via Internet of Things and Internet of Services. 

2) Virtualization: virtualization means that CPSs are able to 

monitor physical processes. A virtual copy of the 

Industry 4.0 factory which is created by linking sensor 

data with virtual plant models and simulation models. 

3) Decentralization: the rising demand for industrial 

products makes it increasingly difficult to control 

systems centrally. Decentralization means the ability of 

CPSs within Industry 4.0 factories to make decisions on 

their own 

4) Real-Time Capability: the capability to collect and 

analyze data and provide the derived insights 

immediately. Thus, the plant can react to the failure of a 

machine to router products to another machine. 

5) Service orientation: the services of companies, CPS, and 

humans are available over the IoS and can be utilized by 

other participants. They can be offered both internally 

and across company borders. 

6) Modularity: flexible adaptation of Industry 4.0 factories 

to the changing requirements by replacing or expanding 

individual modules as well as changing requirements by 

replacing or expanding individual modules. Modular 

systems can be easily adjusted in case of seasonal 

fluctuations or changed product characteristics. 

II. EMBEDDED INTERNET OF THINGS 

The very first term comes in to mind is “things”, what is the 

“things” means in IoT? , as per our research, we define things 

as an embedded computing devices, which can be observable 

and controllable over a network. Moreover, network can be 

local area network or wide area network. Where the IoT 

devices, are deployed in so many different ways, just like 

housing, clothing, building, factories and many more. 
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Fig. 2: Wireless Sensor Network (WSN) installed in 

factory[6] 

Let’s take a factory as a typical case for an IoT 

system. A factory would need a large number of connected 

sensors and actuators scattered over a wide area. Moreover, 

wireless sensors operates at low power, means they can run 

on the battery, or even use energy harvesting. However, a 

WSN node is an embedded system which performs a single 

function like measuring temperature or pressure or humidity, 

turning light on or a motor. 

Energy harvesting is the new technology which uses 

external sources, like solar power, thermal energy, wind 

energy, electromagnetic radiation and many more. The 

energy is captured and stored for use by small, low power 

wireless devices, like WSN nodes. 

III. INDUSTRY 4.0 

The foremost, industrial forth revolution is now becoming a 

dream project for the globe industries. Fastest production and 

quality assurance are the key aspect of the industry 4.0. 

Moreover to archive that, differential part of the industry need 

to be monitored and controlled continuously. Sensors and 

actuators are scattered in the wide area [2]. 

    The Industry 4.0 provides smart services in the real 

time minimize the resources and maximize the use of existing 

infrastructure. [2] Another basic element of Industry 4.0 is a 

Cyber Physical System (CPS) as a system of collaborating 

computational elements controlling entities. CPS can provide 

autonomous information exchange; invoking the necessary 

action in response to the current conditions and mutual 

independent checks; sensors, machines, components and IT 

systems will be interconnected within the value chain not 

only inside individual companies but also outside. [2] 

IV. CYBER PHYSICAL SYSTEMS (CPS) 

Cyber Physical System is the most essential part of 

industry4.0. CPS name itself suggest its concept. “Cyber” 

means it is related to the Internet of Things (IoT) or Internet. 

“Physical” means any physical quantities which can be 

controllable as well as observable like industrial sensors, 

actuators, variable frequency drive, programmable logic 

control and many more. CPSs are connected with the 

embedded systems, these being parts of complete devices 

with real-time computing constraints. [2]  

 
Fig. 3: Cyber Physical System [2] 

Industrial sensors connected with the IP address and 

that physical quantity will send the data to the end user or the 

monitoring device as shown in the figure 3. 

V. MESSAGE QUEUING TELEMETRY TRANSPORT 

ARCHITECTURE 

MQTT stands for message queuing telemetry transport. 

Unlike CoAP, TCP, UDP, it is used because MQTT 

specializes in low-bandwidth, high-latency environments; it 

is an idea machine to machine (M2M) communication. [4] 

Mainly it uses three major components publisher, subscriber 

and broker. Moreover to receive or to publish the data, is 

more secure and accurate. Unlike the request-response type 

communication, in normal communication if an information 

is needed from the server then generally client has to send 

request to the server, based on that request server will 

response. However in the mqtt protocol there is one broker 

and client. Client has to connect with the broker only once 

and then based on the topics clients can send the data or get 

the data from that topic. Subscribed topic will give the data to 

the one client form another and publishing the data from 

another client any subscribed client. Once client and broker 

will get connected, they will not lose their connection unless 

you will disconnect them from the broker. 

VI. FUTURE WORK EXPANSION AND CONCLUSION 

Industry 4.0 is the latest revolution and based on its new era 

of production or the manufacturing of smart products will be 

the fastest and the smoothest way. Machine to machine or 

machine to human type communication can be easily possible 

with the embedded internet of things. Cyber physical system 

can be easily implemented with the IoT protocol MQTT in 

context with the Industry 4.0. MQTT protocol is the finest 

solution to implement the industry 4.0 in the live 

environment.   
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