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Abstract— Nowadays in the digital world almost every day 

information is sent over the internet for accessing the online 

services. The information being confidential needs to be send 

using proper techniques so that illegitimate user does not get 

access to it. In such a scenario, authentication of the user has 

become a daily job for the servers providing the online 

services. Static authentication is prone to various kinds of 

attacks hence dynamic authentication has been introduced 

using One Time Password which can be used for a single 

time. The paper provides information of the current 

authentication scenario, different authentication threats, 

different OTP techniques and a brief comparison between 

them. 
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I. INTRODUCTION 

In the Digital world, to use any online services private and 

sensitive information is being stored and passed across 

internet almost every day. People have access to all important 

areas of their life such as online shopping, online transactions, 

insurance, medical records etc. by simply accessing the 

online services provided by the vendors. User has to just enter 

his/her credentials properly and he/she is provided the access 

to the resources. Companies providing online services have 

to protect the identity of the users so that any personal 

information does not get leaked to the third party while 

communicating online. Companies should render appropriate 

access control mechanism to avoid the unauthorized access 

so that unauthorized users cannot make unnecessary 

modifications. Most of the service provider identifies the 

legitimate user on the basis of the information by the users. 

One of such information is that the user possesses is the 

knowledge about his password. 

There are mainly two types of password 

 Static password 

 Dynamic Password 

Static password is the traditional approach in which 

password is usually changed only when it is necessary. Static 

passwords are changed only when user chooses to reset his 

password. Static passwords are generally changed because 

either user has forgotten the password or the password is 

expired. Static passwords are highly vulnerable to cracking 

by brute force or shoulder surfing attacks. To solve this 

problem and to make user user’s private and sensitive 

information less susceptible, One Time Password technique 

was developed. Unlike a static password, dynamic password 

changes every time the user logs in. An OTP is a set of 

characters that can serve as a form identity for one time only. 

Once the password is used, it cannot be used for any further 

authentication. Even if the attacker gets the password, it will 

be of no use to him as the OTP may be used previously by the 

user or the session is expired. Hence, the vulnerability of the 

hacker monitoring network traffic, retrieving a password, and 

to successfully authenticate as an authorized user reduces. 

This password is used only for single session and every time 

the user logs in a new password is generated [9]. 

II. AUTHENTICATION THREATS 

Authentication is one of the oldest problems of the 

information security, and it is always a living matter. Getting 

a user password is the easiest way to gain access to critical 

systems, steal confidential information, etc. And this is why 

attackers are really interested in stealing passwords. The 

evolution of information security brought several 

technologies to improve the protection of user authentication 

systems, but at the same time attackers improved technique 

and tools to steal valuable information. Not always attacks are 

based on technology and software. In most cases the easiest 

way to get a password from a user is asking. This is not a joke. 

Unfortunately this is the reality. Social engineering 

techniques evolved during the time, and nowadays a smart 

attacker can cheat a user telling him he needs is password to 

complete his work, or to fix a broken system. And this is just 

an example of how attackers get the password from users 

without using sophisticated tools. 

When social engineering is not enough software is 

always ready to help an attacker. There are different attacks 

based on software. Among these we remember [9]: 

 brute force attacks 

 password reply attacks 

 man in the middle 

Consider a banking system that authenticates user 

with username and password. This is what we call Single 

Factor Authentication. This is really straightforward for 

users. We all use usernames and passwords every day. But 

this authentication technique is really easy to be attacked 

through technical (man in the middle, password brute forcing, 

etc.) and social engineering attacks (phishing, shoulder 

surfing, etc.). This is why most banking system added a 

second factor of authentication. Second factor can be 

something that belongs to the user or something that is part of 

the user. The latter can be a fingerprint scan, iris scan, or 

something behavioural (e.g. how fast the user writes his 

password). These techniques are not often used in banking 

system, because are expensive and invasive on user 

experience [6]. 

The most common second factor using by 

applications is what is often mentioned as ―something you 

have‖. This is usually a numeric code that can be either 

generated by a one-time password system or read by the user 

from a matrix of authentication numbers. There are several 

ways to generate one time passwords, some of them based on 

proprietary algorithms and other based on public available 

standards. Usually we distinguish two different type of token 

 Event based 

 Time based 

The first family of tokens increase a counter and 

generates a one-time password when a specific event 

happens. Time based tokens update a counter on a given 
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frequency (e.g. 30 seconds) and provides a one-time 

password valid for that time frame. Authentication based on 

this type of OTPs isvery common in several scenarios like 

web applications, VPNs, etc. 

Authentication Systems based on one-time 

passwords are more secure than reusable passwords. For 

example, remote access of the online services usually requires 

the user to enter a password. This information generally 

travels across insecure network. In the case of OTP, the 

vulnerability to eavesdropping is banished because once a 

password is used; it cannot be used for the next session as it 

has limitation of time and after a fixed time it gets expired 

automatically. If a one-time password system is implemented 

properly, breaking it require active, sophisticated attacks that 

are beyond the abilities of most attackers, such as man in the 

middle attacks. 

Time-synchronized OTPs are widely implemented 

but are subject to problems caused by time skew. That is, if 

the server authenticating the user and the user don't keep the 

same time, then the expected OTP value won't be produced 

and hence the user authentication will fail. With time-

synchronized OTPs, the user has to enter the OTP within a 

stipulated period of time before it gets expired and another 

OTP must be generated. 

Another OTP generation technique widely deployed 

is Hash based One Time Password (HOTP). In HOTP, the 

key shared between the client and the server (generally 

username and password) is hashed using appropriate hashing 

algorithm and after performing certain operations on the 

hashed string an OTP is generated which is used for further 

authentication. Challenge Response One Time Password is 

also one of the OTP generation techniques in which the server 

sends the challenge to the client to which the client responses 

using a secret key shared between the client and the server 

and based on the challenge-response and OTP is generated 

using appropriate mechanism. 

There are three techniques for OTP generation & 

they are TOTP, HOTP and OCRA 

A. TOTP 

TOTP is Time Synchronization OTP technique. Server and a 

Client are synchronized with time after they share a secret 

key. When a user wants to be authenticated by the server, 

he/she generates the OTP based on the shared secret key and 

the time information. Client then sends this OTP value to the 

server. On server side, server then uses the shared secret key, 

time information and the same utilizing algorithm to generate 

the OTP. The server checks whether the OTP generated by it 

and the OTP sent by the client is same or not. If the OTP value 

is same then the client is successfully authenticated else client 

authentication fails. TOTP is convenient, because the time of 

OTP password’s functioning is limited, which means it can’t 

be created in advance or used after the expiration term. 

 
Fig. 1: TOTP 

B. HOTP 

HOTP is an event synchronization technique. In event 

synchronization, initially, a server and a client share a secret 

key and a counter value. The counter value is the number of 

the authentication process took place already. When a client 

wants to be authenticated, the client increases the counter by 

1 and generates OTP value with the counter value and the 

shared secret key. The client sends the generated OTP value 

to the server thereafter. On server side, the server increases 

the counter by 1 and generates an OTP value. Then the server 

checks whether the received OTP value and generated OTP 

value are same or not. If it is same then the client is 

successfully authenticated else the authentication fails. The 

mismatch in the calculations between the server and the token 

might cause a problem. Such situation is possible when the 

user repeatedly presses the button for generation of an OTP 

password and doesn’t use the password later.[12] 

 
Fig. 2: HOTP 

C. OCRA 

In this technique, Server authenticates client using Challenge 

values. A server and a client share a secret key prior to 

authentication. When a client wants to get authenticated, the 

server generates a challenge value which is the sent to the 

client. The server and the client then generate the OTP values 

at the same time by using the same algorithm with the 

challenge value and the shared secret key as the input. The 

OTP generated by the client is sent to the server and server 

checks whether the OTP value generated by the client and the 

value generated by the server is same or not.If its value of 

OTP is same the client gets successfully authenticated else 

the authentication fails. Unlike other algorithms, it uses a 

random number issued by the server as an input. 

 
Fig. 3: OCRA 

Possible attacks on different OTP techniques: 

1) Replay Attack 

A replay attack (also known as playback attack) is a form of 

network attack in which a data transmission is maliciously or 

fraudulently repeated or delayed. This is carried out either by 

the originator or by a hacker who intercepts the data and re-

transmits it. Now let us see how replay attack is carried out or 

prevented on different OTP techniques. 
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a) HOTP 

As HOTP is based on event synchronization, replay attack 

cannot be performed. If the attacker uses the OTP for the 

second time, it becomes invalid as that event (OTP 

verification) is already performed.[14]  

b) TOTP 

In TOTP, since there is limit on the time in which OTP has to 

enter for authentication if the attacker is able to use the gained 

OTP within that period the replay attack can be executed by 

the attacker. 

c) OCRA 

In OCRA replay attack is not possible, since when attacker 

tries to use the OTP, the challenge will be changed and hence 

the response (OTP) also changes. 

2) Phishing Attack 

A Phishing is the attempt to obtain private and sensitive 

information such as usernames, passwords, and credit card 

details etc. by disguising as a trustworthy entity in a digital 

communication. Phishing is generally carried out by email 

spoofing or instant messaging[3],To initiate a phishing attack, 

an attacker can generate phishing e-mails asking users to log 

on to a proxy masquerading as the users secure network. 

There is sample evidence showing that many individuals 

receiving phishing e-mails enter their login credentials at fake 

web sites. Once a user has connected to the proxy, it forwards 

messages in both directions between the customer’s PC and 

the secure network’s central infrastructure. The proxy can 

read all messages, change their contents, and create fake 

messages; in particular, the proxy records the username and 

password transmitted by the tricked user[6]. 

a) HOTP 

The proxy can then generate a request to activate a mobile 

phone as an OTP generator and use the returned URL to 

activate the attacker’s phone as an OTP generator for the 

tricked user’s login. An attack will normally give the attacker 

access to an account only once. This attack is different 

because it lets an attacker generate as many OTPs as he wants 

on his own phone. He can therefore access an account 

whenever he desires until the account is closed by the secure 

network [6]. 

b) TOTP 

Similar to HOTP, attacker can demand for the OTP using the 

fake email or messages and if the victim gets fooled and 

enters the OTP the attacker can use this OTP for further 

session handling. Since there is a limit on the time factor 

involved in the OTP entering process ,the attacker has to use 

that OTP within that time period otherwise the it becomes 

invalid as TOTP is based on time synchronization. 

c) OCRA 

OCRA technique is not vulnerable to phishing attack, as the 

OTP generated is the response for the challenge provided by 

the server. If the attacker phishes the user and obtain the OTP 

but it cannot be used because when the attacker tries to use 

that OTP(response) the challenge will be different and hence 

the OTP will be different for that challenge. 

3) Man in the middle attack 

Man-in-the-middle attack is an attack where the attacker 

secretly monitors and alters the communication between two 

parties who believe they are directly communicating with 

each other. Here the attacker must be able to intercept all 

messages passing between the two victims and inject new 

ones [4]. 

a) HOTP 

In man in the middle attack,the attacker will be there between 

the client and the server .As soon as the server sends the OTP 

to the client, it will be passed to the attacker while being 

transferred to the client. The attacker can use the OTP before 

the legitimate user uses it and can hack the complete session. 

Hence, Man in the middle attack is possible in HOTP 

technique. 

b) TOTP: 

Similar to HOTP technique here the OTP will be send to the 

client via attacker. Hence if the attacker enters the OTP within 

the stipulated time frame he can get the account access of the 

legitimate client. 

c) OCRA 

As we have seen in the above two techniques that the OTP 

will reach the client after been reached to the attacker. If the 

client enters the OTP before the attacker enters then the attack 

can be prevented and the user account won’t be hacked at this 

stage. But if the attacker enters the OTP before the client does 

still the attacker cannot use it as the OTP generated is for 

particular challenge and cannot be used by attacker as the 

challenge will get different 

III. CASE STUDY 

In man-in-the-middle attack, where the hacker uses a server 

sitting between the user and the legitimate Website [8]. The 

server simultaneously communicates with both the user and 

the real Web site, and can pass the login credentials, including 

the OTP value, in real time. Since the attack is instantaneous, 

it defeats the protection from the ever-changing token value. 

By Real-time MITM attacks, the Russian hackers 

successfully broke into a Citibank site using the above tactic 

[7]. 

 
Fig. 4: Man-in-the-middle attack 

A hacking group created a kit that copied pages from 

existing banking Web sites generated bogus URLs and set up 

a server to communicate login credentials in real time back to 

the hackers. The hackers sold the kit over the Web. The scam 

worked by luring unsuspecting users to the fake URL through 

spam emails. Once the user logged onto the fake Web site, 

their login credentials were sent immediately back to the 

legitimate site, where the hacker was waiting to empty the 

victim's bank account. 

Although both of these attacks were isolated 

incidents and were shut down quickly, security experts at 

EMC's RSA Security group predict real-time MITM attacks 

will become more common within a year, as hackers refine 

techniques and get more sophisticated [7]. 
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IV. COMPARISON[8][9][10] 

OTP are the numeric or alpha-numeric digits which are used 

as a second factor for authentication. The OTP can be used 

only once or only for a few number of times. Different 

applications or portals select the OTP based upon their 

security measures. For the following comparison we are 

assuming that the OTP can be used for a few numbers of 

times. 

 HOTP TOTP OCRA 

Validity 
It is valid for one time (event) 

use. 

It is valid for a limited time 

frame. 

It is valid for one time and for a particular 

challenge. 

Replay 

Attack 

Replay attack cannot be 

performed as the OTP is used 

once i.e. the event has 

occurred. 

Replay attack is possible 

but it is hard and depends 

upon time factor of the 

OTP. 

Replay attack is not possible since the OTP 

(response) will be different as the 

challenge gets changes when attacker 

request to enter the OTP. 

Phishing 

attack 

In this attack as user has 

entered its credentials & OTP 

on the proxy, the hacker can 

use that OTP, as it has not been 

used once on legitimate 

website. 

Phishing attack is possible 

but attacker has to be really 

quick as the validity of 

OTP is very small. 

OCRA technique is not vulnerable to 

phishing attack, as the OTP can be used for 

a particular challenge and cannot be used 

for another transaction or use. 

Man-in- 

the- 

middle 

attack 

It is possible since attacker can 

hack the session between client 

and server and can use the 

OTP. 

This attack is possible since 

attacker can get the OTP, if 

attacker uses the OTP 

within the valid time period 

of OTP. 

OCRA prevents this attack, because the 

generation of the OTP is based on the 

information of the user, so if attacker tries 

to change the challenge or information the 

OTP gained by the user becomes invalid 

for the attacker. 

Application 
It is used generally for login 

systems e.g. Gmail (emails). 

It is not valid for long time 

and used in mobile 

application and banking 

transactions. 

It is used with Complex applications where 

security is the major concern. 

Table 1: Comparison

V. CONCLUSION 

In order to enhance the security scenario OTP in the form of 

dynamic password was introduced. OTP proved to be a boon 

and to improve its efficiency different OTP techniques are 

deployed such as Hash based OTP (HOTP); Time based OTP 

(TOTP), Oath Challenge Response Authentication (OCRA). 

A comprehensive analysis has been done for different OTP 

generation techniques, their features, advantages and 

disadvantages and how they are deployed. Various security 

attacks such as Phishing attack, Man-in-the-middle attack, 

Replay attack etc. and how OTP is used to prevent them is 

given. 
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