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Abstract— Data leakage is the unauthorized transmission of 

data or information from within an organization to an external 

destination or recipient. Data leakage is defined as the 

accidental or intentional distribution of private or sensitive 

data to an unauthorized entity[1]. Protecting confidential data 

is so important. In today's fast processing business world, 

sometimes sensitive data must be handed over to trusted third 

parties called agents. Suppose for example, a company 

manager or a distributor of a particular company needs to 

share the most complicated customer data or any other 

product data to certain organizations, meanwhile some data is 

leaked and found in an unauthorized place. The distributor 

must analyze that the leaked data came from (where) one or 

more agents. So for this problem we have developed a guilt 

analysis model using traditional method called watermarking 

technique in a different way by using checksum. We use 

AdlerChecksum algorithm for finding the guilt agent. 

Therefore doing so, the outcome would be leakage detection 

if it gets leaked. 
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I. INTRODUCTION 

A data distributor gives sensitive data to third parties. The 

data seems to be leaked and found in unauthorized places like 

on somebody’s laptop or on the web. The distributor must 

assess that the agents only leaked the data and the data not 

leaked by other means. For example, for devising new 

treatments patient records are handed over by the hospitals to 

researchers. Here the owner of the data is the hospitals and 

the supposedly trusted agents are the researchers [1]. The goal 

is to find when the agent leaked the distributor’s sensitive 

data and also to identify the more accurate agent who leaked 

the data. 

Many traditional methods like watermarking 

techniques were used for detecting the leaked data. By 

watermarking technique, a unique code is injected into all 

distributed copies[1]. The leaker can be identified if that copy 

is found in the hands of unauthorized parties. Watermarks are 

a useful method but it modifies the original data. Sometimes 

watermarks can also be destroyed if the data recipient is 

malicious[2]. 

In this paper, the unobtrusive watermarking 

technique is used for detecting leakage of a set of data objects 

or records. The following scenario is considered. A 

distributor distributes the sensitive data to agents based on 

their requests. Later the distributor finds that the data has been 

leaked. The one who leaked the data is called guilt agent. At 

this point the distributor can assess that the leaked data came 

from one or more agents, and not by other means. We 

implement and analyze a guilt model which detects the guilt 

agents. 

II. LITERATURE SURVEY 

Many efficient data leakage detection method had been 

developed in the last decades, some of the prominent studies 

are given below. 

A. Data Leakage Detection Model for Finding Guilty Agents 

 Author: J.P.Chavan, Ashwini Choutmol, Rahul Shelke, 

Satish Shelar 

 Year:  2014 

 Description: In this paper the goal is to estimate the 

likelihood that the leaked data came from the agents as 

opposed to other sources and would also like to find out 

if one of them was more likely to be the leaker. The 

system architecture of data leakage detection uses the 

cloud. Here in the system distributor sends embedded 

document to the agent. And the system uses web crawlers 

to search the embedded document if some of the data is 

leaked and found in an unauthorized place. 

B. Data Leakage Detection 

 Author: Sandip A. Kale, S.V.Kulkarni 

 Year: 2012. 

 Description: In this paper they describs the results of 

implementation of Data Leakage Detection Model. 

Currently watermarking technology is being used for the 

data protection. But this technology doesn’t provide the 

complete security against date leak age. This paper 

includes the difference between the watermarking & data 

leakage detection model’s technology. This paper leads 

for the new technique of research for secured data 

transmission & detection, if it gets leaked. 

C. Data Transfer Model - Tracking and Identification of 

Data Files Using Clustering Algorithms 

 Author: Ramkumar.S, Elakkiya.A, Emayavaramban.G 

 Year: 2014 

 Description: In this paper the author had investigated and 

utilized the characteristic of the group movement of 

objects to explore the group relationship and tracking 

them. The goal is to efficiently mine the group movement 

activity using clustering and sequential pattern mining. 

Clustering was applied to find both groups of similar 

teams and similar individual members. Sequential 

pattern mining was used to extract sequences of frequent 

events. To enable the continuous monitoring the group 

object movement, the system introduces a special 

technique called minor clustering and Cluster 

Ensembling algorithm. Several solutions on route were 

implemented, but those methods were energy consumed. 

In order to reduce the energy the proposed system used 

data mining methods to effectively handle the group 

movement of objects. Some of the other unique related 

approaches similar to this project are 
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Table 1: Literature Review 

III. PROBLEM STATEMENT 

Suppose a distributor owns a dataset T of valuable data 

objects. The distributor wants to share some of the objects in 

that dataset with a set of agents a1, a2,…, an based on the 

request of the agent. An agent ai receives the data which 

belongs to T. The objects in dataset T could be of any type 

and size. After distributing the data to agents, the distributor 

discovers that the data of T dataset has leaked. This means 

that the agent has transferred the data to other third parties or 

he would have modified the original dataset. Since the agents 

a1, a2,… ,an, have some of the data, it is reasonable to suspect 

them leaking the data. 

IV. IMPLEMENTATION 

 
Fig. 1: Implementation 

In this architecture system the distributor gives the data to 

agents based on the request by agents. In this system the 

distributor maintains the database of the agents and what data 

is being shared with them. When agent tries to leak the data 

by modifying the original file, the original checksum values 

is changed. Then distributor tries to match leaked data with 

his datasets. If the agent has leaked the data immediately the 

distributor can know who has leaked the data and which data 

is leaked by him using the AdlerChecksum algorithm by 

finding the change in checksum value. Checksum functions 

are related to hash functions, fingerprints, randomization 

functions, cryptographic hash functions. In our project we 

have used hash functions for finding the guilt agent where the 

content in the data is converted into integers. 

A. Working Steps of the Algorithm 

1) Checking the data size and content in the data. 

2) Read the content of the data word by word. 

3) Forming the word matrix to know each word belongs to 

which row and column. 

4) Finding bit value for each word. 32 bit size. 

5) After finding bit value add each bit value with 1 parity 

bit. We use even parity. 

6) Byte code conversion. Each value (byte) in word matrix 

is converted into bits. 

7) Finally finding the ASCII value for each bit value and a 

unique value is generated for each data file which is the 

checksum value. 

Distributor also check overlapping of data among 

agents and then calculates the probability of agents varies 

for {0, 1}. The probability can be displayed statistically 

using zedgraphs. 

V. EXPERIMENTAL RESULTS 

The results obtained by us are 

 If the agent leak the data (modify) automatically the 

checksum value can be changed. So the distributor 

immediately knows who the guilt agent is and what data 

he has leaked. 

 If the agent tries to leak the file which he has got from 

the distributor on his request to any other agents in an 

unauthorized way, the guilt probability can be calculated 

and finally displayed using zedgraphs. 

A. Distributor's View: Finding Guilt Agent 

 
Fig. 2: Distributor's view 

B. Calculating Guilt Probability 

 
Fig. 3: Calculating guilt probability 
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C. Display Graph 

 
Fig. 4: Display graph 

VI. CONCLUSION 

In a perfect world, handing over sensitive data to the agents 

may lead to unknown or malicious leakage of data. 

Watermark each of the data object so that it’s possible to trace 

its origins clearly. However, in most cases we may work with 

agents that are not 100% trusted, and we may not be clear if 

a leaked object came from an agent or from some other 

means. In spite of these difficulties, it is possible to assess that 

the an agent is the leaker, based on the overlap of his data 

with the leaked data and the data of other agents, and also 

based on the probability that the objects can be guessed by 

other means.  The model is simple. The AdlerChecksum 

algorithm helps to find the guilt agent who has leaked the 

data. The probability values are statistically displayed using 

zedgraphs which helps in making the system more efficient. 

VII. SCOPE OF FUTURE WORK 

Our future work includes the extension of this work 

considering data allocation strategies so that they can handle 

the requests of agents uniquely in an online fashion and 

moreover fake data using encryption techniques. To allocate 

the data for online agents. Online agents can register newly 

and can get the data from distributors. The other work that 

could be done is using cloud database. 
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