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Abstract— Mobile ad hoc networks (MANET) are hastily 

developing as a new arena of research. Mobile ad hoc 

networks are intended for conveying information of every 

type among two or further points that are not actually 

associated. The MANET acts devoid of a centralized 

supervision where the nodes are in contact with each other on 

the backbone of mutual faith on each other. This quality 

makes MANET further defenseless to be broken via an 

attacker within the network. Mobile ad hoc networks are 

vulnerable to various kinds of attacks because of its shared 

medium. Wormhole attack, black hole attack, flooding attack, 

replay attack, snooping attack, denial of service (DoS), link 

spoofing attack are the kind of attacks that a MANET can 

suffer from. From the several types of attacks jamming attack 

is one of the most commonly used attacks utilized by an 

attacker, in this attack opponents try to overwhelm 

transmitted signals by introducing a high level of noise. In 

this paper we provide a survey on different types of attacks in 

mobile ad hoc network and will mainly focus on jamming 

attack. 
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I. INTRODUCTION 

The possibilities of mobile ad hoc networks to resolve 

challenges of real-world problems, remains to fascinate 

consideration from manufacturing, educational and research 

needs. Applications that may involve protected 

communications contain emergency reaction operations, 

army or police networks, and security critical business 

operations such as lubricant penetrating platforms or mining 

actions. For example, in crisis reaction operations such as 

after a natural tragedy like a flood, cyclone, storm, or volcanic 

activity, ad hoc networks might be used for real safety 

feedback; reliable communication networks could be 

smashed, so disaster rescue squads might trust upon ad hoc 

networks for communication. Mobile ad hoc networks are 

hastily developing as a new arena of research. Mobile ad hoc 

networks are constructed with a huge number of minute and 

economical mobile sensor nodes that are furnished with low-

bandwidth radios [1] [2]. Mobile ad hoc networks are 

intended for conveying information of every type among two 

or further points that are not actually associated. Mobile ad 

hoc networks are vulnerable to various kinds of attacks 

because of its shared medium [3]. Figure-1 shows a simple 

architecture of MANET. 

In Mobile ad hoc networks, nodes within the extents 

of each other’s wireless communication limit can 

communicate openly; but, nodes outer to that extent will rely 

on some other nodes to convey messages. A crucial set of 

safety mechanism must be enclosed for every routing 

protocol to identify, prevent, and react to security attacks. So 

as to inspect a consistent and protected ad-hoc network 

environment, basically there are 5 main security goals- 

Integrity, Confidentiality, Availability, Authentication, and 

Non-repudiation [4]. 

 
Fig. 1: Architecture of MANET 

II. ATTACKS IN MANET 

The MANET acts devoid of a centralized supervision where 

the nodes are in contact with each other on the backbone of 

mutual faith on each other. This quality makes MANET 

further defenseless to be broken via an attacker within the 

network. Wormhole attack, black hole attack, flooding attack, 

replay attack, snooping attack, denial of service (DoS), link 

spoofing attack are kind of attacks that a MANET can suffer 

from. Furthermore, MANET is unlock to these varieties of 

attacks since communiqué is rely on mutual faith among the 

nodes, there is no middle supervision for network 

administration, no endorsement competence, dynamically 

varying topology and restricted resources [1] [5] [6]. 

A. Black Hole Attack 

In this attack, malevolent nodes trick all their nearest nodes 

to attract all the routing packets to them. As in the wormhole 

attacks, malicious nodes could commence the black hole 

attacks through publicity themselves to the nearest nodes as 

having the finest route to the appealed destinations. However, 

dissimilar to the wormhole attacks where various attackers 

get together to attack one nearest node, in the black hole 

attacks, simply one enemy is concerned and it threatens the 

entire of its nearest nodes [7]. 

Route finding process in AODV is defenseless to the 

black hole attack [8]. The method, that is, whichever 

intermediary node may react to the RREQ message if it has a 

new adequate route, created to diminish routing delay, is 

utilizing by the malevolent node to compromise the system. 

In this attack, as a malevolent node attends to a route 

request packet in the network, it answers with the declaration 

of having the smallest and the freshest path to the target node 

although no such path exists. As a consequence, the 

malevolent node effortlessly misroute network crowd to it 

and then fall the packets temporary to it [8]. 
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B. Wormhole Attacks 

In the wormhole attacks, a cooperated node in the networks 

gets together with exterior attacker to form a shortcut in the 

ad-hoc networks. With the help of this shortcut, they could 

trick the origin node to prevail in the route detection process 

and afterward commence the interception attacks. Data or 

message from these two links to generate the fastest route 

from origin node to the target node. Besides of this, if the 

wormhole nodes constantly preserve the bogus or fake routes, 

they could regularly reject other routes from being 

recognized. Consequently, the intermediary nodes inhabit 

along that rejected routes are unable to contribute in the 

network operations [7]. 

In AODV and DSR, this attack could put off 

detection of any routes and may generate a wormhole even 

for data or packet not address to itself due to broadcasting. 

Wormhole attacks are tough to identify since the path that is 

employed to pass on information is generally not included in 

the real network. Wormholes are risky as they can do harm 

devoid of even knowing the network. 

C. Flooding Attacks 

In this attack, attacker exhausts the network resources, for 

instance bandwidth and to utilize a node’s resources, like- 

computational and battery power or to interrupt the routing 

operation to cause rigorous degradation in network routine 

[10]. For instance, in AODV protocol, a malevolent node can 

fire a huge number of RREQs in a small period to a target 

node that does not survive in the network. Since no one will 

answer to the RREQs, these RREQs will overflow the entire 

network. Accordingly, every node battery power, with 

network bandwidth will be utilized and could direct to denial-

of-service. Opponents also might disrupt the regular 

processes in the packet forwarding progression by 

overflowing the target nodes with enormous redundant 

packets. Nodes suffered by flooding attacks are incapable to 

accept or promote any packet; as a result all the packets 

intended to them will be disapproved from network [7]. 

D. Replay Attack 

As we know that topology of network is frequently changes 

because of mobility of nodes in a MANET, it indicates that 

recent network topology might not survive in the future. In 

replay attack [11], a node maintains other node’s legal control 

messages and re-mailed them afterward. Due to this reason 

other node maintains their routing table with chronic routes. 

This attack can be wrongly used to imitate a particular node 

or just to disrupt the routing process in a MANET [12]. 

E. Denial of Service Attack 

In Denial of Service (DoS) attack an attacker utilizes one 

computer to overflow a server through packets. The aim of 

this attack is to overflow the bandwidth of server and another 

resource. A distributed denial of service attack is a severe 

form of denial of service attack which utilizes several 

machines to prevent the authorized utilization of a service. It 

is a kind of active attack and incredibly powerful method to 

strike resources of internet [13]. 

F. Jamming Attack 

It is a kind of DOS attack which is initiated by malicious node 

after determining the frequency of communication. In this 

type of attack, the jammer transmits signals along with 

security threats. In jamming attack opponents try to 

overwhelm transmitted signals by introducing a high level of 

noise. Jamming can stop or disorder wireless transmission. It 

is intervention, noise or conflict at the receiver side. Jamming 

may happen unintentionally by network load or intentionally 

in form of attack. Jamming is not easy to alleviate in MANET 

because transmitting and receiving are inherently symmetric 

operations. A user that obtains the key to translate a 

transmission can in addition utilize that key to jam the 

transmission. No specific hardware is used for executing it; it 

can be easily implemented via paying attention to the open 

medium and propagation in the frequency band similar as 

network. If it is executed productively it offers major benefits 

to the opponent at low cost. This is the reason why it is 

effective [14]. Figure-2 shows the basic way for jamming 

attack. 

 
Fig. 2: Jamming Attack 

There are some different attack techniques that a 

jammer can perform for interfering with other wireless 

communications [15]. Some possible techniques are 

explained below: 

 Constant Jammer: A constant jammer continuously 

transmits a radio signal that shows random bits; the 

signal generator does not adopt any MAC protocol. 

 Deceptive Jammer: Different from the continuous 

jammers, deceptive jammers do not emit random bits 

instead they transfer semi-valid packets. This implies 

that the packet header is valid but the payload is wasted.  

 Random Jammer: Alternates between jamming and 

sleeping the channel. In the first mode the jammer jams 

for a specific period of time (it can act either like a 

deceptive jammer or a constant jammer), and in the 

second mode (the sleeping mode) the jammer switches 

its transmitters off for another specific period of time. 

The energy efficiency is detected as the ratio of the 

jamming period length over the sleeping period length. 

 Reactive Jammer: A reactive jammer attempts not to 

waste resources by only jamming when it observes that 

somebody is transmitting. Its target is not the sender but 

the recipient, attempting to input as much noise as 

possible in the packet to alter as many bits as possible 

provided that only a least amount of power is needed to 

change sufficient bits so that when a checksum is 

executed over that packet at the recipient it will be 

categorized as not valid and thus dropped. 

 Snooping: Snooping is illegal access to other personnel 

information and data [3]. It is analogous to 

eavesdropping however is not essentially inadequate to 

getting access to data throughout its transmission. It can 

comprise casual observation of an e-mail that shows on 
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other's computer screen or viewing what somebody else 

is typing. Advanced snooping process makes use of 

computer software’s to remotely observe the activities 

happening on a PC or on a network device. 

 Link spoofing attack: In this attack, a malevolent node 

announces false links through non-neighbors to disturb 

routing operations. For instance, in OLSR protocol, an 

opponent can announce a false link with a goal node’s 

two hop neighbors. This gives rise to the objective node 

to choose the malevolent node to be its MPR (Multi Point 

Relay). Like MPR node, a malevolent node can then 

influence data/information or routing traffic, for instance 

altering or falling the routing traffic or execute other 

kinds of DoS attacks [17]. 

III. CONCLUSION 

These days, security is a solemn crisis in the field of computer 

networks. They are more defenseless to attacks and we are 

required to enhance the excellence and solve the security 

problems in Mobile Ad-hoc network. Because jamming is a 

most dangerous attack to the regular operation of wireless 

networks, presently lot investigations have been carried out 

to deal with it. In this paper we provide a survey on different 

types of attacks in mobile ad hoc network and will mainly 

focus on jamming attack. In near future we will implement a 

system that effectively detect and prevent the jamming attack 

in MANET. 
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