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Abstract— one of the most problematic elements of cyber 

security is the quickly and constantly evolving nature of 

security risks. The traditional approach has been to focus 

most resources on the most crucial system components and 

protect against the biggest known threats, which necessitated 

leaving some less important system components undefended 

and some less dangerous risks not protected against. Such an 

approach is insufficient in the current environment. 
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I. INTRODUCTION 

Cyber security or information technology security are the 

techniques of protecting computers, networks, programs and 

data from unauthorized access or attacks that are aimed for 

exploitation. Cyber security involves protecting information 

and systems from major cyber threats, such as cyber 

terrorism, cyber warfare, and cyber espionage. In their most 

disruptive form, cyber threats take aim at secret, political, 

military, or infrastructural assets of a nation, or its people. 

Cyber security is therefore a critical part of any governments’ 

security strategy. The U.S. federal government for example, 

has allotted over $13 billion annually to cyber security since 

late 2010. A socio-technical approach to cybersecurity 

recognizes that the science and technology deployed to 

protect and defend our information and critical infrastructure 

must consider human, social, organizational, economic and 

technical factors, as well as the complex interaction among 

them, in the creation, maintenance, and operation of our 

systems and infrastructure. 

II. WHY CYBER SECURITY? 

A. Cyber Terrorism: 

Cyber terrorism is the disruptive use of information 

technology by terrorist groups to further their ideological or 

political agenda. This takes the form of attacks on networks, 

computer systems, and telecommunication infrastructures. 

For example, in response to the removal of a Russian WWII 

memorial in 2007, Estonia was hit with a massive distributed 

denial of service (DDoS) attack that knocked almost all 

ministry networks and two major bank networks offline. The 

rise in such cyber terrorism attacks is measureable: in the 

U.S., head of Military Cyber Command Keith B. Alexander 

stated that cyber-attacks on facilities classified as critical 

infrastructure in the United States have increased 17-fold 

since 2009. 

B. Cyber Warfare: 

Cyber warfare involves nation-states using information 

technology to penetrate another nation’s networks to cause 

damage or disruption. In the US and many other nation-states, 

cyber warfare has been acknowledged as the fifth domain of 

warfare (following land, sea, air, and space). Cyber warfare 

attacks are primarily executed by hackers who are well 

trained in exploiting the intricacies of computer networks and 

operate under the auspices and support of the nation-states. 

Rather than “shutting down” a target’s key networks, a cyber 

warfare attack may intrude networks for the purpose of 

compromising valuable data, degrading communications, 

impairing infrastructural services such as transportation and 

medical services, or interrupting commerce. For example, in 

the 2008 South Ossetia war, Russia’s initial attacks on 

Georgian soil were preceded by a synchronized cyber-attack 

that crippled Georgian government websites. 

C. Cyber Espionage: 

Cyber espionage is the practice of using information 

technology to obtain secret information without permission 

from its owners or holders.  Cyber espionage is most often 

used to gain strategic, economic, political, or military 

advantage. It is conducted through the use of cracking 

techniques and malware. In the US, the Office of the National 

Counter Intelligence Executive released a report in 2011 

officially acknowledging the legitimate threat of cyber 

espionage and its potential to damage the United States’ 

strategic economic advantage. In a subsequent opinion piece 

in the Wall Street Journal, former Director of Homeland 

Security Michael Chertoff elaborated on the economic impact 

of China’s cyber espionage of intellectual property, which he 

likens to the “source code” of today’s advanced economies. 

Through the utilization of its massive and inexpensive 

workforce, China has cheaply and efficiently driven a number 

of these ideas directly into production. As the fruit of costly 

investments in research and development from the hosting 

nation-states, the theft of these innovations is an immense 

strategic and economic loss to the targets. With cyber threats 

in a state of rapid and continuous evolution, keeping pace in 

cyber security strategy and operations is a major challenge to 

governments. Cyber security is a serious concern to private 

enterprise as well, given the threat to intellectual property and 

privately-held critical infrastructure. Advisory organizations 

such as The National Institute of Standards and Technology 

(NIST) and the International Organization for 

Standardization (ISO) have recently updated guidelines to 

promote a more proactive and adaptive approach that 

prescribes continuous monitoring and real-time assessments. 

These guidelines are expatiated on in the NIST 800 and ISO 

27002 publications. 

III. MAJOR AREAS COVERED IN CYBER   SECURITY  

1) Application Security  

2) Information Security 

3) Disaster recovery 

4) Network Security  

Application security encompasses measures or 

counter-measures that are taken during the development life-

cycle to protect applications from threats that can come 
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through flaws in the application design, development, 

deployment, upgrade or maintenance. Some basic techniques 

used for application security are:  

1) Input parameter validation,  

2) User/Role Authentication & Authorization, 

3) Session management, parameter manipulation & 

exception management, and  

4) Auditing and lodging Information security protects 

information from unauthorized access to avoid identity 

theft and to protect privacy. Major techniques used to 

cover this are: 

 Identification, authentication & authorization of user     

 Cryptography. Disaster recovery planning is a process 

that includes performing risk assessment, establishing 

priorities, developing recovery strategies in case of a 

disaster. Any business should have a concrete plan for 

disaster recovery to resume normal business operations 

as quickly as possible after a disaster. 

Network security includes activities to protect the 

usability, reliability, integrity and safety of the network. 

Effective network security targets a variety of threats and 

stops them from entering or spreading on the network. 

Network security components include: a) Anti-virus and anti-

spyware, b) Firewall, to block unauthorized access to your 

network, c) Intrusion prevention systems (IPS), to identify 

fast-spreading threats, such as zero-day or zero-hour attacks, 

and d) Virtual Private Networks (VPNs), to provide secure 

remote access. Popular types of social engineering attacks 

include: 

Baiting: Baiting is when an attacker leaves a 

malware-infected physical device, such as a USB flash drive 

in a place it is sure to be found. The finder then picks up the 

device and loads it onto his or her computer, unintentionally 

installing the malware.  

Phishing: Phishing is when a malicious party sends 

a fraudulent email disguised as a legitimate email, often 

purporting to be from a trusted source. The message is meant 

to trick the recipient into sharing personal or financial 

information or clicking on a link that installs malware. 

Spear phishing: Spear phishing is like phishing, but 

tailored for a specific individual or organization. 

Pretexting: Pretesting is when one party lies to 

another to gain access to privileged data. For example, a 

pretexting scam could involve an attacker who pretends to 

need personal or financial data in order to confirm the identity 

of the recipient. 

Scareware: Scareware involves tricking the victim 

into thinking his computer is infected with malware or has 

inadvertently downloaded illegal content. The attacker then 

offers the victim a solution that will fix the bogus problem; in 

reality, the victim is simply tricked into downloading and 

installing the attacker's malware. Security experts 

recommend that IT departments regularly carry out 

penetration tests that use social engineering techniques. This 

will help administrators learn which types of users pose the 

most risk for specific types of attacks while also identifying 

which employees require additional training. Security 

awareness training can go a long way towards preventing 

social engineering attacks. If people know what forms social 

engineering attacks are likely to take, they will be less likely 

to become victims. 

 

IV. CONCLUSION 

Ensuring accountability is crucial for preserving data security 

and privacy in modern information systems, but efforts 

should not detract from user flexibility. Software should 

allow users to carry out their tasks without too much 

interference, but whenever a user misbehaves, the software 

should be able to hold that user accountable. To maximize 

users’ autonomy and capture their accountability, it is 

essential to model how they interact with the system within 

their organization.  
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