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Abstract— Security is important in many of the places like 

offices, institutions, libraries, laboratories etc. in order to 

keep data confidentially, so that no other unauthorized person 

could have an access on them. DoorLock android app is 

developed to reduce the human efforts for locking and 

unlocking the door. This paper presents a network based 

android mobile controlled door opening system which 

provides security which can be used for many banks, 

institutes and various organizations etc. This project is based 

on the today’s much-needed concept Automation System 

works with Android System. In this project, user login 

through the android application. To provide security to the 

places where much more confidentiality is required, this 

project includes the Random key technology. This 

technology is used to check whether the user is authorized or 

unauthorized. After authentication, signal is send to the 

microcontroller. Then using relay, door is opened 

automatically. 
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I. INTRODUCTION 

Everybody wants their home, offices to be secure from theft 

or any unauthorized person. The system is designed to control 

the authorized and unauthorized access to confidential places. 

The system automatically locks and unlocks the door as soon 

as it receives a control signals from the user. This system 

provides security at homes, offices etc. There are many 

systems which has been developed till now, which were 

working on the technologies such as entering passwords, 

wireless networks etc. but the disadvantages shown by them 

were, it required physical presence and also not much secure. 

This system is developed to provide more secure and cost 

efficient system. Also this system includes different level of 

security for different types of users.  

This project contains an android application in 

which different kinds of user are there under one roof and 

which provides interface to the to open and close the door as 

per their access permissions. According to user decision this 

application control the door. In this application user 

registration is done by the admin/owner of that place on 

server side. 

The application ‘Door Security System’ is designed 

to manage the door security in the confidential areas. This 

system keeps the record of users who opened the door, time 

of door opening and number of users opened the door in a 

day. This system uses the Wi-Fi instead of Bluetooth. Using 

this system user can control the door from anywhere within 

the Wi-Fi range area. First, user has to request for login in 

DoorLock application and then he/she can control the door 

through this application. For authentication, this system uses 

the EX-Oring method. 

 

II. LITERATURE REVIEW 

Following papers are referred for this project 

A. Door Locking/Unlocking System using SMS Technology 

with GSM/GPRS Services 

In this System Door locking and unlocking system uses 

GPRS to open and close the door. In addition to this the 

security will be provided using GSM in case of any 

unauthorized access. The system automatically locks the door 

as soon as it receives predefined message from the user. The 

user will have to first register. Whenever the message will be 

received for the registered number, the system will then 

perform action on door either locking or unlocking. In case of 

unauthorized access, the system will sense the action and 

send the alert message to the registered user using GSM. 

B. Smart lock: a locking system using Bluetooth technology 

& camera verification 

The system is designed such that the motion of the user will 

be captured from the camera and the user will be detected and 

then only he will be given a key to lock or unlock. The 

Bluetooth range and capturing of the motion by the camera is 

also a constraint for the application. The Bluetooth protocol 

was chosen as a communication method. 

C. A Digital Security System with Door Lock System Using 

RFID Technology 

In this system implemented a security system containing door 

locking system using passive type of RFID which can 

activate, authenticate, and validate the user and unlock the 

door in real time for secure access. The door locking system 

functions in real time as the door open quickly when user put 

their tag in contact of reader which authenticate and validate 

the user and open the door automatically. 

III. PROPOSED WORK 

This proposed system contain an android based application 

for door security at various confidential areas to the users who 

want to open and close the door system by reducing human 

efforts to the best possible extent. In this system user can 

control the 

 Open the Door 

 Current Status of the Door  

A. Android Application 

This application provide user login as per their access 

permissions. If the user is authenticated then door gets open 

through this application. 

B. Admin Control panel or Server 

Through the admin panel user registration takes place. Server 

can verify the user and perform the door open activity. When 
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user login, the server authenticate user. If user open door then 

server sends signal to the microcontroller to lock the door.  

C. Hardware Control System 

The hardware system consists of Electric relay and 

microcontroller. Relay get open when microcontroller sends 

the open door signal to it. 

The figure.1 shows the overview of the system 

architecture of the project. The architectural flow gives the 

basic idea about how working takes place in the system. It 

shows how tracking operation is performed in the system as 

well as how user will interact with database via directly or it 

will indirectly. 

In this system we provide android app where user 

login as per their access permissions. After login the 

username and password is provided to the server. Then the 

server verifies whether the user is authenticated or not by 

sending the random key. If the user is authenticated then 

server sends signal to microcontroller and relay to unlock the 

door and server also sends the notification to the user after 

opening the door.  

 
Fig. 1: Overall Architecture 

In fig 2 the user logins through the android 

application and request to the server to open the door and then 

at server side it is verified whether the user is authenticated 

or not and if user is authenticated the signal is sent to the 

arduino and relay. The adapter provides 12V voltage to the 

regulator. The regulator regulates the 5V voltage to the 12V 

voltage and provides it to arduino. The arduino sends signal 

to the lock to open the door. 

 
Fig. 2: Block Diagram 

D. Modules 

1) Login 

In Android Application, user login as per their access 

permissions. For login user required his username and 

password. If the user is authenticated then he/she can unlock 

the door. 

2) User Registration 

Registration of user is done by the admin. For this purpose, 

admin panel is provided at server side. Admin provide the 

username to the user and assign the access permission as per 

their profile. 

3) Key Generator 

When user sends request to open the door, random key is 

generated by server and sends to user on android app. The 

random key is random number of 9 digits. 

4) User Activity 

a) Door Open 

If the user pressed “OK” button after arrival of random key, 

then this random key and password gets XORed at server side 

and android app. If both the values are equal then door is 

opened. If values are not equal, then notification is send to the 

user. 

b) Door Status 

User can check the door status. Status of the door includes 

open or close state of the door.  

IV. IMPLEMENTATION 

As this system is composed by mobile and fixed arduino kit 

integrating with the existing network of fixed stations. The 

Login information of the user is transmitted to a back-end 

server that stores gathered data, ensuring their integrity, 

security and availability, and provides those data for several 

services. Registration of user is done by the admin. For this 

purpose, admin login and admin panel is also provided in this 

project. After the authentication of user, the EX-OR of 

password is done with the random key. This random key is 

send by the server. If both values are equal, then signal is send 

to the microcontroller and door is opened automatically 

through relay. 

In Fig 3 the user must enter the registered email-id 

and password and then click on the login button.  

 
Fig. 3: Login             Fig. 4: User Activity 

In fig.4 three buttons are provided to the user Door 

open, History and Logout. After clicking on the Door open 

button the user is provided the page on which the random key 

appears. When user clicks on History button the door open 

history of all the users is provided. When the user clicks on 

Logout button the login page is provided. 

In Fig 5 the random key appears which is of nine 

digits and the digits can be between 0 to 9 and these random 

key changes after every 10 seconds. The Ok button is 

provided which opens the next page. 
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Fig. 5: Random Key 

In the Fig 6 admin login the administrator of the 

system must login by entering the email-id and password. The 

submit button is provided on this page which opens the next 

page if the admin enters the correct email-id and password.  

 
Fig. 6: Admin Panel 

In fig. 7 the admin registers the users who want 

access to open the door. The information needed for user 

registrations are name, email-id, mobile no, gender, and 

password. After entering all the fields the admin must click 

on submit button. 

 
Fig. 7: User Registration 

V. CONCLUSION AND FUTURE WORK 

This project is implemented using mobile phones having an 

android as its operating system. The intended goal behind this 

project is to develop a system which will overcome human 

efforts and provide perfect security.  Hence, with the use of 

random key technology this project provide accuracy in terms 

of security avoiding the manual errors. The data continuously 

go on updating on designed admin panel. From this, one can 

observe the level of security. Thus, we can conclude that the 

system is real time system. Future work can be providing alert 

alarm system, Image capturing and room automation. 
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