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Abstract— The introduction of 3G wireless communication 

systems, alongside the invasive distribution of digital 

pictures and also the growing concern on their originality 

triggers associate degree aborning want of authenticating 

pictures received by unreliable channels, like public net and 

wireless networks. to fulfil this want, a content-based image 

authentication theme that's appropriate for associate degree 

insecure network and sturdy to transmission errors is 

planned. The planned theme exploits the quantifiability of a 

structural digital signature so as to realize a decent trade-off 

between security and image transfer for networked image 

applications. During this theme, multi-scale options are 

wont to build digital signatures sturdy to image degradations 

and key dependent constant quantity moving ridge filters are 

utilized to boost the safety against forgery attacks. This 

theme is additionally ready to distinguish meddling areas 

within the attacked image. Experimental results show the 

lustiness and validity of the planned theme. 
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I. INTRODUCTION 

Internet could be a common human action channel. 

Attributable to the advance in networking and multimedia 

system applications, multimedia system contents will simply 

be attacked by the unauthorized persons. To confirm content 

integrity and to stop duplication, image authentication 

techniques are emerged. A secure digital signature theme is 

one amongst the image authentication techniques that's 

appropriate for associate degree insecure atmosphere, and is 

strong to transmission errors. In digital watermarking, a 

watermark is embedded into a canopy image in such some 

way that the ensuing watermarked signal is strong too sure 

distortion caused by either normal processing in add during 

a in associate degree exceedingly in a very friendly 

atmosphere or malicious attacks in an unfriendly 

atmosphere. 

The use of net growing quicker day to day and also 

the caught to show multimedia system contents on the net 

become necessary. Property right; documents aren't quick 

info however property. YouTube, face book, Torrents, pirate 

bay such different video, audio, image, documents resource 

websites are currently became water and food for kids 

across the globe so it's necessary to guard the rights of 

authors. Therefore digital protection is important and in-

evitable. There are several common techniques for this like 

Steganography, Digital signature, process, cryptography and 

Digital watermarking however Digital watermarking is 

tested best out of them. Digital watermarking is nothing 

however the technology that during within there's 

embedding of assorted info in digital content which we've 

got to guard from black repetition. This embedded info to 

guard the info is embedded as watermark. 

A. Encryption 

Encryption is needed to shield information from third party 

attacks which will arise throughout the transmission of 

knowledge. It’s a method of constructing the information 

unintelligible to any or all unauthorized parties and solely 

the approved user will decode the information into 

intelligible type. Thence encoding is critical for information 

integrity, privacy and for security functions. Furthermore if 

in some cases, the assaulter is ready to decode the 

information up to some extent, even then he cannot access 

the full data. 

Encryption enhances the protection of a message or 

document by scrambling its content victimization codes. To 

inscribe and decode a file we'd like a right combine of keys. 

More there area unit 2 ways of encoding: rhombohedra and 

uneven encryption. Rhombohedra encoding, additionally 

called secret key encoding refer that each the sender and 

receiver holds identical keys for encoding and decipherment 

processes. Whereas uneven key or public key encoding 

technique uses a sound key combine i.e. a public key for 

encrypting a message and a non-public key to decode it. 

Therefore the ultimate confirmation matrix should 

be encrypted victimization AN encoding technique like DES 

or three DES before its transmission thus on give additional 

security. 

B. Verification and Authentication at Receiver End 

Once the image is received together with the encrypted hash 

file, the recipient can decode it along with his rhombohedra 

key 1st then he can regenerate the hash file of the received 

image by applying identical approach. when this the 

comparison is being done between these 2 hash file, if each 

the files holds identical information it means that the sender 

is authentic and no information has been changed 

throughout transmission. however if the information doesn't 

specifically match, then we'll check the limit up to that the 

information matches as a result of the explanations behind 

couple are often improper compression technique that is sort 

of common or change of state done by unauthorized user.. 

II. SYSTEM DESCRIPTION 

Major Tasks in the Project stages are:  

A. Sender Side 

1) Login to the system 

2) Take the image for encryption. 

3) Convert that RGB image to YCbCr image and apply 

the DCT on that image. 

4) Embedding the watermark on that image. 

5) Encrypt the image by key. 

6) Generating Digital signature. 

7) Send data i.e. Encrypted image key and digital 

signature to the receiver. 



Analysis on Image Authentication using DSA via Digital Watermark 

 (IJSRD/Vol. 5/Issue 02/2017/532) 

 

 All rights reserved by www.ijsrd.com 1960 

 
Fig. 1: System Architecture 

B.  Receiver Side 

1) Receive data i.e. Encrypted image key and digital 

signature from the sender. 

2) Generating the digital signature. 

3) Verifying Digital signature and decrypting image 

by using key. 

4) Applying IDCT on that decrypted image. 

5) Verifying watermark (Sender’s signature). 

6) Convert YCbCr to RGB. 

7) Display the original image or result. 

III. LITERATURE SURVEY 

A. A robust content based digital signature for image 

authentication 

Digital signature method is used for image authentication, 

but the problem with this scheme is that the signature is 

embedded in image and hence the contents of original image 

get changed. 

B. Robust Digital Signature for Multimedia Authentication 

Theproblemofcontentchangingissortedoutandalsothistechniq

uecansupport desirable alterations of data for loss 

compression. 

C. Structural digital signature for image authentication: an 

incidental distortion resistant scheme 

A structural digital signature scheme is presented but the 

parent child pair smake it more prone to random changes in 

data, hence the system has more probability of being 

destroyed. 

D. Design of a robust and secure digital signature scheme 

for image authentication over wireless channels 

In this wavelet transforms are used to design signature, but 

the problems with wavelets are their high computational 

complexity, low security and robustness. 

E. Secure and robust digital signature scheme for 

JPEG2000 image authentication 

A robust authentication can be achieved at a cost of low 

security and also sacrificing the image quality. Besides these 

major techniques some other methods such as: distributed 

source coding, JPEG header, and fixed point theory can also 

give satisfactory results at the cost of system complexity. 

IV. ALGORITHM 

A. DCT (Discrete Cosine Transform) 

The discrete cosine transform (DCT) is a technique for 

converting a signal into elementary frequency components. 

It is widely used in image compression. Here we develop 

some simple functions to compute the DCT and to compress 

images. 

A simplified JPEG compressor: 

 Cut an image up into blocks of 8x8 pixels 

 Run each block through an 8x8 2D DCT 

 Quantize the resulting coefficients (i.e. throw away 

unimportant information to reduce the filesize - JPEG 

does this by dividing the coefficients by a quantization 

matrix in order to get long runs of zeros) 

 Compress the quantized coefficients using a lossless 

method (RLE, Huffman, Arithmetic coding, etc.) 

 
To rebuild an image in the spatial domain from the 

frequencies obtained above, we use the IDCT: 

 
Mathematically, the DCT is perfectly reversable 

and we do not lose any image definition until we start 

quantizing coefficients. A better quantizer would decrease 

precision gradually instead of simply zeroing out 

components. 

B. DSA (Digital Signature Algorithm) 

The Digital Signature Algorithm (DSA) can be used by the 

recipient of a message to verify that the message has not 

been altered during transit as well as ascertain the 

originator’s identity. A digital signature is an electronic 

version of a written signature in that the digital signature can 

be used in proving to the recipient or a third party that the 

message was, in fact, signed by the originator. Digital 

signatures may also be generated for stored data and 

programs so that the integrity of the data and programs may 

be verified at any later time. 

The first part of the DSA algorithm is the public key and 

private key generation, which can be described as: 

 Choose a prime number q, which is called the 

prime divisor. 

 Choose another primer number p, such that p-1 

mod q = 0. p is called the prime modulus. 

 Choose an integer g, such that 1 < g < p, g**q mod 

p = 1 and g = h**((p–1)/q) mod p. q is also called 

g's multiplicative order modulo p. 

 Choose an integer, such that 0 < x < q. 

 Compute y as g**x mod p. 

 Package the public key as {p,q,g,y}. 

 Package the private key as {p,q,g,x}. 
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The second part of the DSA algorithm is the signature 

generation and signature verification, which can be 

described as: 

To generate a message signature, the sender can follow 

these steps: 

 Generate the message digest h, using a hash 

algorithm like SHA1. 

 Generate a random number k, such that 0 < k < q. 

 Compute r as (g**k mod p) mod q. If r = 0, select a 

different k. 

 Compute i, such that k*i mod q = 1. i is called the 

modular multiplicative inverse of k modulo q. 

 Compute s = i*(h+r*x) mod q. If s = 0, select a 

different k. 

 Package the digital signature as {r,s}. 

To verify a message signature, the receiver of the message 

and the digital signature can follow these steps: 

 Generate the message digest h, using the same hash 

algorithm. 

 Compute w, such that s*w mod q = 1. w is called 

the modular multiplicative inverse of s modulo q. 

 Compute u1 = h*w mod q. 

 Compute u2 = r*w mod q. 

 Compute v = (((g**u1)*(y**u2)) mod p) mod q. 

 If v == r, the digital signature is valid. 

C. AES (Advanced Encryption Standard) 

The additional widespread and wide adopted isosceles 

encoding formula possible to be encountered these days is 

that the Advanced encoding commonplace (AES). It's found 

a minimum of six time quicker than triple DES. 

A replacement for DES was required as its key size 

was too little. With increasing computing power, it 

absolutely was thought-about vulnerable against 

thoroughgoing key search attack. Triple DES was designed 

to beat this disadvantage however it absolutely was found 

slow. 

The options of AES square measure as follows − 

 Symmetric key isosceles block cipher 

 128-bit information, 128/192/256-bit keys 

 Stronger and quicker than Triple-DES 

 Provide full specification and style details 

 Software implementable in C and Java 

AES is associate repetitious instead of Feistel 

cipher. It's supported ‘substitution–permutation network’. It 

includes of a series of joined operations, a number of that 

involve exchange inputs by specific outputs substitutions all 

involve shuffling bits around permutations. 

Interestingly, AES performs all its computations on 

bytes instead of bits. Hence, AES treats the 128 bits of a 

plaintext block as sixteen bytes. These sixteen bytes square 

measure organized in four columns and 4 rows for process 

as a matrix. 

Unlike DES, the amount of rounds in AES is 

variable and depends on the length of the key. AES uses ten 

rounds for 128-bit keys, twelve rounds for 192-bit keys and 

fourteen rounds for 256-bit keys. Every of those sphericals 

uses a special 128-bit round key that is calculated from the 

initial AES key. 

The schematic of AES structure is given in the following: 

 
Fig. 2: 

D. Encryption Process 

 
Fig. 3: 

E. Decryption Process 

The process of decryption of an AES ciphertext is similar to 

the encryption process in the reverse order. 

Each round consists of the four processes conducted in the 

reverse order as  

 Add round key 

 Mix columns 

 Shift rows 

 Byte substitution 

V. ANALYSIS 

As security is one of the most issue in today’s era so to spice 

up security we've scientific discipline algorithms. 

Throughout this paper, implementation of AES and DES 

scientific discipline algorithms on two different platforms 

like WINDOWS and UBUNTU victimization JAVA has 

taken into consideration. By this implementation, 

performance analysis of these two algorithms has 

Completed. Performance of these two algorithms depends 

upon varied factors like no. of rounds, key size and etc., but 

throughout this experimental analysis performance is 

evaluated considering two parameters:- 

1) Cryptography Time 

2) Decoding Time 

As we know, cryptography time is that the time 

taken by the algorithmic rule to provide the cipher text and 

Decryption time is that the time taken by algorithmic rule to 

produce plain text from cipher text. 

Experimental results for cryptanalytic algorithms 

AES and DES are shown in table-1, that shows the 
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comparison of speed of those 2 algorithms i.e. AES and 

DES, mistreatment same input string. 

By analysing table-1, time taken by DES algorithm 

for cryptography and decoding is additional than AES 

algorithmic rule for a similar input. So we can say that AES 

algorithmic rule is quick with comparison to DES 

algorithmic rule. 

On the idea of those results we will analyse the 

performance of AES and DES on numerous operating 

systems conjointly, as an example once comparing 

WINDOWS and UBUNTU every the algorithms execute 

rife faster in Ubuntu than Windows. 

 
Table 1: Comparative study of AES and DES total 

stimulated time 

VI. CONCLUSION 

In this paper we have a tendency to given a brand new 

technique of embedding watermark into color image. The 

RGB image is born-again to YCbCr and watermarked by 

victimization separate circular function remodel (DCT). The 

luminousness element Y of image is taken into account for 

embedding watermark. The performance of the projected 

technique is often evaluated by PSNR, SNR, MSE and Tar 

Heel State for RED, BLUE and inexperienced. Existing 

techniques have worked on the grey scale of image, we've 

taken results for RED, BLUE and inexperienced on an 

individual basis. Content-dependent structural image options 

and rippling filter parameterization are incorporated into the 

standard crypto signature theme to boost the system 

lustiness and security. The secure digital signature theme 

can do smart lustiness against transmission errors and a few 

acceptable manipulation operations 
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