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Abstract— Keylogging or keyboard capturing is that the 

activity of recording (or logging) the keys smitten on a 

keyboard, Usually during a close lipped manner so the 

individual utilizing the keyboard is unconscious that their 

activities are being discovered. It likewise has exceptionally 

authentic uses in investigations of human-computer 

interaction. There are varied Keylogging techniques, 

extending from hardware and computer code based mostly 

methodologies to acoustic examination. as well as human in 

authentication protocols, whereas guaranteeing, isn't easy in 

light-weight of their restricted capability of calculation and 

remembrance. The project exhibits however careful mental 

image define will improve the safety likewise because the 

convenience of authentication. The system propose 2 visual 

authentication protocols: one may be a one-time-password 

protocol, and therefore the different may be a password-

based authentication protocol. Our approach for real 

arrangement: the system has the capability attain to 

associate abnormal state of simple use whereas fulfilling 

rigorous security requirements. 
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I. INTRODUCTION 

Our methodology to taking care of the issue is to present a 

transitional gadget that extensions a human client and a 

terminal. At that point, instead of the client direct conjuring 

the general confirmation convention, she conjures a more 

complex yet easy to use convention by means of the 

moderate helping gadget. Each association between the 

client and a middle of the road helping gadget is envisioned 

utilizing a Quick Response (QR) code. The goal is to keep 

client experience the same as in legacy affirmation routines 

however much as could be normal, while preventing 

Keylogging attacks. Thus, in our protocol, a client does not 

need to hold extra information beside a standard security 

token, for instance, secret key or PIN, and unlike the 

previous writing that safeguards against ought to surfing 

attacks by obliging complex retributions and for reaching 

inputs. More especially, our approach imagines the security 

methodology of acceptance using a advanced mobile phone 

helped expanded reality. In this paper, we indicate how 

visualization can improve security and convenience by 

proposing two visual verification protocols: one for secret 

key based confirmation, and the other for one-time-

watchword. Through intensive examination, we exhibit that 

our conventions are protected to number of the testing 

attacks relevant to different conventions in the writing. 

Besides, utilizing a broad research endeavor on a model of 

our conventions, we highlight the capability of our 

conventions in genuine arrangement tending to client's 

inadequacies and constraints. 

Hospital are terribly essential a part of our lives, 

providing best medical facilities to folks full of numerous 

diseases. However keeping track of all the activities and 

records is extremely error prone. It's conjointly terribly 

inefficient and time intense method perceptive the continual 

increasing population and range of individuals visiting the 

hospital. Recording and maintaining the record is extremely 

unreliable and error prone and inefficient. It’s conjointly not 

economically and technically possible to take care of the 

records on paper. The most aim of project is to supply 

paper-less up to ninetieth. It conjointly aims at providing 

low value reliable automation of the present system. There 

are numerous Keylogging techniques, extending from 

hardware and computer code based mostly methodologies to 

acoustic examination. Together with human in 

authentication protocols, whereas guaranteeing, isn't 

straightforward in lightweight of their restricted capability 

of calculation and remembrance. Fast Response (QR) codes 

appear to look everyplace lately. victimization the QR codes 

is one amongst the foremost intriguing ways in which of 

digitally connecting shoppers to the web via mobile phones 

since the mobile phones became a basic necessity issue of 

everybody. For making QR codes, the admin can enter text 

into an internet browser and can get the QR code generated. 

Whereas QR codes have several benefits that create them 

very hip, there are many security problems and risks that are 

related to them. Running malicious code, stealing users’ 

sensitive data and violating their privacy and fraud are some 

typical security risks that a user could be subject to within 

the background whereas he/she is simply reading the QR 

code within the foreground. A security system for QR codes 

that guarantees each users and generators security 

considerations are going to be enforced. The project exhibits 

however careful visualization define will improve the safety 

further because the convenience of authentication. Because 

of increase in range of road accidents there's a requirement 

to access a person’s medical/contact data just in case of 

emergencies for care and hospital &amp; alternative 

formalities. So as to shorten the admitting procedures once a 

patient seen within the emergency department is afterward 

admitted to the hospital, we are going to be retrieving their 

data keep in cloud information that is scanned with the 

assistance of a QR Code containing a link to the victim’s 

emergency data. This can facilitate hospital authority to 

relinquish acceptable medication to the accident victim and 

inform his/her family. 

In order to shorten the admitting procedures once a 

patient seen within the emergency department is afterward 

admitted to the hospital, we are going to be retrieving their 

data that is scanned with the assistance of a QR Code 

containing a link of the victim’s emergency data keep in 

cloud information.   Initially, the user has to feed his data 

into the information. Then, we are going to generate a 

second dynamic QR Code with the assistance of a novel 

address. This second dynamic QR Code are going to be 

provided to the users within the type of a wise card.                                                     
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II. LITERATURE SURVEY 

A. Paper Name: The Quest to Replace Passwords: A 

Framework for Comparative Evaluation of Web 

Authentication Schemes (2012). 

Authors: Joseph Bonneau, Cormac Herley, Paul C. van 

Oorschot, Frank Stajanoy. 

Description: 

Authors have been evaluated two decades of proposals to 

replace text passwords for general-purpose user 

authentication on the web using a broad set of twenty-five 

usability, deplorability and security benefits that an ideal 

scheme might provide. The scope of proposals we survey is 

also extensive, including password management software, 

federated login protocols, graphical password schemes, 

cognitive authentication schemes, one-time passwords, 

hardware tokens, phone-aided schemes and biometrics. Our 

comprehensive approach leads to key insights about the 

difficulty of replacing passwords. Not only does no known 

scheme come close to providing all desire benefits: none 

even retains the full set of benefits that legacy passwords 

already provide. In particular, there is a wide range from 

schemes offering minor security benefits beyond legacy 

passwords, to those offering significant security benefits in 

return for being more costly to deploy or more difficult to 

use. We conclude that many academic proposals have failed 

to gain traction because researchers rarely consider a 

sufficiently wide range of real-world constraints. Beyond 

our analysis of current schemes, our framework provides an 

evaluation methodology and benchmark for future web 

authentication proposals[4]. 

B. Paper Name: Safe Slinger: Easy-to-Use and Secure 

Public-Key Exchange (2011) 

Author: M Farb, Yue-Hsun Lin, Tiffany Hyun-Jin Kim, 

Jonathan McCune, A Perrig 

Description: 

Users regularly experience a crisis of confidence on the 

Internet. Is that email or instant message truly originating 

from the claimed individual? Such doubts are commonly 

resolved through a leap of faith, expressing the desperation 

and helplessness of users. To establish a secure basis for 

online communication, we propose SafeSlinger, a system 

leveraging the proliferation of smartphones to enable people 

to securely and privately exchange their public keys. 

Through the exchanged authentic public keys, Safe- Slinger 

establishes a secure channel offering secrecy and 

authenticity, which we use to support secure messaging and 

file exchange. SafeSlinger also provides an API for 

importing applications’ public keys into a user’s contact 

information. By slinging entire contact entries to others, we 

propose secure introductions, as the contact entry includes 

the SafeSlinger public keys as well as other public keys that 

were imported[5].  

C. Paper Name: Leveraging Personal Devices for Stronger 

Password Authentication (2011). 

Author: Mohammad Mannan and P.C. van Oorschot. 

Description: 

Internet authentication for popular end-user transactions, 

such as online banking and e-commerce, continues to be 

dominated by passwords entered through end-user PCs. 

Most users continue to prefer (typically untrusted) PCs over 

smaller personal devices for actual transactions, due to 

usability features related to keyboard and screen size. 

However most such transactions and their underlying 

protocols are vulnerable to attacks including Keylogging 

phishing, and pharming. We propose Mobile Password 

Authentication (MP-Auth) to counter such attacks, which 

cryptographically separates a user’s long-term secret input 

from the client PC, and offers transaction integrity. The PC 

continues to be used for most of the interaction but has 

access only to temporary secrets, while the user’s long-term 

secret is input through an independent personal device, e.g., 

a cellphone which makes it available to the PC only after 

encryption under the intended far-end recipient’s public key. 

MP-Auth expects users to input passwords only to a 

personal device, and be vigilant while confirming 

transactions from the device. To facilitate a comparison to 

MP-Auth, we also provide a comprehensive survey of web 

authentication techniques that use an additional factor of 

authentication; this survey may be of independent 

interest[7]. 

D. Designing Leakage-Resilient Password Entry on 

Touchscreen Mobile Devices (2013). 

Author: QiangYany, Jin Hanz, YingjiuLiy, JianyingZhouz, 

Robert H. Dengy. 

Description: 

Touchscreen mobile devices are becoming commodities as 

the wide adoption of pervasive computing. These devices 

allow users to access various services at anytime and 

anywhere. In order to prevent unauthorized access to these 

services, passwords have been pervasively used in user 

authentication. However, password-based authentication has 

intrinsic weakness in password leakage. This threat could be 

more serious on mobile devices, as mobile devices are 

widely used in public places. Most prior research on 

improving leakage resilience of password entry focuses on 

desktop computers, where specific restrictions on mobile 

devices such as small screen size are usually not addressed. 

Meanwhile, additional features of mobile devices such as 

touch screen are not utilized, as they are not available in the 

traditional settings with only physical keyboard and mouse. 

In this paper, we propose a user authentication scheme 

named Cover- Pad for password entry on touchscreen 

mobile devices. Cover-Pad improves leakage resilience by 

safely delivering hidden messages, which break the 

correlation between the underlying password and the 

interaction information observable to an adversary. It is also 

designed to retain most benefits of legacy passwords, which 

is critical to a scheme, intended for practical use. The 

usability of Cover-Pad is evaluated with an extended user 

study which includes additional test conditions related to 

time pressure, distraction, and mental workload. These test 

conditions simulate common situations for a password entry 

scheme used on a daily basis, which have not been evaluated 

in the prior literature. The results of our user study show the 

impacts of these test conditions on user performance as well 

as the practicability of the proposed scheme[10]. 

 

III. PROPOSED SYSTEM 

In order to shorten the paperless work procedures once a 

patient visiting often or seen within the emergency case, 
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we'll be retrieving their data that is scanned with the 

assistance of a QR Code containing a link of the victim’s 

emergency data keep in info. 

When patients 1st visits to hospital, perform 

registration method with system. At the time of login there 

are a unit 2 the 1st step is positive identification based 

mostly} and another is OTP based, in positive identification 

based mostly he can enters the his username/ email with 

positive identification. In second step the system can raise 

the OTP displayed the traditional input device that is unreal 

and revered OTP and therefore the actual pattern of that 

input device is distributed to users email ID upon with 

success coming into the right email and positive 

identification of that user. Upon thriving login, user can his 

check up details and submits and system can generate the 

QR of that users data which QR are going to be keep at 

admins records and user can get the ID for his  record. Once 

user visits the hospital he can tell solely his ID and admin 

can scan respected ID’s QR code and issue consequently.  

If any amendment in users details then he can login to his 

account and do changes then system can generate new QR 

code. And next time admin can use that new generated QR 

code. The admin or hospital one that handling this method 

will read all the small print of all the users registered 

therewith system as he's solely licensed person. 

IV. SYSTEM ARCHITECTURE 

 
Fig.1: System Architecture 

A. Step-1: Registration Process 

In this stage, the user will fill an online form provided by the 

organization on their website. 

This online form will be consisting of all required 

details for the database. 

Information stored in database and displayed to 

user. After successfully filling the online form, the 

information will be stored in the database and the webpage 

which will contain all the details of the user will be shown 

to the user. The database will be stored in the cloud. 

 
Fig. 2: Registration Page 

B. Step-2: Generate QR code 

After successful registration of user the QR code is 

generated by the system. 

Using the unique URL generated for the webpage 

of each user, unique 2D QR code will be generated for each 

user. 

 
Fig. 3: QR code 

C. Step-3: Sending confirmation mail containing the QR 

code to the user 

A confirmation mail containing the unique 2D QR code and 

secrete key which is used to decrypt that QR code of the 

user will be sent to the user after the QR code is generated 

successfully. 

D. Step-4: Scan QR code 

A smartphone application will be used for scanning the QR 

code. Before scanning the QR code, authorized login will be 

provided to the particular authorities like police, hospital 

management, or admin and the user itself. 

E. Step-5: Link retrieval and display link 

After scanning the QR code, a link will be retrieved and 

displayed to the user scanning the QR code.  

F. Step-6: Display information of the victim/user 

After displaying the link, the user have to click on the link 

and then the webpage or a page consisting of that users 

details will be displayed. 
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V. APPLICATIONS 

A. In this work we developed an enhancement which is 

offline transaction. Mostly transactions are done through 

online only. But for time consuming and quick transaction 

we proposed offline transaction. In offline transaction user 

generate one file, inside that file user acc-no, transaction 

amount, and etc are available. Those details are prepared by 

user when they are in offline. When user entered into online, 

they just load this file into the applications for fund 

transaction. Using this offline transaction, user timings are 

more consumed.  

B. Another enhancement is IMI security. Main 

purpose of this is, to avoid malicious transaction. When 

other user knows my username and password means, they 

can use my details for fund transfer without my knowledge. 

To avoid this we are providing IMI security. Every user 

registration server stores their IMI number into their 

database. Another malicious user, use my username and 

password in their mobiles means IMI no vary so proper 

transaction will not occur.  

VI. CONCLUSION AND FUTURE SCOPE 

We proposed and analyzed the use of user driven 

visualization to improve security and user-friendliness of 

authentication protocols. Proposed two of protocols that not 

only improve the user experience but also resist challenging 

attacks, such as the keylogger and malware attacks. Our 

protocols utilize simple technologies available in most out-

of-the box Smartphone devices.  

We will study methods for improving the security 

and user experience by means of visualization in other 

contexts, but not limited to authentication such as visual 

decryption and visual signature verification. Finally, 

reporting on user studies that will benefit from a wide 

deployment and acceptance of our protocols would be a 

parallel future work to consider as well. 
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