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Abstract— In recent years number of organizations have 

huge data which is difficult to handle. For that data mining 

techniques introduced. The examples of these are like 

Amazon data, ebay etc. that is basket data analytic. The data 

is computed by data mining techniques. But if there is a 

huge data for computation then the standalone machine 

can’t handle with less resources .The task outsourced on the 

cloud i.e. Data Mining as a Service. But sometimes the 

cloud has some data privacy issues. Sometimes the service 

provider wants to improve its revenue by computing with 

fewer resources and sometimes it is difficult to reject the 

errors. In this paper, we check the cloud is trustable or not. 

We outsource the data on the cloud .We create frequent 

itemset mining. The computation has done on the cloud by 

using the data mining algorithms. This computation is done 

both the sides i.e. client and server side. We verify and 

generate the report i.e. the cloud is trustable or not. 
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I. INTRODUCTION 

The basic idea of this concept is raised form the fact that 

cloud computing paradigm always provides the concept of 

huge computational power and storage capacity of the data. 

This enables the small clients to outsource the task, but even 

though on computational outsourcing the clients cannot be 

completely relay on the results of the cloud.so verification is 

must to ensure the proper outcomes.so this paper deals with 

the verification of frequent itemset mining that has 

outsourced to the cloud. The main four entities in this paper:  

Frequent Itemset Computation, Support Estimation, Factor 

Identification, Symmetric Tree Matching 

Frequent Itemset Computation: In this paper we 

compute frequent itemsets mining with some algorithms 

compute their support count with function. The frequent 

itemset is nothing but the itemset whose support is greater 

than or equal to a minsup threshold value.  

There is an itemset which is the set of one or more 

items. We compute the support count i.e. how frequently 

occurred these itemset. After that computing the support 

.This is the fraction of transactions which contain an 

itemsets. Finally we compute the FI(Frequent Itemset) with 

this support.  So using formula of mining 2^n-1, we 

compute the frequent itemset .Frequent itemset is nothing 

but the possible combinations of itemsets. After that we 

check which item is frequently appearing according to the 

input file.    The basic idea is to estimate a set of frequent 

itemsets from input file and use these frequent itemsets as 

technique to check the integrity of the server’s mining 

result.  

A. Frequent Itemset Computation 

Frequent itemset computation is an important task in data 

mining. It is used to extract valuable information in big data. 

Frequent itemset mining computation gives interesting 

patterns between variables in large database. Association 

rule in used for frequent itemset computation. It is a rule 

based machine learning method where associativity of items 

in database is studied.  In accordance with selecting 

interesting rules from the set of all feasible rules, coercion 

on various measures of significance and interest are used. 

The best-known constraints are minimum thresholds on 

support and confidence. 

B. Support Estimation 

C. Factor Identification 

D. Symmetric Tree Matching 

In this paper Section-II is dedicated for related 

work and Section-III narrates the proposed techniques in 

detail. The performance evaluation of the system will be 

conducted in Section-IV and finally Section-V concludes 

this paper with some possible future announcement scope. 

II. LITERATURE SURVEY 

In [1], described a problem of finding association rules 

between items in huge database of sales transactions. 

Present two new algorithms for solving this problem those 

are fundamentally different from known algorithms. Apriori 

and AprioriTid are been used and outperform STEM and 

AIS algorithms. Quantities of items bought in a transaction 

finding such rules needs further work. Performance gap 

increased with problem size, and ranged from a factor of 

three for small problems to more than an order of magnitude 

for large problems.  

In [2], authors have put forward a well planned and 

efficient implementation for frequent itemset generation and 

support calculation built on a systolic array architecture 

through only a single scan of the database. In this method, a 

parallel item-delivering method is initiated to speed up the 

generation procedure. Further on the authors have reviewed 

the Apriori algorithm and Systolic Arrays. The parallel item 

delivering methodology needs only a single scan over the 

database is put forward to improve the generation phase and 

it made sure that the implementation has higher-level of 

efficiency as compared to the software procedure and the 

other hardware implementations. As results show, the FPGA 

based configurable computing architecture can boost the 

performance as long as there is parallelism to make use and 

derive benefits from the algorithms. 

In [3], authors have elaborated various approaches 

for pattern matching. They have developed bottom-up 

approach and top-down approach to match patterns in tree. 
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The bottom-up approach is derived from Knuth-Morris-Pratt 

string matching algorithm. The authors have also discussed 

further improvements for top-down algorithm. The top-

down approach seem to have better preprocessing but the 

update behavior and matching times are worst to the bottom-

up method. In any case neither of the two approaches are an 

all round best approach. Further, if the depth of tree is very 

high, time complexity increases exponentially.  

In [4], authors have described a flexible tree 

matching technique is proposed which eases the standard 

requirement of matching the nodes in trees. i.e. If two nodes 

are said to be similar then there descendants should match as 

well. This tree matching is strongly NP-complete. Hence the 

authors have also offered an approximation algorithm for 

the problem, which learns the parameter of the model using 

structured prediction techniques. This flexible tree matching 

can be used with any erudite cost model. e.g. perceptron 

algorithm. In this system computation of cost model is an 

extra effort by the authors, which will increase the overall 

computation cost. 

In [5], authors have introduced two approaches 

namely, probabilistic and deterministic. In probabilistic 

approach mini graph approach is used to construct evidence 

frequent itemset (EFs) and lattice based approach to 

construct evidence infrequent itemset (EIs). Then EFs and 

EIs are inserted in original database. Secondly, the server 

uses deterministic approach for proof construction. Here 

authenticated data structure of the data set is constructed 

based on inverted index and Merkle hash tree. The root 

element value is kept disclosed and dataset with Markle 

hash tree is send to the server for mining process. While 

returning minig results server will constructs proofs for both 

items present in the frequent item set as well as for 

infrequent items. In this type of system server has to 

compute proofs, which is an additional work. Also 

construction of  EFs and EIs increases computation cost as 

well as original data set in altered.  

In [6], authors have carried out an survey on 

different frequent item set mining and addressed serious 

problem of scalability in Aprior Algorithm. Hence authors 

have proposed two new techniques namely, Dist-Eclat and 

Big-FIM. The Dist-Eclat algorithm focuses on speed by 

using a simple load-balancing scheme based on K-FIs. Big-

FIM focuses on mining very large databases by utilizing a 

hybrid approach. These two techniques focuses on 

implementation on core MapReduce platform. With the help 

of market basket analysis, authors had also tried to remove 

the business performance of retailers. When tid-list is huge 

it takes more space to store candidate set. Space complexity 

increases when database is huge.  

In [7], authors have prescribed a cloud server is 

capable of giving inauthentic results also, verifiable 

computation is introduced to handle this issue by providing 

clients with proofs of the output with regards of dynamically 

chosen inputs. Data which is outsourced, say ‘F’ is 

computed on some random inputs. The returned output is 

not only expected to return the correct value but also to 

generate proof that randomly chosen data were indeed used 

to generate the results. 

However, the computation effort of verifying the 

proof should be less than calculating the actual outsourced 

data for output. 

The above proposed system requires the client to 

preprocess the outsourced data for computing some 

auxiliary information which is expected to be very time 

consuming. Though preprocessing has to be done only once, 

it is advised by the publishers to use some trusted 

outsourcing service provider for the job. Our approach 

doesn’t have to deal with preprocessing making it not at all 

mandatory to run the outsourced data on an already known 

verified and trusted server for the first time. We have the 

freedom to upload and verify the returned results on any 

server anytime. 

In [8], authors have researched the pattern fusion 

algorithm for finding approximation to the colossal patterns. 

Pattern fusion algorithm is able to find a result set which is a 

very close approximation of the complete set of colossal 

patterns. This is done by first generating a complete set of 

frequent item sets. From this set some patterns are selected, 

these patterns have a very high probability to be a 

descendant of the colossal pattern. These all patterns are 

fused together to generate a larger descendant of the 

complete set. 

In [9], authors explained a deterministic approach 

in which the server constructs cryptographic proofs of the 

mining results. This approach will demonstrate correctness 

and completeness of mined results with deterministic 

guarantee. This approach uses recall and precision for 

verification process. The client before outsourcing the data 

constructs item- based inverted index E1 and Merle hash 

tree(T) of E. Then it keeps the root element value with itself 

and outsource the data for mining. When server receives the 

task of mining it performs the task and also constructs the 

proofs for every item that belongs to frequent item sets and 

also constructs the proof for every non- frequent items. This 

process of constructing proofs helps in verification of 

correctness and completeness of the mined results. 

In [10], authors have presented a new algorithm for 

mining maximal frequent itemsets from transactional 

databases. This algorithm is very efficient when the itemsets 

in the database are very long. In this algorithm the search 

stratergy integrates a depth first traversal of the itemset 

lattice with effective pruning mechanism. In the 

implementation of the search stratergy  authors have 

combined a vertical bitmap representation of the database 

with relative bitmap compression schema.The algorithmic 

description states various different components of MAFIA 

and various pruning methods used to reduce the search 

space. The breakdown of the algorithmic components show 

parent equivalence pruning and dynamic reordering which 

were favorable for reducing the search space while relative 

compression/projection of the vertical bitmaps cuts the cost 

of counting supports of the itemsets and also increases the 

vertical scalability. Further on they've discussed on simple 

depth  traversal with no pruning, Simple DFS, Pseudocode, 

methods of pruning and the benefits of dynamic reordering.  
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III. PROPOSED METHODOLOGY 

 
Fig.1: Proposed System of Trust but verify can be explained 

with the following steps 

A. Step 1 

Here first user uploads a file (.txt) that contains some words 

to cloud. On receiving this file at cloud creation of frequent 

item set process starts. 

B. Step 2: Preprocessing 

Preprocessing of the string eventually lessens the burden on 

the process by maintaining the quality of the data. Due to 

this process all the redundant data will be eliminated so that 

the whole process of frequent item set creation will be run 

with lesser time and space complexity. This process 

involves several steps as narrated below. 

1) Special Symbol Removal 

This process eventually drops all the special symbols from 

the string of the files. Symbols are like,,.,:,;,?,{,},[,] etc… 

2) Stopword Removal 

This is the process of discarding the conjunctions from the 

file string. By achieving this, the meaning of the string never 

changes. For example if a String is like “we celebrated 

Diwali”, After the Stopword removal process string 

becomes “celebrated Diwali”. In this process the semantic of 

the sentence is retained even though it shred off the 

conjunction words. For this system stores the static 

information of all the available stopwords in the English 

language and then by linear comparison of each words it 

shreds off the each conjunction words. 

3) Stemming 

Stemming is the process of bringing the word to its base 

form by trimming the postfix tenses. For more 

understanding of this let the stopword removed word from 

the prior step will consider, i.e.   “Celebrated Diwali”. After 

Stemming of each word String becomes” Celebrate Diwali”. 

Even by doing this also sentence is capable of retaining its 

original meaning.  

To achieve stemming many algorithms are existed 

like Port stemmer, Stans Stemmer and many more. Each of 

these algorithms needs their own protocol to trim the word 

and it may not suitable for all kinds of textual data. And 

some universal stemming tools are available like Google 

stemmer, which is indeed a costlier affair for any protocol 

development. 

So the proposed system uses the string replacement 

technique for trimming of the unwanted tenses from the 

words. Here predefined protocols for the tenses are used for 

efficient trimming process. 

C. Step 3: Power Set for Frequent item sets 

The power set is the set of all subsets of a set. 

For example, the power set of the set {a, b, c} consists of the 

sets: 

{} 

{a} 

{b} 

{c} 

{a, b} 

{a, c} 

{b, c} 

{a, b, c} 

1) Note That 

 The empty set {} is in the power set 

 The set itself is in the power set 

 The set of all subsets of a particular size, or k-subsets, 

are combinations. 

2) Power Set Algorithm 

A subset can be represented as an array of boolean values of 

the same size as the set, called a characteristic vector. Each 

boolean value indicates whether the corresponding element 

in the set is present or absent in the subset. 

This gives following correspondences for the set {a, b, c}: 

[0, 0, 0] = {} 

[1, 0, 0] = {a} 

[0, 1, 0] = {b} 

[0, 0, 1] = {c} 

[1, 1, 0] = {a, b} 

[1, 0, 1] = {a, c} 

[0, 1, 1] = {b, c} 

[1, 1, 1] = {a, b, c} 

The algorithm then simply needs to produce the 

arrays shown above. The simplest way to do this is to just 

count in binary. 

D. Step 4: Support Calculation 

The rule X  ⇒ Y  holds with support s if s% of transactions 

in  D contain  X  ∪ Y. Rules that have as greater than a user-

specified support is said to have minimum support Support 

vs. Confidence in Association Rule Algorithms 

E. Step 5 

After Creation of the Frequent item sets at cloud end, User 

downloads the frequent item sets from the cloud and then he 

created the M tree for Top N, Bottom N and Random N item 

sets from the uploaded item set files. This can be shown as 

below 

Let we have frequent item sets that are created can 

be represent as follows. 

 

Words Support 

a 0.4 

b 0.28 

c 0.44 

d 0.25 
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e 0.3 

f 0.42 

g 0.5 

h 0.2 

i 0.26 

j 0.29 

k 0.32 

l 0.4 

m 0.43 

n 0.46 

o 0.6 

Table 1: Example of Support Measure 

Then M-tree is created based on the following algorithm 

Algorithm M tree (Frequent Item sets vector Fv) 

Begin: 

Create an empty tree as T 

Create the Root Node for first frequent itemset Rn 

For each element of Fv 

Compare the distance with the root node 

If (Fvi support < Rn) 

Add node as left child in T 

Else 

Add node as Right child in T 

End For 

End 

IV. RESULT AND DISCUSSION 

 
Fig. 2: 

Now after creation of M tree our system is having two trees 

one for the frequent item sets that we got from the cloud and 

one for the frequent item sets that are designed for the data 

uploaded to the cloud by the end user. 

Then Finally by comparing these trees system will 

evaluate the outsourced computation report for the 

verification of frequent item set creation task of cloud. 

Without verification of the outsourced computation the end 

user is always unaware of the fake results of computation 

received from the server if server is dishonest or 

miscellaneous. On verification of the outsourced data 

mining computation of frequent itemset the given enriched 

framework generates the verification report for the end user 

which confirms that received frequent itemset computation 

is correct or not and it also confirmed that server is honest or 

miscellaneous. To show the effectiveness of the framework 

experiments is conducted by deploying the system in 

windows based java supporting machine. For deployment, 

an experiment is used Apache Tomcat as the web server and 

Netbeans as the development IDE. Precision and recall are 

considered as the best performance measuring parameters. 

Precision can be defined as the ratio of some relevant 

frequent items verified to the sum of the number of relevant 

and irrelevant frequent item sets verified. Relative 

effectiveness of the system is well expressed by using 

precision parameters. Whereas the recall can be defined as 

the ratio of some relevant frequent item sets verified to the 

sum of relevant frequent item sets not verified. Absolute 

accuracy of the system is well narrated by using recall 

parameters. Precision and recall can be more clearly 

elaborated as follows. 

 X = the number of relevant frequent item sets verified, 

 Y = the number of relevant frequent item sets not 

verified, and 

 Z = the number of irrelevant frequent item sets verified. 

So, Precision = (X/ (X+ Z))*100 

And Recall = (X/ (X+ Y))*100 

The fig 4 show the performance evaluation of system 

through precision and recall. 

 
Fig. 3: 

On plotting the graph for precision and recall for a 

different number of runs we found some facts that system 

yields 81.16% of precision and 88.5 % of recall. 

V. CONCLUSION 

Due to the complex and huge infrastructure of the cloud, 

there are some loopholes are raised that may affect the 

performance of the cloud in crucial times. In outsourcing 

computational task of cloud, there is a chance of improper 

performance of the cloud for the outsourced task. The work 

analyses all the possibilities of errors from the cloud for the 

task of the frequent item set computation by considering 

different sets of frequent item sets. Tree matching technique 

eases the process of verification and thereby generates a 

valid report of the same. The system can enhance for the 

future by deploying it in the distributed system to the vast 

frequent item set verification and computational act. 
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